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Copyright

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photo-static, recording
or otherwise, without the prior written consent of the manufacturer.

Trademarks

All products and trade names used in this document are trademarks or registered
trademarks of their respective holders.

Changes

The material in this document is for information purposes only and is subject to change
without notice.

Warning

1. A shielded-type power cord is required in order to meet FCC emission limits and
also to prevent interference to the nearby radio and television reception. It is
essential that only the supplied power cord be used.

Use only shielded cables to connect I/0 devices to this equipment.

You are cautioned that changes or modifications not expressly approved by the
party responsible for compliance could void your authority to operate the equipment.

Disclaimer

AIC® shall not be liable for technical or editorial errors or omissions contained herein.
The information provided is provided "as is" without warranty of any kind. To the extent
permitted by law, neither AIC® or its affiliates, subcontractors or suppliers will be liable
for incidental, special or consequential damages including downtime cost; lost profits;
damages relating to the procurement of substitute products or services; or damages for
loss of data, or software restoration. The information in this document is subject to
change without notice.

Instruction Symbols

Special attention should be given to the instruction symbols below.

This symbol indicates that there is an explanatory or

< NOTE supplementary instruction.

This symbol denotes possible hardware impairment. Upmost
CAUTION . .
precaution must be taken to prevent serious hardware damage.

The user may suffer possible injury from disregard or lack of

This symbol serves as a warning alert for potential body injury.
o WARNING
attention.



1.1 Introduction to the BMC Platform

The BMC (Baseboard Management Controller) permits remote networking access to
multiple users situated in different locations. In addition to this, it facilitates remote
system health monitoring and computer event management for system administrators.

BMC operates independently from the operating system. Utilizing an IPMI management
utility installed on the motherboard, the ASPEED AST2600 BMC establishes connectivity
between the Platform Controller Hub (PCH) and other onboard components, enabling a
remote network interface through serial links. Equipped with the AST2600 controller and
integrated BMC firmware, the AIC motherboard empowers users to remotely access,
monitor, diagnose, and manage a server using Console Redirection.

1.2 Overview of the ASPEED AST2600 BMC

The ASPEED AST2600 BMC is ASPEED's 7th generation Server Management Processor.
Adopting the Dual-core ARM Cortex A7 processor, AST2600 can optimize the performance
and computing power; also lower the power consumption significantly. Also, AST2600
support Secure Boot mode and ARM Cortex A7 TrustZone, which can provide customers
excellent information security protection.

The BMC contains a specialized processor with 2D graphic and logic control features. It
facilitates remote monitoring and management of server systems, providing a flexible
motherboard design. The AST2600 BMC also serves as the VGA for BMC Graphics.

1.3 AIC BMC Features

The BMC functions supported by AIC are as follows.

+  Hardware monitoring

«  Overall health status display on the main page

+  Remote KVM (graphical) console

+  Remote server power control

«  Remote serial over LAN (text console)

+  Event Log support

+  Automatic notifications and alerts (SNMP and email)
Out-of-band management via shared or dedicated LAN
Change LAN interface options at runtime
VLAN



SMASH/CLP

Secure browser interface (Secure socket layer - SSL support)
Lightweight Directory Access Protocol (LDAP) support
Factory default settings from web support

OS indentation

System Lockdown

Backup and restore the configuration file

Preview of the remote screen on the main page

Video quality settings

Update firmware via browser and 0S

KCS permission Control

Redfish



Chapter 2. UEFI BIOS Configuration for BMC

Before configuring the BMC, please follow the instructions below to configure the system
UEFI BIOS settings.

2.1 Enter UEFI BIOS

1. During system startup, press the <Del> key to enter UEFI BIOS setting.

2. To navigate in the UEFI BIOS, use the arrow keys and press <Enter> key. To go back
to previous screens, press <Esc> key.

2.2 Enable the COM port for BMC's SOL (Serial Over LAN)

1. Select the “Advanced” tab from the UEFI BIOS setup menu.
2. Select “Serial Port Console Redirection” and press <Enter> key.

3. Highlight “Console Redirection” under COM1, press <Enter> key, and select
“Enabled”.

Console Redirection [Disabled]




2.3 Configure BMC's IP Address by the UEFI BIOS

1. Select the "Server Mgmt" tab from the UEFI BIOS setup menu..
2. Select "BMC network configuration" and press <Enter> key.

3. Highlight “Configuration Address Source” under Lan channel 1, press <Enter> key,
and select “Static”, press <Enter> key.

Configuration Address source [Unspecif ied]

4. Set the “Station IP address”, “Subnet mask” and “Gateway IP Address” fields. Select
each of the three items and enter the values. Press <Enter> key when finished. The
computer and BMC need to be on the same subnet. These settings must refer to
your network environment.

Example:
Station IP address: 192.168.22.30
Subnet mask: 255.255.255.0
Router IP Address: 192.168.22.254



Station IP address 192.166.22.30

2.4 Save UEFI BIOS Configuring

1. Select the "Save & Exit" tab from the UEFI BIOS setup menu..
2. Highlight "Save Changes and Exit" and press <Enter> key, and select “Yes”.

Save Changes and Exit




3.1 Required Browser Settings

Use a computer and configure its web browsers.
«  Accept the file download when prompted in all browsers
« Javascript and cookie settings should be enabled in order to access the web site

NOTE
Cookies must be enabled in order to access the website.

3.2 Username and Password
The computer and BMC need to be on the same subnet. After setting the static IP, they
should be able to communicate. To establish a connection, follow the steps below.

1. Use the computer's terminal to ping the BMC IP address and ensure that it can be
pinged.

2. If the BMC IP address is pingable, open a web browser on your computer, enter the
BMC IP address in the URL bar.

AIC BMC System X T3

C | ® https//192.168.22.30

3. Initial access prompts you to enter the User Name and Password. A sample
screenshot of the login screen is given below.

AIC BMC System

Username
Password

US - English v

[J Remember Username

| forgot my password




The fields are explained as follows:

Fields Name Description
Username Enter your username in this field.
Password Enter your password in this field.

Language Selection

Language selection drop-down will be populated based on
supported languages in Web Ul as a part of multi-language
support feature. Drop-down option value will be selected based
on the browser language. For example, if browser language is
configured with Simplified Chinese language (ZH-CN), then
option value will be auto selected as China. Default language
will be selected as US-English if the browser configured
language not supported by Web Ul. Entire Web Ul pages
language strings will be displayed based on selected language
from drop-down.

Check this option to remember your login Username. If you

Remember select this option, the browser will save your credentials
Username internally in its memory, and when you open that site the next
time, it will auto-fill Username for you.
. . After entering the required credentials, click the Sign me in to
Sign me in

login.

| forgot my password

If you forget your password, you can generate a new password
using this link.




3.3 Default User Name and Password

Default Username: admin

Default Password: admin

NOTE

The default user name and password are in lower-case characters. When you log in
using the user name and password, you get full administrative rights. It is advised to
change your password once you login.

Duplicate user names shouldn't exist across various authentication methods like AD,
LDAP or IPMI since the privilege of one Authentication method is overwritten by
another authentication method when login and hence the correct privilege can't be
returned properly. Duplicate user names shouldn't be existed across different
channels in IPMI.

If any changes occurred for RADIUS in authentication order, then the User ID’'s of
logged in users using other authentication services will be shown as RADIUS User ID.
So, it is recommended to keep RADIUS as last in PAM Order.

Warning:
Once you login to the application, it is recommended not to use the following options.
- Refresh button of the browser
- Refresh menu of the browser
- Back and Forward options of the browser
- F5 on the keyboard
- Backspace on the keyboard

The changes done in user account properties through IPMI/Redfish interfaces will not
be reflected in current active web sessions.



3.4 Need to change password

It is mandatory to change the password for the default user at first successful login due to
California Law SB-327 security fix. If the authentication is successful, then Web Ul will
prompt a new page which will ask to change the user password. Once the password is
changed, login page will be reloaded. Enter the username and modified password to Login.
A sample screenshot is given below.

AIC BMC System

Password should be changed for default user and

should have a minimum of 8 characters.

Password

Default User’'s password can be changed using any of the following method.

Web UI
IPMI Tool
Redfish (If Redfish Support is enabled)

NOTE
The last password used cannot be used to reset the password.

Password Change Required Case

1.

When the BMC boots with factory firmware, user needs to change the default
password on first boot.

When user upgrades the BMC firmware without preserve configuration, default
password needs to be changed on first boot.

When user does a factory restore and reboot BMC, default password needs to be
changed on reboot.

Whenever user detect the BMC conf corruption and restore the conf with factory
setting, on next boot, default password needs to be changed.



Limitations

If the current Firmware in BMC is without CA law enabled and the default password is
modified and user tries to preserve configuration and upgrade firmware with CA law
enabled firmware image, BMC will still prompt to change the user password.

Reason: In BMC firmware default password is not preserved or stored anywhere, so it is
not possible to check if the default password is modified or not. Default password can
also be modified during Build time in PMCP file as required by OEM.

10



4.1 Menu Bar

The menu bar displays the following.
Firmware Information will be displayed with the latest version, date and time details.

Power Control Status will be displayed as Host Online. To change the Power Control
Status, click Host Offline link.

AIC BMC System

Dashboard

Sensor Firmware Information

System Inventory 0.03.1

FRU Information Apr 29 2024 13:07:20 CST
. Host Offline

PSU Information

Logs & Report Dashboard

Settings

Remote Control Sensor

Image Redirection

] ] System Inventory

+  Chassis Identify
+ Power Control FRU Information

. Maintenance
. Sign out PSU Information

Logs & Reports

Settings

Remote Control

Image Redirection

Chassis ldentify

Power Control

Maintenance

Sign out

11



4.2 Quick Button and Logged-in User
The user information and quick buttons are located at the top right. A screenshot of the
logged-in user information is shown below.

= A  US-English v| ©Sync  ZRefresh & admin ~

The logged-in user information shows the logged-in user, his/her privilege and the four
quick buttons allowing you to perform the following functions.

Message: Click the &= iconto view the event log alert messages. On clicking the messages,
it will navigate to the Logs and Reports page.

Notification: Click £A to view the notification received.

Language Selection: Change the language to view the language strings in different
languages.

Sync: Click the “SYnc jcon to synchronize with Latest Sensor and Event Log updates. By
default, it will be in disabled mode.

Refresh: Click the <= Refresh icon or pressing key F5 to reload the current page.

Logged-in user and its privilege level

This option shows the logged-in user name and privilege. There are list of privileges
mentioned as below.

Administrator: All BMC commands are allowed.
User: Only valid commands are allowed.

Operator: All BMC commands are allowed except for the configuration commands that
can change the behavior of the out-of-hand interfaces.

No Access: Login access denied.
OEM: All OEM commands are allowed.

Sign out: Click the =z cut jcon to log out.

Help

Help - The Help icon ( ) is Located at the top right of each page. Click this help icon to
view more detailed field descriptions.

12



Chapter 5. Dashboard

The Dashboard page gives the overall information about the status of a device.

To open the Dashboard page, click Dashboard from the menu bar. A sample screenshot of
the Dashboard page is shown below.

= Eo A “sync  ZRefresh A admin ~

# Home - Dashboard

Dashboard conolpane

4 0d4nhs 0 37

Available Seripts Up Time Pending Deassertions Access Logs

More info & Power Cycle @ More info @ Moreinfo @

& Today (11) Details & 30days (1) Details A Sensor Monitoring -2 critical sensors

i ROC1 Temp 61°C upper critical
going high for 8

hours

ROC2 Temp ROC2 Temp

i ROC2 Temp ! upper critical
9 events 9 events

going high for 5

hours

D Currnnthe encovinend

A brief description of the Dashboard page is given below.

The Dashboard page displays Power On Hours and Access Logs information alone, when
the toggle button is in OFF state in Dashboard page.

When toggle button is switched to ON state, it displays the Power On Hours, Access Logs,
Pending Deassertions, Today & 30 Days (Event Logs) and Sensor Monitoring information.
A sample screenshot is displayed below.

Note: This toggle button is available only in Dashboard page to display the information
based on requirement.

= = A | US -English '| D @sync  CRefresh A admin -

# Home - Dashboard
Dashboard controlpane

0d21ns 359

Power-On Hours Pending Deassertions

More info @ More info ©
& Today (32) Details & 30 days () Details A Sensor Monitoring - 5 critical sensors

Test_001
Test_001
Test_001

temperature temperature
Test_001

329 events 329 events

Test_001

@ Currently recovered

13




Language Selection
Change the language to view the language strings in different languages.

Power On Hours

BMC Power-On Hours will keep on accumulated and will be reset to zero when you flash a
new image.

Pending Deassertions

It lists all the asserted events which are waiting for deassert state. To know about the
pending events details, click the More info link. This navigates to the Event Log page and
display all the asserted events that are waiting for deassertion.

Access Logs

A graphical representation of all events incurred by various sensors and occupied/available
space in logs can be viewed. If you click on the More info link, you can view the Audit Log

page.
Today & 30 Days (Event Logs)

This page displays the list of event logs occurred by the different sensors on this device.
Click Details link on Today and 30 days to view the event logs for Today and 30 days
respectively.

Sensor Monitoring

It lists all the critical sensors on the device. If you click on any list sensor, you can view the
Sensor detail page with the Sensor information and Sensor Events details.

14



The Sensor Reading page displays all the sensor related information.

To open the Sensor Reading page, click Sensor from the menu. Click on any sensor to
show more information about that particular sensor, including thresholds and a graphical
representation of all associated events.

A screenshot of Sensor Reading page is given below.

AIC BMC System — = A | US-English v | @Sync  TRefresh 2 admin ~

Sensor Reading

[ critical Sensors

(4)
FAN2 FAN3 FANS

[ Discrete Sensor States (3)

® PSUL_Status Presence Detected

® PSU2_Status Presence Detected

[ Normal Sensors (25)

Sensor Name Reading Behavior

Volts

Sensor Readings Page

The Sensor Reading page contains the following information.

In this Sensor Reading page, Live readings for all the available sensors with details like
Sensor Name, Status, Current Reading and Behavior will be appeared, else you can choose
the sensor type that you want to display from the list. Some examples for sensors are
Temperature Sensors, Fan Sensors, Watchdog Sensors and Voltage Sensors etc.

15



Sensor Detail

Select a particular Sensor from the Critical Sensor or Normal Sensor lists. The Sensor
Information as Live Widget and Thresholds for the selected sensor will be displayed as
shown below.

= = A | us-english v| @sync  CRefresh & admin v

Sensor detail

[JP1V8_PCH Sensor Information

1.79 Volts

ppppppppppppp

Sensor detail

NOTE

Widgets are little gadgets, which provide real time information about a particular
sensor. User can track a sensor’s behavior over a specific amount of time at specific
intervals. The result will be displayed as a line graph in the widget. The session will
not expire, until the widgets gets a live data of the last widget that is kept opened.

For the selected sensor, this widget gives a dynamic representation of the readings for the
sensor.

Sensor Events
You can view the event logs for the selected sensor.
Thresholds are of six types:

Lower Non-Recoverable (LNR)

Lower Critical (LC)

Lower Non-Critical (LNC)

Upper Non-Recoverable (UNR)

Upper Critical (UC)

Upper Non-Critical (UNC)

The threshold states could be
Lower Non-critical - going low

Lower Non-critical - going high

16



Lower Critical - going low

Lower Critical - going high

Lower Non-recoverable - going low
Lower Non-recoverable - going high
Upper Non-critical - going low
Upper Non-critical- going high
Upper Critical - going low

Upper Critical - going high

Upper Non-recoverable - going low
Upper Non-recoverable - going high

Threshold Settings

1.

Click Change Thresholds to configure threshold settings. A sample screenshot is
given below.

Sensor Thresholds

Change Threshold Values

NOTE:
* All available Thresholds values should have positive/negative numbers or numbers with two
decimal places.
s |f Retain Threshold Values checkbox is Enabled then the corresponding Sensor Thresheld values
will be Retained across resets.

Sensor Name

P3V3_VCC_AUX_PO

Upper Non-recoverable

Upper Critical

338

Upper Non-critical

Lower Non-critical

Lower Critical
3.20

Lower Non-recoverable

Retain Threshold values

Threshold Settings
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2. Enter the Threshold values.

NOTE
The Threshold Settings will be enabled only for administrator or operator privilege

users.
For other users the Threshold Settings option will be disabled and they can't access

to perform this action.

3. Retain Threshold Values - If Retain Threshold Values checkbox is enabled, then the
corresponding Sensor Threshold values will be retained across resets.

4. Click Save to configure the threshold values.
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Chapter 7. System Inventory

To open System Inventory main page, click System Inventory from the menu bar.
A screenshot displaying the menu items under System Inventory is shown below:

# Home System Inventory

System Inventory

System Info
Name  Description Model IndicatorLED Manufacturer PowerState SerialNumber PartNumber SystemType AssetTag BiosVersion UUID State
System System Self 20000 Off AlC On 1234567891 Test2 Physical Free PEGR0009 24D4DFD8- Enabled
form 1DD2-1000-
asset tag 0387-

0015B2AF0CTB

7.1 System Info
This page displays the System information in the System tab. The System tab displays

the fields like Name, Description, Model, IndicatorLED, Manufacturer, Power State, Serial
Number, Part Number, System Type, Asset Tag, Bios Version, UUID and State.

7.2 Processor Info

This tab displays Processor information. A sample screenshot of Processor Info is
displayed below.

# Home -~ System Inventory

System Inventory

Processor Info
D Name Manufacturer MaxSpeedMHz ~ Model ProcessorArchitecture  ProcessorType  Socket EffectiveFamily  TotalCores  State
DevTypel CPUO  Processor 0 Intel(R) Corporation NA GENUINE INTEL(R) XEON(R) X86 CPU CPUO NA 48 Enabled

The Processor information displays the fields like ID, Name, Manufacturer, Max Speed
MHz, Model, Processor Architecture, Processor Type, Socket, Effective Family, Total Cores
and State.
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7.3 Memory Controller Info

This tab displays Memory Controller information. A sample screenshot of Memory
Controller Info is displayed below.

# Home - System Inventory|
System Inventory
G G T e ) e e
Memory Controller Info
Capacity Serial OperatingSpeed Memory AllowedSpeeds
ID Name MiB Manufacturer Number Part Number State Mhz Type Description MHz ServiceLabel
DevType2_DIMMO  DevType2_DIMMO 16384 Micron 45C99814 MTC10F1084S1RC56BD1 Enabled 5600 DDR5 NA 5600 CPUO_DIMM_A
MMCC

DevType2_DIMM1 DevType2_DIMM1 0 NO DIMM NO DIMM NO DIMM Absent 0 NA NA 0 CPUO_DIMM_B
DevType2_DIMM2  DevType2_DIMM2 0 NO DIMM NO DIMM NO DIMM Absent 0 NA NA 0 CPUO_DIMM_C
DevType2 DIMM3  DevTypez DIMM3 0 NO DIMM NO DIMM NO DIMM Absent 0 NA NA 0 CPUO_DIMM_D
DevType2_DIMM4 DevType2_DIMM4 0 NO DIMM NO DIMM NO DIMM Absent 0 NA NA 0 CPUO_DIMM_E
DevType2_DIMM5 DevType2_DIMM5 0 NO DIMM NO DIMM NO DIMM Absent 0 NA NA 0 CPUO_DIMM_F
DevType2 _DIMM&  DevTypez DIMMG 0O NO DIMM NO DIMM NO DIMM Absent 0 NA NA 0 CPUO_DIMM_G
DevType2_DIMM7  DevType2_DIMM7 0 NO DIMM NO DIMM NO DIMM Absent 0 NA NA 0 CPUO_DIMM_H

The various fields of Memory Controller information are as follows. The fields are ID,
Name, Capacity MiB, Manufacturer, Serial Number, Part Number, State, Operating Speed
Mhz, Memory Type, Description, Allow Speed MHz and Service Label.

7.4 Base Board Info

This tab displays Base Board information and Network interfaces information. A sample
screenshot of BaseBoard Info is displayed below.
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# Home > System Inventory

System Inventory

Baseboard Info

Name Manager
Description BMC
FirmwareVersion 0.03.1
Model 1920042385
State Enabled
PowerState On

Network Interfaces Info

Name MACAddress InterfaceEnabled IPv4Addresses HostName FullDuplex PermanentMACAddress State
bondo NA false NA NA NA NA NA

etho 00:15:B2:83:06:C0 true NA NA NA 00:15:B2:B3:06:C0 NA
ethl 00:15:B2:B2:06:C1 true 192.168.21.58 AMI0015B2B306C0 true 00:15:B2:B3:06:C1 Enabled
usb0 B6:AC:D0:CD:1F:05 true 169.254.0.17 NA NA NA Enabled

The various fields of Baseboard Info are mentioned below.
+  Name

+ Description

+ Firmware Version

+  Model

+ State

+  Power State

The various fields of Network Interfaces Info are mentioned below.

* Name + MAC Address * Interface Enabled
* IPv4 Addresses * Host Name * Full Duplex

+ Permanent MAC Address - State

7.5 Power Info

This tab displays Power information including Power Control and Voltage information. A
sample screenshot of Power Info is displayed below.
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System Inventory
Powercontrol Info
Name AvgConsumedWatts MaxConsumedWatts MinConsumedWatts IntervallnMinutes LimitinWatts LimitException
Chassis Power Control 148 148 148 5.00 0 NoAction
Voltage Info
Name SensorNumber State MinReadingRange MaxReadingRange UF uc UNC LNC LC LF
P3V3_VCC_AUX_Po 96 Enabled 0 5.1 NA 3.38 NA NA 3.2 NA
PVCCFA_EHV_PO 97 Enabled 0 75 NA 1.84 NA NA 176 NA
PVNN_MAIN_PO 98 Enabled 0 255 NA 1.06 NA NA 0.94 NA
PVCCFA_EHV_FIVR 99 Enabled 0 2.55 NA 1.88 NA NA 172 NA
P12vV_PSU 100 Enabled 0 153 NA 126 NA NA 114 NA
PsV_PSU 101 Enabled 0 12.75 NA 525 NA NA 4.75 NA
P3v3 102 Enabled 0 5.1 NA 3.46 NA NA 3.14 NA
PVCCD_HVO_PO 103 Enabled 0 75 NA L3 NA NA 1 NA
PVCCIN_PO 104 Enabled 0 255 NA 188 NA NA 172 NA
PVCCD_HV1_Po 105 Enabled 0 255 NA 115 NA NA 1 NA

The various fields of Power Control information are as follows. The Power Control
information contains each fields like Name, Avg Consumed Watts, Max Consumed Watts,
Min Consumed Watts, Interval In Minutes, Limit In Watts, and Limit Exception.

The Voltage information contains each field like Name, Sensor Number, State, UF, UC, UNC,
LNC, LC and LF.
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7.6 Thermal Info

This tab displays Thermal information including Voltage and Temperature information. A
sample screenshot of Thermal Info is displayed below.

System Inventory

Fan Info

Name SensorNumber PhysicalContext State Reading(RPM) MinReadingRange MaxReadingRange UF uc UNC LNC LC LF
FAN1 16 Fan Enabled 0.000000 0 25500 NA NA NA NA 500 NA
FAN2 17 Fan Enabled 0.000000 0 25500 NA NA NA NA 500 NA
FAN3 18 Fan Enabled 0.000000 0 25500 NA NA NA NA 500 NA
FAN4 19 Fan Enabled 2200.000000 0 25500 NA NA NA NA 500 NA
FANS 20 Fan Enabled 0.000000 0 25500 NA NA NA NA 500 NA

Temperature Info

Name SensorNumber PhysicalContext State Reading(Celsius) UF uc UNC LNC Lc LF
TEMP_CPUO 32 Intake Enabled 50.000000 105 102 NA NA NA NA
TEMP_FRONT_SIDE 34 Intake Enabled 30.000000 50 45 NA NA NA NA
TEMP_REAR_SIDE 37 Intake Enabled 42.000000 50 45 NA NA NA NA
TEMP_P0O_DIMM_AO 43 Memory Enabled 35.000000 85 82 NA NA NA NA

The various fields of Thermal information are as follows. The Fan Info contains the fields
like Name, Sensor Number, Physical Context, State, Reading(RPM), UF, UC, UNC, LNC, LC
and LF. The Temperature information contains each field like Name, Sensor Number,
Physical Context, State, Reading(Celsius), UF, UC, UNC, LNC, LC and LF.

7.7 PCIE Device Info

This tab displays PCIE Device information. A sample screenshot of PCIE Device Info is
displayed below.
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# Home System Inventory

System Inventory

PCIE Device Info

Name Description Vendor Id/Device Id DeviceType State

00_00_02 8086 UNCL Onboard 8086/3456 SingleFunction Enabled
00_04_00 8086 UNCL Onboard 2086/1533 SingleFunction Enabled
00_00_11 8086 UNCL Onboard B808B/ALEC MultiFunction Enabled
00_03_00 1A03 UNCL Onboard 1A03/2000 SingleFunction Enabled
00_00_17 2086 BRG Onboard 8086/A182 SingleFunction Enabled
00_00_16 8086 OTHER Onboard 8086/A1BA MultiFunction Enabled
00_01_00 8086 UNCL Onboard 8086/1563 MultiFunction Enabled
00_00_14 8086 VGA Onboard 8086/A1AF MultiFunction Enabled
00_00_1F 8086 OTHER Onboard 8086/A1A1 MultiFunction Enabled

The PCIE Device information displays the fields like Location, Vendor Name, Device Name,
Vendor ID/Device ID, SVID/SSID, Device Class, Link Speed, Link Width, FirmwareVersion and
AssetTag.

7.8 PCIE Function

This tab displays PCIE Function information. A sample screenshot of PCIE Function Info is
displayed below.

# Home System Inventory
System Inventory
12

= e ) e ) TR

PCIE Function Info

Device Class Device Vendor Function Revision Sub Sub System

Id Name Linked Device Class Code Id id Id ] Systemid Venderld State

DevType3_NRPK_Devindexs  DevType3_NRPK Devindexd 0000 02  NonEssentialinstrumentation 0x130000 0x3456 0x@086 4 ox01 ©0x0000 0x0000 Enabled

DevType3_ONC3_Devindexid DevType3 ONC3_Devindexid 00_04 00  NetworkController 0x020000 Oxi533 Ox8086 O 003 0x0000 OxFFFF Enabled

DevType3_SAT2_DevindexC DevType3_SAT2_DevindexC 00_00_11 MassStorageController 0x010601 OxA1D2 0x8086 5 0x05 0x7270 0x28086 Enabled

DevType3_MROO_DevindexA  DevType3_MROO_DevindexA 00.00_11  Other OXFFOO00 OXALIEC 0x2086 O 0x05 0x7270 OxB026 Enabled

DevType3_MRO1_DevindexB  DevType3_MRO1_DevindexB  00_00_11 Other OxFFO000 OxAIED 0x8086 1 Ox05 Ox7270 0x2086 Enabled

DevType3_OVDL_Devindexi7 DevType3 OVDL Devindexi7 00_03_00 DisplayController Ox030000 Ox2000 Ox1AO3 O x4l 0x2000 0x1A03 Enabled

DevType3_SAT1 Devindexil  DevType3_SAT1 Devindexil 00_00_17  MassStorageController 0x010601 OxA182 0x8086 O 0x05 0x7270 0xB8086 Enabled

DevType3_HEC1 Devindexf  DevType3_HEC1 DevindexF  00_00_16  CommunicationController Ox078000 OxA1BA 0xe086 O 0x05 ox7270 0x2086 Enabled

DevType3_HEC3_Devindex10 DevType3_HEC3_Devindexi0 00_00_16 CommunicationContreller 0x078000 OxAIBE 0x2086 4 0x05 Ox7270 0x28086 Enabled

DevType3_ONC1_Devindexi3 DevType3_ONCi_Devindexi3 00_01 00  NetworkController 0x020000 Ox1563 0x8086 O ox01 Ox001A 0xB086 Enabled

The PCIE Function information displays the fields like Location, Vendor Name, Device Name,
Vendor ID/Device ID, Function ID, SVID/SSID, and Device Class.
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7.9 Storage Info

This tab displays the Storage information including Storage Drive and Storage Controller
information. A sample screenshot of Storage Info is displayed below.

System Inventory

Storage Drive Info

Location Manufacturer Model SerialNumber MediaType Capacity
USB_Device0_Port2 American Megatrends Inc. Virtual Cdrom Device AAAABBBBCCCCL HDD 0.0B
USB_Devicel_Port2 American Megatrends Inc. Virtual HDisk Device AAAABBBBCCCC3 HDD 0.0B
USB_Device2_Port3 PNY USB3.0FD 201207220558 HDD 149GB

The various fields of Storage information are as follows. The Storage Drive information
contains each field like Location, Manufacturer, Model, Serial Number, Media Type, Capacity.
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FRU Information page displays the BMC’'s FRU device information. FRU page shows
information like Basic Information, Chassis Information, Board Information and Product
Information of the FRU device.

To open the FRU Information page, click FRU Information from the menu bar. Select a FRU
Device ID from the FRU Information section to view the details of the selected device. A
screenshot of FRU Information page is given below.

# Home FRU
FRU Field Replacable Units
Available FRU Devices
FRU Device ID
FRU Device Name BMC_FRU
Chassis Information Board Information Product Information
Chassis Information Area Format 1 Board Information Area Format 1 Product Information Area Format Version 1
Version Version
Language English
Chassis Type Rack Mount Language English
Chassis Product Manufacturer
Manufacture Date Time Wed Nov 24 20:15:00
Chassis Part Number 2027 Product Name
Chassis Serial Number Board Manufacturer AIC Product Part Number
Chassis Extra Board Product Name Product Version
Board Serial Number Product Serial Number
Board Part Number Asset Tag
FRU File ID FRU File ID
Board Extra Product Extra

FRU Information Page

The following fields are displayed here for selected device.

Available FRU Devices
+  FRU device ID - Select the device ID from the drop down list
. FRU Device Name - The device name of the selected FRU device.

Chassis Information

+  Chassis Information Area Format Version
+  Chassis Type

+  Chassis Part Number

*  Chassis Serial Number

*  Chassis Extra
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Board Information

Board Information Area Format Version
Language

Manufacture Date Time

Board Manufacturer

Board Product Name

Board Serial Number

Board Part Number

FRU File ID

Board Extra

Product Information

Product Information Area Format Version
Language

Product Manufacturer

Product Name

Product Serial Number

Product Version

Product Serial Number

Asset Tag

FRU File ID

Product Extra
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To open the PSU Information page, click PSU Information from the menu bar.
screenshot of PSU Information page is given below.

. Firmware Information
- 0.03.1 PSU cower suos
May 62024 11:07:16 CST o
Host Online
# Dashboard Slot 1 Slot 2
@ Sensor
Power Supply Status PS OK Power Supply Status PS OK
O System Inventory
AC Input Voltage 123V AC Input Voltage 123V
@ FRU Information AC Input Current 0.703 A AC Input Current 0.656 A
© PSU Information DC 12V Qutput Voltage 121V DC 12V Qutput Voltage 12.1V
DC 12V Output Current 5.625A DC 12V Output Current 5.125A
Ll Logs & Reports ? ?
Temperature 1 32.0C/89.0F Temperature 1 36.0C/96.0F
£ Settings
Temperature 2 38.0C/100.0 F Temperature 2 45.0C/113.0F
L Remote Control
Fan1 6048 RPM Fan1 2048 RPM
& Image Redirection DC 12V Output Power 68 W DC 12V Qutput Power 60 W
¢ Chassis dentify AC Input Power 84 W AC Input Power T8W
Model R1CA2122A Model RI1CA2122A
¢ Power Control
Serial Number FSFO50A0400CG Serial Number FSFO50A0300AG
# Maintenance B2337002772 B1831000550
. FW Rev 4.18.1.0 FW Rev 4.18.1.4
= Signout

The following fields are displayed here.
* Slot 1/2/3/4: Represents PSU1/2/3/4
*  Power Supply Status:
- PS OK: Indicates the status when the power supply is functioning normally.

- PS Off: Indicates the status when the power supply is turned off or not
operational.

* AC Input Voltage: Shows the input voltage from the AC power source.

*  AC Input Current: Displays the current drawn from the AC power source.

*  DC 12V Output Voltage: Indicates the voltage output from the power supply unit.

e DC 12V Output Current: Shows the current being supplied by the power supply unit.

*  Temperature 1: Displays the temperature reading from sensor 1 on the power supply
unit.
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Temperature 2: Displays the temperature reading from sensor 2 on the power supply
unit.

Fan 1: Indicates the rotational speed of the fan 1 on the power supply unit.
DC 12V Output Power: Shows the total power output from the power supply unit.

DC 12V Input Power: Displays the power consumed by the power supply unit from the
DC source.

Model: Specifies the model number of the power supply unit.
Serial Number: Provides the unique serial number assigned to the power supply unit.
FW Rev: Indicates the firmware revision of the power supply unit.
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To open the Logs & Reports page, click Logs & Reports from the menu bar. The Logs &
Reports page displays the following information.

+ IPMI Event Log
+  System Log

«  Audit Log

«  Video Log

A screenshot displaying the menu items under Logs & Reports is shown below

# Dashboard

@ Sensor

@ System Inventory
@ FRU Information

©® PSU Information

Ll Logs & Reporis

» IPMI Event Log
» System Log
» Audit Log

#» Video Log

£ Settings

4 Remote Control

& Image Redirection

@ Chassis Identify
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10.1 IPMI Event Log

This page displays the list of event logs occurred by the different sensors on this device.
Double click on a record to see the details of that entry. You can use the sensor type or
sensor name filter options to view those specific events or you can also sort the list of
entries by clicking on any of the column headers.

To open the Event Log page, click Logs & Reports - IPMI Event from the menu bar.

A sample screenshot of Event Log page is shown below.

Event LOg All sensor event logs

Filter by Date|  Start Date @ - EndDate 0] Filter by type  All Events B All Sensors E|
UTC Offset: GMT £ 5:30 [l Clear Event Logs Z.Download Event Logs
Event Log: 3 out of 3 event entries
o ID: 3 Temp_1 sensor of type ©15 minutes ago

temperature logged a upper non recoverable going
low

o ID: 2 Temp_1 sensor of type ©15 minutes ago
temperature logged a upper non recoverable going
low

May 2017

e ID: 1 SEL_sensor sensor of type @15 minutes ago

event_logging_disabled logged a log area reset
Event Logs Statistics o
Event Log Page

The Event Log page consists of the following Fields.
Filter By Date: Filtering can be done by selecting Start Date and End Date using Calender.

NOTE
Date should be in MM/DD/YYYY format. By default, all log time will be displayed in

BMC time zone.

Filter By Type: The category could be either All Events, System Event Records, OEM Event
Records, BIOS Generated Events, SMI Handler Events, System Management Software
Events, System Software - OEM Events, Remote Console Software Events, Terminal Mode
Remote Console software Events.

NOTE
Once the Filter By Date and Filter type are selected, the list of events will be displayed
with the Event ID, Time Stamp, Sensor Type, Sensor Name and Description.
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UTC Offset: Displays the current UTC Offset value based on which event Time Stamps will
be updated. Navigational arrows can be used to selectively access different pages of the
Event Log.

Event Log Statistics: Displays the statistical graph for the selected date.

Clear Event Logs: To delete all the event logs.

Download Event Logs: To download the event logs.

Procedure

1.

From the Filter By Date field, select the time period by Start Date and End Date using
Calendar for the event categories. The events will be displayed according to the
selected date.

From the Filter By Type field, select the Type of the event and Sensor name to view
the events for the date. The events will be displayed based on the selected time period.

To clear all events from the list, click Clear All Event Logs.
To download the event logs, click Download Event Logs.

NOTE

When Clear All Event Logs action is performed, there might be some events present
even after clearing those events are generated after performing clear operation which
can be verified using its time stamp.
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10.2 System Log

System Log page will display all the system events occurred in this device that has been
already configured.

NOTE
Logs have to be configured under Settings > Log Settings in order to display any

entries.

To open the Event Log page, click Logs & Reports - System Log from the menu bar.

A sample screenshot of System Log page is shown below.

= A & Sync 22 Refresh 2 admin ~

# Home System Log

System LOg All system event logs

Filter by Date  Start Date @ -| EndDate Q Event Category  Alert |Z|

System Log: 2 out of 2 event entries

ID: 1 April 11th 2017, 5:21:30 pm  localhost  kernel: kernel - [ 8.440000] Helper Module Driver Version 1.2 -

ID: 2 April 11th 2017, 5:21:30 pm  localhost  kernel: kernel - [ 8.450000] Copyright (c} 2009-2015 American Megatrends Inc. -

Procedure

To view System Log, click the System Log tab to view all system events. Entries can be
filtered based on Filter By Date (Start Date and End Date) and Event Category like Alert,
Critical, Error, Notification, Warning, Debug, Emergency and Information.
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10.3 Audit Log

Audit Log page will display all the system events occurred in this device that has been
already configured.

NOTE
Logs have to be configured under Settings > Log Settings > Advanced Log Settings
in order to display any entries.

To open the Event Log page, click Logs & Reports - Audit Log from the menu bar.

A sample screenshot of Audit Log page is shown below.

= = A © Sync <> Refresh 2 admin ~

# Home Audit Log

Audit LOg All audit logs

Filter by Date  04/11/2017 11:58 AM @ - 04/12/2017 11:58 AM

Audit Log: 18 out of 18 event entries

-~ ID: 17 April 12th 2017, 11:45:35 am  localhost  spx_restservice: spx_restservice - [2315: 2315 INFO]https Login from IP:10.0.124.77
user:admin -

g ID: 16 April 12th 2017, 11:04:48 am  localhost spx_restservice: spx_restservice - [2315 : 2315 INFO]https Login from IP:10.0.84.169
user:admin -

Lad ID: 15 April 12th 2017, 11:02:55 am  localhost spx_restservice: spx_restservice - [2315: 2315 INFOJHTTPS logout from I1P:10.0.84.169
user:admin -

lag 1D: 14 April 12th 2017, 10:40:32 am  localhost spx_restservice: spx_restservice - [2315: 2315 INFOJHTTPS logout from |1P:10.0.124.91
user:admin -

-~ ID: 13 April 12th 2017, 10:20:08 am  localhost  spx_restservice: spx_restservice - [2315: 2315 INFOThttps Login from IP:10.0.84.169
user:admin -

- ID: 12 April 12th 2017, 10:12:16 am  localhost  spx_restservice: spx_restservice - [2315 : 2315 INFO]https Login from IP:10.0.84.169
user:admin -

Procedure

To view Audit Log, click the Audit Log tab to view all audit events for this device.
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10.4 Video Log

To open the Video Log page, click Logs & Reports - Video Log from the menu bar.

A sample screenshot of Video Log page is shown below.

NOTE

1. Video Trigger Settings should be enabled, to display the Video Log page. Video
Trigger Settings can be configured under Settings = Video Recording - Auto
Video Settings > Video Trigger Settings.

2. When user navigates to new tab or web page while the video is still playing, then
user needs to restart the video and WebUI will pop-up the error message like
“Navigated to another tab or page. Kindly relaunch video player application”.

= = A | us-English v| @sync  TRefresh & admin v

Video Log

Vi 1event entries
|
? video_dump_2020y-09m-08d_16h-14m-23s.dat Post Event Recorded on Wednesday, September 9th 2020, 12:14:28 am ©

Video Log

1. Click on the Video Log entry to view the Video. A sample screenshot of Video Log -

Video page is shown below.

= & A | us-english v ©Sync  CRefresh & admin v

Video Log

Q viceol No Signal -
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2. You can Download ([} ). Play/Pause ( * ) and Delete ( [{}]) the video by clicking
the respective icons. o

NOTE

Video will be allowed to play/download only if file size is lesser than 40MB. Browsers
have various memory restrictions, due to this browser cannot store and process
data greater than 40MB (approximately). If file size is greater than 40MB, user will be
notified with a message to use Java player Application.

The video data may not be proper if the browser zoom in/out settings are changed
during video playback.

The generated video file can be played only using WebUI or Java player application.
It cannot be played using other media players.
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To open the Settings page, click Settings from the menu bar. This group of pages allows
you to access various configuration settings. A screenshot of Configuration Group menu is
shown below.

= ] A | US-English v | ©Sync < Refresh L admin ~

Settings Configure BMC options

Captured BSOD

Log Settings

Y

Platform Event Filter

i

System Firewall

h 4
vy

Fan Mode

Date & Time

B

Media Redirection Settings

oA

Services

g 13

User Management

—
-

SNMP Community String

&

External User Services

i

Network Settings

SMTP Settings

Video Recording

KVM Mouse Setting

1z

PAM Order Settings

*

SSL Settings

ko

IPMI Interfaces

A detailed description of the Configuration menu is given below.
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11.1 Captured BSOD

This page displays a snapshot of the blue screen captured if the host system crashed
since last reboot. A screenshot of Captured BSOD is shown below.

NOTE
KVM service should be enabled to display the BSOD screen. KVM Service can be
configured under Settings - Services > KVM.

— B A osy;nc Orefresh L admin -

Captured BSOD

Last BSOD Screen Captured

B e
5
3_
)
"
B
B
&
a |
"
=
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11.2 Date and Time

This field is used to set the date and time on the BMC. A sample screenshot of Date &
Time is shown as below.

Date & Time

Jun 23, 2017 6:38:44 AM (GMT-04:00 AMT) - America/Manaus

Automatic NTP Date & Time

Primary NTP Server Secondary NTP Server

pool.ntp.org time. nist.gov

Date&Time - Automatic Date & Time

The Date & Time section consists of the following fields.

Configure Date & Time: Displays Time zone list containing the UTC offset along with the
locations and Navigational line to select the location which can be used to display the
exact local time.

Select Time Zone: This field is used to set the date and time on the BMC.
NOTE

Based on the manual selection of GMT or ETC/GMT, time zone alone will be changed
and date & time will remain the same.

Automatic Date & Time: To automatically synchronize Date and Time with the NTP Server.

* Primary NTP Server: To configure a primary NTP server to use when automatically
setting the date and time.

The following address formats & Domain name format are supported.
- IPv4 Address format
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- IPv6 Address format

- Domain name format allowed ‘A-Z’, ‘a-Z’, ‘0-9', dash(-), underscore(_) and dot(.)
characters

Secondary NTP Server: To configure a secondary NTP server to use when
automatically setting the date and time.

The following address formats & Domain name format are supported.
- IPv4 Address format
- IPv6 Address format

- Domain name format allowed ‘A-Z’, ‘a-Z’, ‘0-9', dash(-), underscore(_) and dot(.)
characters

Automatic PTP Date & Time: To enable/disable the use of PTP servers to automatically
set the date and time.

PTP Interface: To confifigure a PTP server interface to use when automatically
setting the date and time.

PTP Preset: To confifigure a PTP Preset type to use when automatically setting the
date and time.

PTP Transport: To confifigure a PTP Transport type to use when automatically
setting the date and time.

PTP Ipmode: To confifigure a PTP Ipmode type to use when automatically setting
the date and time.

PTP Unicast IP: To confifigure a Unicast ip when ipmode is unicast and server to
use when automatically setting the date and time.

PTP Delay Mechanism: To confifigure a PTP Delay Mechanism type to use when
automatically setting the date and time.

PTP Inbound Latency: To confifigure a Inbound latency of the server to use when
automatically setting the date and time.

PTP Outbound Latency: To confifigure a PTP outbound latency server to use when
automatically setting the date and time.

PTP Priority1: To confifigure a priority of PTP clock to use when automatically
setting the date and time.

PTP Max Master capacity: To confifigure a max master capacity of the PTP clock
to use when automatically setting the date and time.

Panic Mode: To confifigure a PTP clock to not reset if jump is more then 1 second,
use when automatically setting the date and time.

PTP Log request delay: To confifigure a PTP log request delay, use when
automatically setting the date and time.
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Save: To save the settings.

NOTE

If the timezone is selected as Manual Offset, the map selection will be disabled. The
Time-Zone settings will be reflected only after saving the settings.

If disable the Automatic Date & Time, the time needs to select by users themselves or
the time would not change.

Procedure
1. Select the Timezone location either using drop down or Map.

2. Enable Automatic Date & Time option to enable/disable the use of NTP servers to
automatically set the date and time.

A. Inthe Primary NTP Server and Secondary NTP Server fields, specify the NTP
servers of the device respectively.

NOTE
Primary NTP Server and Secondary NTP Server should be different.

3. Enable Automatic PTP Date & Time to enable/disable the use of PTP servers to
automatically set the date and time.

A. Enter the Interface, Preset, Transport, Ipmode, Unicast IP, Delay Mechanism,
Inbound Latency, Outbound Latency, Priority1, Max Master capacity and Log
request delay details in their corresponding fields.

B. Enable/Disable Panic Mode to not reset if jump is more then 1 second, use when
automatically setting the date and time.

4. Click Save button to save the settings.
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11.3 External User services

11.3.1 LDAP/E-Directory Settings

The Lightweight Directory Access Protocol (LDAP)/E-Directory Settings is an application
protocol for querying and modifying data of directory services implemented in Internet
Protocol (IP) networks.

In GUI, LDAP is an Internet protocol that MegaRAC® card can use to authenticate users. If
you have an LDAP server configured on your network, you can use it as an easy way to add,
manage and authenticate MegaRAC® card users. This is done by passing login requests
to your LDAP Server.

This means that there is no need to define an additional authentication mechanism, when
using the MegaRAC card. Since your existing LDAP Server keeps an authentication
centralized, you will always know who is accessing the network resources and can easily
define the user or group-based policies to control access.

To open External User Services page, click Settings - External User Services from the
menu bar. A sample screenshot of External User Services page is shown below.
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External User Services

To open LDAP/E-DIRECTORY Settings page, click Settings - External User Services
LDAP/E Directory Settings from the menu bar.
A sample screenshot of External User Services page is shown below.
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LDAP/E-Directory Settings

=/ &

The fields of LDAP/E-Directory Settings page are explained below.
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General Settings: To configure LDAP/E-Directory Settings. Options are Enable
LDAP/E-Directory Authentication, IP Address, Port and Search base.

Role Groups: To add a new role group to the device. Alternatively, double click on a free
slot to add a role group.

NOTE

It is recommended to Enable LDAP configuration from configure general settings
page otherwise error message will pop-up stating that “LDAP configuration is not
enabled” while trying to create/view LDAP role groups.

Procedure
Entering the details in General LDAP/E-Directory Settings page

1. In the LDAP/E-Directory Settings page, click General Settings. A sample screenshot of
General LDAP Settings page is given below.
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General LDAP Settings

2. Click Enable LDAP/E-Directory Authentication, to enable LDAP/E-Directory Settings.

NOTE
During login prompt, use username to login as an LDAP Group member.

3. Select the encryption type for LDAP/E-Directory from the Encryption Type.

NOTE
Configure proper port number when SSL is enabled.

4. Select the Common Name Type as IP Address.
5. Enter the IP Address of LDAP server in the Server address field.

NOTE

- IP Address made of 4 numbers separated by dots as in XXX XXX.XXX.XxX'.
- Each number ranges from 0 to 255.

- First number must not be 0.

- Supports IPv4 address format and IPv6 address format.

- Configure FDQN address when using StartTLS with FDQN.
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6. Specify the LDAP Port in the port field.

NOTE
Default port is 389. For SSL connections, default portis 636. The port value ranges from
1 to 65535.

7. Specify the Bind DN that is used during bind operation, which authenticates the
client to the server.

NOTE

- Bind DN is a string of 4 to 253 alpha-numeric characters.

- It must start with an alphabetical character.

- Special Symbols like dot(.), commal(,), hyphen(-), underscore(_), equal-to(=) are
allowed.

- Example: cn=manager,ou=login, dc=domain,dc=com

8. Enter the password in the password field.

NOTE
- Password must be at least 1 character long.
- White space is not allowed. This field will not be allowed for more than 48 characters.

9. Enter the search base. The Search base allows the LDAP server to find which
part of the external directory tree to be searched. The search base may be
something equivalent to the organization, group of external directory.

NOTE

- Search base is a string of 4 to 253 alpha-numeric characters.

- It must start with an alphabetical character.

- Special symbols like dots (.), comma(,), hyphen(-), underscore(_), equal-to(=) are
allowed.

- Example: ou=login,dc=domain,dc=com

10. Select Attribute of User Login to find the LDAP/E-Directory server which attribute
should be used to identify the user.

NOTE
It only supports cn or uid.

11. Select CA Certificate File from the Browse field to identify the certificate of
the trusted CA certs.

12. Select the Certificate File to find the client certificate filename.

13. Select Private Key to find the client private key filename.

NOTE
All the 3 files are required, when StartTLS is enabled.

14. Click Save to save the settings.
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To add a new Role Group
1. In the LDAP/E-Directory Settings page, click Role Groups and select a blank row.

NOTE

It is recommended to Enable LDAP configuration from configure general settings page
otherwise error message will pop-up stating that “LDAP configuration is not enabled”
while trying to create/view LDAP role groups.

2. Click Add Role Group or alternatively double click on the blank row to open the Add Role
group page as shown in the screenshot below.
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3. In the Group Name field, enter the name that identifies the role group.
4. In the Group Domain field. Enter the Role Group Domain where the role group is located.

5. In the Group Privilege field, enter the level of privilege (User, Administrator, Operator,
None) to assign to this role group.

6. Select the required options or both

NOTE

- Domain Name is a string of 4 to 253 alpha-numeric characters.

- It must start with an alphabetical character.

- Special Symbols like dot(.), commal(,), hyphen(-), underscore(_), equal-to(=) are
allowed.

- Example: cn=manager,ou=login, dc=domain,dc=com

NOTE
Maximum size of Role Group Name is 255 bytes.
Special symbols hyphen and underscore are allowed.

. KVM Access
*  VMedia Access
7. Click Save to save the new role group and return to the Role Group List.
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11.3.2 Active Directory Settings

An active directory is a directory structure used on Microsoft Windows based
computers and servers to store information and data about networks and domains. An
active directory (sometimes referred to as AD) does a variety of functions including the
ability to provide information on objects. It also helps to organize these objects for easy
retrieval and access, allows access by end users and administrators and allows the
administrator to set security up for the directory.

Active Directory allows you to configure the Active Directory Server Settings. The displayed
table shows any configured Role Groups and the available slots. You can modify, add or
delete role groups from here. Group domain can be the AD domain or a trusted domain.
Group Name should correspond to the name of an actual AD group.

NOTE

To view the page, you must be at least a User and to modify or add a group, you must
be an Administrator.

To open Active Directory Settings page, click Settings > External User Settings = Active
Directory from the menu bar. A sample screenshot of Active Directory Settings page is
shown below.
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Active directory Settings

The fields of Active Directory page are explained below.

General Settings: This option is used to configure Active Directory General Settings.
Options are Enable Active Directory Authentication, Secret User Name, Secret Password,
User Domain name, and up to three Domain Controller Server Addresses.

Role Groups: To add a new role group to the device. Alternatively, double click on a free
slot to add a role group.

NOTE

It is recommended to Enable AD configuration from configure general settings page
otherwise error message will pop-up stating that “AD configuration is not enabled”
while trying to create/view AD role groups.
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Procedure
Entering the details in General Active Directory Settings page
1. Click on General Settings to open the General Active Directory Settings page.
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#4 Home - Settings - Extemal User Settings - Active directory Settings - General Active Directory Setting:

General Active Directory Settings

Enable Active Directory Authentication

Domain Controller Server Address 1

Domain Controller Server Address 2

Domain Controller Server Address 3

2. In the Active Directory Settings page, check or uncheck the Enable Active directory
Authentication check box to enable or disable Active Directory Authentication
respectively.

NOTE

If you have enabled Active Directory Authentication, enter the required information to
access the Active Directory server.

3. SSL: Check or uncheck to enable or disable the SSL.

4. Specify the Secret user name and password in the Secret User Name and Secret
Password fields respectively.

NOTE

- Secret username/password for AD is not mandatory. When secret username &
password is empty, Authentication fails will be always treated as Invalid Password
error. For Invalid Password error PAM will not try other Authentication Methods.

- User Name is a string of 1 to 64 alpha-numeric characters.
- It must start with an alphabetical character.
- It is case-sensitive.

- Special characters like comma, period, colon, semicolon, slash, backslash, square
brackets, angle brackets, pipe, equal, plus, asterisk, question mark, ampersand,
double quotes, space are not allowed.

- Password must be at least 6 characters long and will not allow more than 127
characters.
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5. Specify the Domain Name for the user in the User Domain Name field. E.qg.
MyDomain.com

6. Configure IP addresses in Domain Controller Server Address1, Domain Controller
Server Address2 and Domain Controller Server Address3.

7. Certificate File: Click this button to choose which file to update as certificate file.

NOTE

- IP Address made of 4 numbers separated by dots as in “XXX.XXX.XXX.XXX".
- Each number ranges from 0 to 255.

- First number must not be 0.

- Domain Controller Server Addresses will supports IPv4 Address format and IPv6
Address format.

8. Click Save to save the entered settings and return to Active Directory Settings page.
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Role Groups

To open Role Group page, click Settings - External User Settings - Active Directory
- Role Groups from the menu bar. A sample screenshot of Role Groups page is shown
below.
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The fields of Role Group page are explained below.
Role Group Name: The name that identifies the role group in the Active Directory.

NOTE
- Maximum size of Role Group Name is 255 bytes.
- Special symbols hyphen and underscore are allowed.

Group Domain: The domain where the role group is located.

NOTE
- Maximum size of Group Domain Name is 255 bytes.
- Special symbols hyphen, underscore and dot are allowed.

Group Privilege: The level of privilege to assign to this role group.
KVM Access: To provide access to KVM for AD authenticated role group user.

VMedia Access: To provide access to VMedia for AD authenticated role group user.
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To add a new Role Group

1. In the Active Directory Settings Page, select a Role Group and click Add Role Group or
alternatively double click on the blank row to open the Add Role group Page as shown in
the screenshot below.

NOTE

It is recommended to Enable AD configuration from configure general settings page
otherwise error message will pop-up stating that “AD configuration is not enabled”
while trying to create/view AD role groups.
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2. In the Group Name field, enter the name that identifies the role group in the Active
Directory.

NOTE
- Maximum size of Role Group Name is 255 bytes.
- Special symbols hyphen and underscore are allowed.

3. In the Group Domain field, enter the domain where the role group is located.

NOTE
- Maximum size of Group Domain Name is 255 bytes.
- Special symbols hyphen, underscore and dot are allowed.

4. In the Group Privilege field, enter the level of privilege to assign to this role group.

5. Select the required options
* KVM Access
* VMedia Access

NOTE
VMedia privilege is not applicable for LMedia and RMedia clients

6. Click Save to add the new role group and return to the Role Group List.

To Delete a Role Group
1. In the Role Groups page, select the row that you wish to delete.
2. Click Delete Role Group.
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11.3.3 RADIUS Settings

RADIUS is a modular, high performance and feature-rich RADIUS suite including server,
clients, development libraries and numerous additional RADIUS related utilities.

This page is used to set the RADIUS Authentication.

To open RADIUS Settings page, click Settings - External User Settings - RADIUS
Settings from the menu bar. A sample screenshot of RADIUS Settings page is shown
below.
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General RADIUS Settings

The fields of General RADIUS Settings page are explained below.
Enable RADIUS Authentication: Option to enable/disable RADIUS authentication.
Server Address: The IP address of RADIUS server.

NOTE
- IP Address (Both IPv4 and IPv6 format).
- FQDN (Fully Qualified Domain Name) format.
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Port: The RADIUS Port number.

NOTE
- Default Port is 1812.
- Port value ranges from 1 to 65535.

Secret: The Authentication Secret for RADIUS server.

NOTE

- This field will not allow more than 31 characters.
- Secret must be at least 4 characters long.

- White space is not allowed.

Enable KVM Access: This field provides access to KVM for RADIUS authenticated users.

Enable VMedia Access: This field provides access to VMedia for RADIUS authenticated
users.

Save: To save the settings.

Procedure
1. Enable the RADIUS Authentication check box to authenticate the RADIUS.

2. Click Advanced RADIUS Settings. This opens the Radius Authorization window as
shown below.

NOTE

- It will not allow more than 127 characters. Special characters like ;' and ‘# are not
allowed.

- It is recommended to Enable Radius configuration from configure general RADIUS
settings page otherwise error message will pop-up stating that “Radius configuration is
not enabled” while trying to create/view Advanced RADIUS Settings.
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Advanced RADIUS Settings

RADIUS Authorization

Administrator
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For Authorization Purpose, configure the Radius user with Vendor Specific Attribute
in Server side.

Example:1

testadmin Auth-Type :=PAP,Cleartext-Password:="admin”
Auth-Type :=PAP, Vendor-Specific="H=4"

Example:2

testoperator Auth-Type := PAP,Cleartext-Password := “operator”
Auth-Type :=PAP, Vendor-Specific="H=3"

If you change the Vendor-Specific value in server then you should change the
same values in this page.

3. Click Save to save the changes made.
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11.4 KVM Mouse Settings

Redirection Console handles mouse emulation from local window to remote screen in
either of three methods. User has to be an Administrator to configure this option. To view
the Supported Operating Systems for Mouse Mode, click Mouse Mode.

To open KVM Mouse setting page, click Settings - KVM Mouse Setting from the menu
bar. A sample screenshot of KVM Mouse Settings page is shown below.
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# Home - Settings - K

KVM Mouse Setting

Mouse Mode Configuration

Mouse Mode
° Absolute Positioning (Windows)

Other Mode (SLES-11 OS Installation)
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The fields of KVM Mouse Settings page are explained below.

Other Mode (SLES-11 OS Installation): To have the calculated displacement from the local
mouse in the center position sent to the server.

Save: To save the changes made.

Procedure
1. Choose either of the following as your requirement:

» Set mode to Absolute

NOTE
Applicable for all Windows versions, versions above RHEL6, and versions above FC14.

+ Set Mode to Other Mode

NOTE
Recommended for SLES-11 OS Installation

2. Click Save button to save the changes made.

NOTE
If the client and host mouse position is not in sync, then check the release note of
the Host OS to verify any additional configuration to be needed in the Host.
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11.5 Log Settings

System and Audit log page displays a list of system logs and audit logs occurred in this
device.

To open Log Settings page, click Settings - Log Settings from the menu bar. A sample
screenshot of Log Settings page is shown below.
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Log Settings
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SEL Log Settings Policy Advanced Log Settings

System and Audit Log Settings

The fields of Log Settings page are explained below.
« SEL Log Settings Policy
+ Advanced Log Settings

11.5.1 SEL Log Setting Policy

To open Log Settings page, click Settings - Log Settings - SEL Log Settings Policy
from the menu bar. A sample screenshot of Log Settings Policy page is shown below.
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SEL Log Settings Policy

This page is used to configure the log policy for the event log. The fields are as followed.

Log Policy: This field is to enable or disable the Linear Storage Policy or Circular Storage
Policy.

Save: To save the configured settings.

55



11.5.2 Advanced Log Settings

To open Advanced Log Settings page, click Settings > Log Settings - Advanced Log
Settings from the menu bar. A sample screenshot of Advanced Log Settings Policy page
is shown below.
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This page is used to configure the log policy for the event log. The fields are as followed.

System Log: This field is used to enable or disable the System Log. Select System Log to
view all system events. Entries can be filtered based on their classification levels.
Specifies the Location for system logs, whether it should be preserved in a Local Log/
Remote Log.

Local Log: Select Local Log to save the logs locally (BMC).

NOTE

-You can select either Local Log/Remote Log or both Logs as per the requirement.
- Either one of the Log selection is mandatory.

- Local file resides at /var/log/

Remote Log: Select Remote Log to save the logs in a remote machine.

Port Type: Port Type is supported with the enable of Remote Log. You can select either
UDP/TCP as per the requirement.

File Size: This field is to specify the size of the file in bytes if the selected log type is local.

NOTE
Size ranges from 3 to 65535. Log files are rotated when they grow bigger than size
bytes mentioned, with regards for the last rotation time interval (1 minute).
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Rotate Count: To back up the log information in back up files.

NOTE

- Values supported are 0 and 1.

- When log information exceeds the file size, the old log information is automatically
moved to back up files based on the rotate count value. If rotate count is zero, then
old log information gets cleared permanently.

- File Size and Rotate Count options will be available only when Local Log is enabled.

Remote Log Server: This field is to specify the Remote server address to log the system
events.

NOTE

Server address will support the following.

- IPv4 address format

- FQDN (Fully Qualified Domain Name) format
- Maximum allowed size is 64 bytes

Remote Server Port: This field is to specify the Remote Server port address to log the
system events.

NOTE
Remote Log Server and Remote Server Port options will be available only when
Remote Log is enabled.

Enable Audit Log: To enable or disable the audit log.

CA Certificate File: Browse and select the file that contains the certificate of trusted CA
certs.

NOTE
- CA certificate file should be of the type pem.
- CA Certificate file will be available only when the Remote Log and TCP are enabled.

Save: To save the changes.

Procedure
1. In the System Log field, enable or disable the option.
2. Select the Log type: Local Log or Remote Log.

3. If Local log is selected, enter the file size in the File Size field and rotate count in the
Rotate Count field.

NOTE
If Remote log is selected, the fields file size and rotate count need not be
mentioned.

4.1f remote log is selected, specify the Server Address of the remote server where
the system events are logged.
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5. In the Audit Log field, check or uncheck the Enable option as desired.
6. Click Save to save the changes.

Steps to configure the remote server to enable syslogging

NOTE
This example uses FC13 as the remote machine to log syslog.

On FC machine, disable the following lines for UDP in /etc/rsyslog.conf.
1. MODLOAD imudp
2. UDPSERVER 514
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11.6 Media Redirection Settings

This page is used to configure the media into BMC for redirection. To open Media
Redirection page, click Settings - Media Redirection Settings from the menu bar.

A sample screenshot of Media Redirection page is shown below.

Media Redirection
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The fields of Media Redirection page are explained below.
*  General Settings
* VMedia Instance Settings
* Remote Session
e  Active Redirections
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11.6.1 General Settings

This option is used to configure General Media Settings.

To open General Media Settings section, click Settings - Media Redirection Settings >
General Settings.

General Settings

Click here to go to Remote Media.

NOTE:

¢ When the multiple image redirection feature is enabled, the mount
CD/DVD and Harddisk checkbox will be enabled only on the success of
the mount status of CD/DVD and Harddisk.

¢ When the multiple image redirection features are disabled, the mount
CD/DVD and Harddisk checkbox will be enabled only when the user
starts media redirection successfully.

¢ When the Local Media or Remote Media License is expired, the Local
Media or Remote Media checkbox will be in disabled state.

s When Share type as HTTPS, Mount operation does not happen so
Mount CD/DVD will always be shown as disabled.

Remote Media Support

B save

General Settings

NOTE
When the Local Media or Remote Media license is expired, the Local Media or Remote
Media check box will be in disabled state.

Remote Media Support: To enable or disable Remote Media support, check/uncheck the
“Enable” check box.

If it is selected, then the following Remote Media types will be displayed.
*  Mount CD/DVD
*  Mount Harddisk

On selecting the individual media types, its respective configurations will be displayed. You
can configure different settings for different Remote Media types. A sample screenshot of
General Settings page is shown below.

60



General Settings

Click here to go to Remote Media,

NOTE:
* When the multiple image redirection feature is enabled, the mount CD/DVD and

Harddisk checkbox will be enabled only on the success of the mount status of
CD/DVD and Harddisk.
* When the multiple image redirection features are disabled, the mount CD/DVD and
Harddisk checkbox will be enabled only when the user starts media redirection
successfully.
When the Local Media or Remote Media License is expired, the Local Media or
Remote Media checkbox will be in disabled state.
When Share type as HTTPS, Mount operation does not happen so Mount CD/DVD
will always be shown as disabled.

Remote Media Support
Mount CD/DVD

Mount Harddisk

Retry Interval

15

Retry Count

3

Save

Mount CD/DVD: Enable/Disable to Mount CD/DVD.

Server Address for CD/DVD Images: Address of the server where the Remote media
images are stored.

Path in server: Source path to the Remote media images.

NOTE
Path must be alpha-numeric and the following special characters are only allowed:

‘/'(backward slash), ‘\'(forward slash), ‘_'(underscore), ‘and .'(dot).
This field will not allow more than 256 characters.
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Share Type for CD/DVD: To select Share Type for CD/DVD either NFS/ CIFS /HTTPS/
SMBE/ encrypted NFS.

* Domain Name, Username, and Password: If share Type is Samba(CIFS) or SMBE
(Encrypted CIFS), then enter user credentials to authenticate on the server.

* Username, and Password: If share Type is HTTPS, then enter user credentials to
authenticate on the server.

e Default Realm Name, KDC Server name, Domain Realm1, Domain realm2, Principal
Name, Principal Password, Key Version Number, and Encryption Type: If share
Type is encrypted NFS(Kerberos), then enter the user credentials to authenticate on
the server.

NOTE
If RMedia Reconnect Feature is enabled, the below Retry fields will be displayed to
configure the retry interval and count.

Retry Interval: Enter the retry interval to reconnect RMedia.
Retry Count: Enter the retry count to reconnect RMedia.

NOTE

Retry count and interval are used only if there is any disruption in the active
redirected image. During this case, the media will try to reconnect based on
configured retry count and interval values.

Save: To save the settings.

NOTE
For RMedia share types, we support the following NFS, CIFS, HTTPS, SMBE and
encrypted NFS mount protocols, for mounting remote image share paths to the
BMC.

Protocol Versions
NFS NFSv2, NFSv3, NFSv4, NFSv4.1
CIFS SMBv1, SMBv2.1, SMBv3.x
encrypted NFS (Kerberos) NFSv4
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11.6.2 VMedia Instance Settings

This page is used to configure Virtual Media device settings. To open VMedia Instance
Settings page, click Settings - Media Redirection Settings > VMedia Instance Settings
from the menu bar.

A sample screenshot of VMedia Instance Settings page is shown below.

VMedia Instance Settings

CD/DVD device instances

1 v

Hard disk instances

1 v

Remote KVM CD/DVD device instances

1 v

Remote KVM Hard disk instances

1 v

Save

The following fields are displayed in this page.

CD/DVD device instances: The number of CD/DVD devices supported for Virtual Media
redirection.

Harddisk instances: The number of harddisk devices supported for Virtual Media redirection.

Remote KVM CD/DVD device instances: The number of CD/DVD devices supported for KVM
Virtual Media redirection.

Remote KVM Hard disk instances: The number of Hard disk devices supported for KVM
Virtual Media redirection.

Emulate SD Media as USB disk to Host: To emulate SD Media on BMC as a USB device to
Host Server.

Save: To save the configured settings.

NOTE
Virtual Media configuration changes will restart all the media services. So configuration
changes will be blocked when any active media redirection is present.
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Procedure

1. Select the number of CD/DVD devices, Harddisk devices and Remote KVM CD/DVD and
Hard disk Devices from the respective drop-down list.

NOTE
Maximum of four devices can be added in CD/DVD and Harddisk drives.

2. Click Save to save the changes made else click Reset to reset the previously saved
values.

NOTE

When KVM is launched from Standalone Application, If there are two device panels
for each device, and when you click the Connect button, then the redirected device
panel will be disabled.

Unmounting device will make the driver disconnect device when using Auto Attach.
Hence, when unmounting one USB key, the other USB key will be disconnected and
then reconnected.

64



11.6.3 Remote Session

This page is used to configure Remote Session configuration settings. “KVM Single Port
Application” is enabled by default.

To open Remote Session page, click Settings - Media Redirection Settings - Remote
Session from the menu bar. Click Remote Control for navigating to that page. A sample
screenshot of Remote Session page is shown below.

Remote Session

KVM Single Port Application
Enable KVM Encryption

Keyboard Language

Auto Detect (AD) v

Retry Count

Retry Time Interval(Seconds)

Server Monitor OFF Feature Status

Automatically OFF Server Monitor, When KVM Launches

B Save

The fields of Configure Remote Session page are explained below.

KVM Single Port Application: This feature is enabled by default, KVM session will use its
dedicated port whereas both Web and KVM sessions will be established only via Web Port.
Since singleport application performs better when compared to kvm/media stunnel
encryption, singleport feature will always be enabled. User can’t disable singleport support
in runtime.

Keyboard Language: This option is used to select the keyboard supported languages.

Retry Count: This value specifies the number of attempts the KVM client will make to
reconnect the KVM session. The retry count value ranges from 1 to 20.

Retry Time Interval (Seconds): This value specifies the time duration between two
consecutive reconnect attempts. The KVM client will wait for a time interval equal to this
value, after making a reconnect attempt, before trying to connect again. The retry interval
value is mentioned in seconds and it ranges between 5 to 30 seconds.
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Server Monitor OFF Feature Status: To enable/disable Server Monitor OFF. If this option is
enabled, you can Lock or Unlock the Local host monitor from the remote KVM window. If
this option is disabled, you cannot Lock or Unlock the Local host monitor from the remote
KVM window.

Automatically OFF Server Monitor, When KVM Launches: To enable/disable Automatically
OFF Server Monitor, When KVM Launches.

Save: To save the current changes.

NOTE
It will automatically close the existing remote redirection either KVM or Virtual
media sessions on Single Port enable/Disable or KVM Encryption Enable/Disable.

Procedure
1. Choose the Keyboard Language from the list of keyboard supported languages.

2. Enter a value in the Retry Count field to set the number of attempts for retrying the
redirection session.

3. Enter a value in the Retry Time Interval (Seconds) field to give time interval for each
attempts.

4. Check the Server Monitor OFF Feature Status check box to enable Local Monitor
ON/OFF command during runtime.

5. Check the Automatically OFF Server Monitor, When KVM Launches check box to
automatically Lock the local monitor during H5Viewer launch.

6. Click Save to save the current changes.
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11.6.4 Active Redirections

This page is used to display the active redirected media, which are redirected via
VMAPP/H5Viewer/LMedia/RMedia/VMCLI. Information like Media type, Media Instance,
Client Type, Image Name, Redirection status, Client IP will be displayed.

To open Active Redirections page, click Settings > Media Redirection Settings > Active
Redirections from the menu bar.

A sample screenshot of Active Redirections page is shown below.
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Active Redirections

The following fields are displayed in this page.
Media Type: The type Media devices (CD/DVD) supported for Active Redirections.
Media instances: The number of Media devices supported for Active Redirections.

Client Type: The Client type (VMAPP/H5Viewer/LMedia/RMedia/VMCLI) used for active
media redirection.

Image Name: The name of Media devices supported image for Active Redirections.
Redirection Status: The status Media for Active Redirections.

Client IP: The IP of the connected Media devices (CD/DVD) supported for Active
Redirections.

NOTE

Local/Remote Media connection will use loopback socket for communication. So
‘~" symbol will be displayed for loopback ip(127.0.0.1 (or) ::1 ) in media session
information page.
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11.7 Network Settings

The Network Settings page is used to configure the network settings for the available LAN
channels.

11.7.1 Network IP Settings

To open Network Settings page, click Settings - Network Settings > Network IP
Settings from the menu bar. A sample screenshot of Network IP Settings page is
shown below.
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The fields of Network IP Settings page are explained below.

Enable LAN: To enable or disable the LAN Settings.

LAN Interface: Lists the LAN interfaces.

MAC Address: This field displays the MAC Address of the device. This is a read only field.
Enable IPv4: This option is to enable/disable the IPv4 settings in the device.

Enable IPv4 DHCP: This option is to enable IPv4 DHCP support for the selected interface.

IPv4 Address, IPv4 Subnet Mask, and IPv4 Default Gateway: These fields are for
specifying the static IPv4 address, Subnet Mask and Default Gateway to be configured to
the device.

NOTE

- IP Address made of 4 numbers separated by dots as in “Xxx.xxX.xxx.xxx".
- Each Number ranges from 0 to 255.

- First Number must not be 0.

Enable IPv6: To Enable/Disable the IPv6 configuration settings.
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Enable IPv6 DHCP: To Enable/Disable the IPv6 settings in the device. It dynamically
configures IPv6 address using DHCP (Dynamic Host Configuration Protocol).

NOTE
Disable this Enable IPvé DHCP field to enable and enter the values in following fields
such as IPv6 Index, IPv6 Address, Subnet Prefix length and IPv6 Gateway.

IPv6 Index: To specify a static IPv6 Index to be configured to the device. Eg: 0

IPv6 Address: To specify a static IPv6 address to be configured to the device. Eg:
2004::2010

Subnet Prefix length: To specify the subnet prefix length for the IPv6 settings.

NOTE
Value ranges from 0 to 128.

Default Gateway: Specify v6 default gateway for the IPv6 settings.

NOTE
If core feature IPV6_COMPLIANCE and SUPPORT_IPMIIPV6_LAN_PARAM_ONLY are
enabled, the IPv6 default Gateway field will not be displayed.

Clear IPv6 Address: This field will be displayed to clear the IPv6 address only if the IPv6
address and Subnetwork Prefix Length is available for the selected index value.

Enable VLAN: To enable/disable the VLAN support for selected interface.
VLAN ID: Specify an ID for this VLAN configuration.
e Valueranges from 2 to 4094.

NOTE
VLAN ID can't be changed without resetting the VLAN configuration.
VLAN 0, 1 & 4095 are reserved VLAN ID’s.

VLAN Priority: The priority for VLAN configuration.

NOTE
- Value ranges from 0 to 7.
- 7 is the highest priority for VLAN.

Save: To save the entries.
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Procedure

a b 0N

. Check Enable LAN to enable LAN support for the selected interface..

. Select the LAN Interface to be configured.

. Check Enable IPv4 to enable IPv4 support for the selected interface.

. Check Enable IPv4 DHCP to dynamically configure IPv4 address using DHCP.

. If the field is disabled, enter the IPv4 Address, IPv4 Subnet Mask and IPv4 Default

Gateway in the respective fields.

6. In IPv6 Configuration, if you wish to enable the IPv6 settings, check Enable IPv6.
7. If the IPv6 setting is enabled, enable or disable the option Enable IPv6 DHCP.
8. If the field is disabled, enter the IPv6 Address, Subnet Prefix length and IPv6 Index in

9.

the given field.
In VLAN Configuration, if you wish to enable the VLAN settings, check Enable LAN.

10. Enter the VLAN ID in the specified field.
11. Enter the VLAN Priority in the specified field.
12. Click Save to save the entries.
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11.7.2 Network Bond Configuration

This page is used to configure the network bonding configuration for the network
interfaces.

NOTE
Minimum of two network interfaces required to enable Network bonding for the
device.

To open Network Settings page, click Settings - Network Settings - Network Bond
from the menu bar. A sample screenshot of Network Bonding page is shown below.

# Home - Settings ~ Network Network Bond Configuration
Network Bond Configuration
(7]

Enable Bonding
Auto Configuration
Bond Interface

eth0 hd
Bond Mode
active-backup

Save

The fields of Network Bond Configuration page are explained below.
Enable Bonding: To enable or disable network bonding for network interfaces.
Auto Configuration: To configure the interfaces in service configuration automatically.

NOTE
If Auto configuration is disabled, then interfaces in services can be configured via
IPMI command.

If Auto configuration is enabled, then all the services will be restarted automatically.

Bond Mode: This field displays the Network bonding mode.

NOTE
This field can't be configured.

Save: To save the current changes.

Procedure

NOTE
The Enable Bonding option is enabled. You can disable the option if needed.

1. Select the Bond Interface from the drop-down list.

NOTE
The Bond Interface can be selected only if the Enable Bonding option is enabled.

2. Check the Auto Configuration option to enable the auto configuration.
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3. Click Save to save the configuration.

Bonding behaviour when bond channel IP source is modified.
Bond Interface has been assigned Channel 1.
Case 1: When Bond Interface Channel IP source is DHCP.

When Bond is enabled with active slave (e.g. eth0 or eth1) then ip will be leased for bond
interface as per MAC address of active slave.

Case 2: When Bond Interface Channel IP source is Static Bond interface will be assigned a
static IP address and other LAN Parameter as per Channel 1.
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11.7.3 Network Link Configuration

This page is used to configure the network link configuration for available network
interfaces.

To open Network Link page, click Settings > Network Settings - Network Link from the
menu bar. A sample screenshot of Network Link Configuration page is shown below.

= & A us-english ©Sync  CRefresh & admin v

Network Link Configuration
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The fields of Network Link Configuration page are explained below.

LAN Interface: Select the required network interface from the list to which the Link
speed and duplex mode to be configured.

Auto Negotiation: This option is enabled to allow the device to perform automatic
configuration to achieve the best possible mode of operation (speed and duplex) over a
link.

Link Speed: Link speed will list all the supported capabilities of the network interface. It
can be 10/100/1000 Mbps.

NOTE
Link speed of 1000 Mbps is not applicable, when Auto Negotiation is OFF.

Duplex Mode: Duplex Mode could be either Half Duplex or Full Duplex.

NCSI Interface: NCSI Interface status could be either Enabled or Disabled for the selected
LAN interface.

Save: To save the settings.

Procedure
1. Select the LAN Interface from the drop down list.
2. Select either Enable or Disable for Auto Negotiation.

NOTE
The Link Speed and Duplex Mode will be active only when Auto Negotiation is OFF.
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3. Select the Link Speed from the drop-down list.
4. Select the Duplex Mode either Full duplex or Half duplex.
5. Click Save to save the configuration.
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11.7.4 DNS Configuration

The Domain Name System (DNS) is a distributed hierarchical naming system for
computers, services, or any resource connected to the Internet or a private network. It
associates the information with domain names assigned to each of the participants. Most
importantly, it translates domain names meaningful to humans into the numerical (binary)
identifiers associated with networking equipment for the purpose of locating and

addressing these devices worldwide.

The DNS Server settings page is used to manage the DNS settings of a device.

To open DNS Server Settings page, click Settings - Network Settings - DNS
Configuration from the menu bar. A sample screenshot of DNS Configuration page is

shown below.

DNS Configuration

Check this box to enable all DNS services
DNS Enabled
Check this box to enable Multicast DNS

MDNS Enabled

Select whether the host name will be configured manually or automatically.

Host Name Setting

@ Automatic Manual

s selected, then t
lease enter the de

If Auton
Otherw

ically displays the hostname.
for the device,

Host Name

AMI001582AD0940

BMC Registration Settings

BMC Interface:

etho
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The fields of DNS Configuration page are explained below.

Domain Name Service Configuration

DNS Enabled: To enable/disable all the DNS Service Configurations.
mDNS Enable: To enable/disable the mDNS Support Configurations.

Host Name Settings: Choose either Automatic or Manual settings.

Host Name: It displays host name of the device. If the Host setting is chosen as

Manual, then specify the host name of the device.

NOTE

- Value ranges from 1 to 64 alpha-numeric characters.
- Special character ~'(hyphen) is allowed.

- It must not start or end with a *-’(hyphen).

character for use in host names.

- The underscore (_) character and double hyphen (--) character are not a legal
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BMC Registration Settings

BMC Interface: Options to register the BMC are through an Interface (ethO&eth1).
Register BMC: To register BMC through registration method.

Registration Method
Options to register the BMC are through NS Update or DHCP Client FQDN or Hostname.

TSIG Configuration

Both: Check this option to modify TSIG authentication for both interfaces.
Eth 0&1:

TSIG Authentication Enabled: Check this box to enable TSIG authentication while
registering DNS via nsupdate. Separate TSIG fifiles can be uploaded for each LAN
interface.

Current TSIG Private File: The information of Current TSIG private file along with its
uploaded date/time will be displayed (readonly).

New TSIG Private File: Browse and navigate to the TSIG private file.

NOTE
TSIG file should be of private type.

Domain Setting: Select whether the domain interface will be configured manually or
automatically.

Automatic - If you Select Automatic, the Domain Name cannot be configured as it
will be done automatically. The field will be disabled.

Manual - If the Domain setting is chosen as Manual, then specify the domain name
of the device.

NOTE
If you select “Automatic” it displays the Domain Interface option. If you select “Manua
it displays “Domain name”.

|"

Domain Name: It displays the domain name of the device, or, if ‘Manual’ was
selected, specify the domain name of the device.

NOTE

Domain name must be a string of 4 to 253 alphanumeric characters. (254 characters
are allowed only if the last byte is dot.)

It must start with a letter and end with a letter or digit. (Must contain atleast one dot
character)

Only letters, digits, dot and hyphen are allowed.
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Domain Name Server Setting

Automatic - If you select Automatic “DNS Interface” option should be explained.

Manual - Specify the DNS (Domain Name System) server address to be configured
for the BMC.

IP Priority:

- If IP Priority is IPv4, it will have 2 IPv4 DNS servers and 1 IPv6 DNS server.
- If IP Priority is IPv6, it will have 2 IPv6 DNS servers and 1 IPv4 DNS server.

NOTE
This is not applicable for Manual configuration.

DNS Server 1,2 & 3
To specify the DNS (Domain Name System) server address to be configured for

the BMC.

NOTE
- IPv4 Addresses should be given in dotted decimal representation.
- IPv6 Addresses are supported and must be global unicast addresses.

DNS Server Address will support the following:

- IPv4 Address format.
- IPv6 Address format.

Save: To save the entered changes.

Procedure

1. In Domain Name Service Configuration, Enable DNS Service.

Check the option DNS Enabled to enable all the DNS Service Configurations.

2. Choose the Host Name Setting either Automatic or Manual.

NOTE
If you choose Automatic, you need not enter the Host Name and if you choose
Manual, you need to enter the Host Name.

3. Enter the Host Name in the given field if you have chosen Manual Configuration.

4. Under Register BMC, choose the BMC's network port to register with DNS settings.

Check Register BMC option to register with DNS settings.

Nsupdate - Choose Nsupdate option to register with DNS server using nsupdate
application.

DHCP Client FQDN - Choose DHCP Client FQDN option to register with DNS Server
using DHCP option.

Hostname - Choose Hostname option to register with DNS server using DHCP
option.
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NOTE

Hostname option should be selected, if the DHCP client FQDN option is not
supported by DHCP server.

Hostname option is not support at DHCPv6, hence IPv6 will not register to DNS
server at option hostname.

5. Check Both option to modify TSIG authentication for both interfaces (eth0&1).

6. In Eth 0&1 TSIG Configuration, Check TSIG Authentication Enabled option to enable/
disable TSIG authentication while registering DNS via nsupdate.

«  The current file name will be displayed in Current TSIG Private file info field.

+  Toview anew ong, click New TSIG private file to browse and navigate to the TSIG
private file.

7. In the Domain Settings
+  Select the domain settings (Automatic or Manual).

«  Enter the Domain Name in the given field if the option “Manual” is being selected in
domain settings field.

8. In Domain Name Server Setting
+  Select the DNS Name Server Setting.
Choose the IP Priority, either IPv4 or IPv6.
Enter the DNS Server address.

9. In DNS Server1, DNS Server2 and DNS Server3, enter the server addresses to be
configured for the BMC.

10. Click Save to save the entries
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11.8 PAM Order Settings

This page is used to configure the PAM ordering for user authentication in to the BMC.
To open PAM Ordering page, click Settings - PAM Order Settings from the menu bar.
A sample screenshot of PAM Order page is shown below.
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The fields of Settings > PAM Order Settings page are explained below.
PAM Module: It shows the list of available PAM modules supported in BMC.

NOTE

- It is recommended to not to keep same username for different PAM modules.

- If Authentication fails, the reason of fail could be invalid User or Invalid Password.

- If Radius Authentication fails, we can’t differentiate whether it is invalid user or
invalid password. So it is always treated as Invalid username error and PAM will try
other Authentication Methods.

- Radius must be last in PAM order for the same reason, if RADIUS is not last in PAM
order, the User ID of logged in users using other authentication services will be
shown as RADIUS User ID.

- If AD contains secret username & password as empty, Authentication fails will be
always treated as Invalid Password error. For Invalid Password error PAM will not try
other Authentication Methods. So it is recommended to keep AD before RADIUS if
RADIUS Authentication is enabled or in the last location in PAM order if RADIUS
Authentication is enabled.

Procedure

1. Select the required PAM module and click and drag the required PAM modaule. It can be
moved UP or DOWN to change its arrangement order.

2. Click Save to save any changes made.

NOTE
Whenever the configuration is modified, the web server will be restarted
automatically. Logged-in session will be logged out.
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11.9 Platform Event Filter

Platform Event Filter (PEF) provides a mechanism for configuring the BMC to take
selected actions on event messages that it receives or has internally generated. These
actions include operations such as system power-off, system reset, as well as triggering
the generation of an alert.

The PEF Management is used to configure the following
* Event Filters
« Alert Policies
* LAN Destinations

To open PEF Management Settings page, click Settings - Platform Event Filter the
menu bar. Each tab is explained below.

11.9.1 Event Filters

A PEF implementation is recommended to provide at least 40 entries in the event
filter table. A subset of these entries should be pre-configured for common system failure
events, such as over- temperature, power system failure, fan failure events, etc. Remaining
entries can be made available for ‘OEM’ or System Management Software configured
events.

Note that individual entries can be tagged as being reserved for system use - so this ratio
of preconfigured entries to run-time configurable entries can be reallocated if necessary.

= = A | us-english v| ©sync  CRefresh A admin~
# Home - Settings - Platform Event Filters
Event Filters
OAll ® configured O unconfigured
[ o () o
PEF ID: 1 (Discbled) PEF ID: 2 (Disabled) PEF ID: 3 (Disabled) PEFID: 4 (Disabled)
when All Sensors when All Sensors when All Sensors when Al Sensors
switches to any severity switches to any severity switches to any severity switches to any severity
run Alert (1) & none run Alert (2) & none run Alert (3) & none run Alert (4) & none
[ ° ] o
PEF ID: 5 (Disabled) PEF ID: 6 (Disabled) PEF ID: 7 (Disabled) PEF ID: 8 (Disabled)
when All Sensors when All Sensors when All Sensors when Al Sensors
switches to any severity switches to any severity switches to any severity switches to any severity
run Alert (5) & none run Alert (6) & none runAlert (7) & none runAlert (8) &none
o [ o o
PEF ID: 9 (Disabled) PEF ID: 10 (Disabled) PEF ID: 11 (Disabled) PEFID: 12 (Disabled)
when All Sensors when All Sensors when All Sensors when All Sensors
switches to any severity switches to any severity switches to any severity switches to any severity
run Alert (9) & none run Alert (10) & none run Alert (11) & none run Alert (12) & none
-] (-] (]
’ PEF ID: 13 (Disabled) ’ PEF ID: 14 (Disabled) ) PEF ID: 15 (Disabled)
when All Sensors when All Sensors when All Sensors
switches to any severity switchesto any severity switches to any severity
run Alert (13) & none run Alert (14) & none runAlert (15) &none

Platform Event Filters — Event Filters

The fields of Platform Event Filters Tab are explained below.

This page contains Pre- configured 40 Events with PEF IDs. Click Delete icon ( @ ) on the
top right corner to directly delete an item from the list.
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Procedure
1. Click the Event Filters section to configure the event filters in the available slots.

2. To Add an Event Filter entry, select a free section to open the Event Filter entry page. A
sample screenshot of Event Filter Configuration page is shown below.
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#4 Home - Settings - Platform Event Filters - EventFilters - Event Filter Configuration

Event Filter Configuration

Enable this filter

Event severity to trigger

Any severity v
Event Filter Action Alert

Power Action

None v

Alert Policy Group Number

i v

Raw Data

Generator ID 1

255

Generator ID2

255

Generator Type

slave Software

Slave Address/Software ID

Channel Number

0 v
Sensor type

All Sensors v
Sensor name

All sensors. v
Event Opti

All Event 8
Event trigger

255

Event Data 1 AND Mask

[

Event Data 1 Compare 1

[

Event Data 1 Compare 2

0

Event Data 2 AND Mask

0

Event Data 2 Compare 1

0

Event Data 2 Compare 2

0

Event Data 3 AND Mask

0

Event Data 3 Compare 1

0

Event Data 3 Compare 2

0

o
Event Filter Configuration
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In the Event Filter Configuration section,

In Enable this filter, check this option to enable the PEF settings.
In Event Severity to trigger, select any one of the Event severity from the list.

Event Filter Action Alert: It is checked by default. This action enables PEF Alert
action (read only).

Select any one of the Power Action either Power down, Power reset or Power cycle
from the drop down list.

Choose any one of the configured Alert Policy Group Number from the drop down
list.

NOTE
Alert Policy has to be configured - under Settings - PEF - Alert Policy.

Check Raw Data option to fill the Generator ID with raw data.
Generator ID 1 field is used to give raw generator ID1 data value.

Generator ID 2 field is used to give raw generator ID2 data value.

NOTE
In RAW data field, specify hexadecimal value prefix with ‘0x'.

In the Event Generator section, choose the event generator as Slave Address - if
event was generated from IPMB. Otherwise as System Software ID - if event was
generated from system software.

In the Slave Address/Software ID field, specify corresponding I2C Slave Address or
System Software ID.

Choose the particular Channel Number that event message was received over. Or
choose ‘0’ if the event message was received via the system interface, primary
IPMB, or internally generated by the BMC.

Choose the corresponding IPMB Device LUN if event generated by IPMB.
Select the Sensor Type of sensor that will trigger the event filter action.

In the Sensor Name field, choose the particular sensor from the sensor list.
Choose Event Option to be either All Events or Sensor Specific Events.
Event Trigger field is used to give Event/Reading type value.

NOTE
Value ranges from 1 to 255.

Event Data 1 AND Mask field is used to indicate wildcarded or compared bits.

NOTE
Value ranges from 0 to 255.
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+ Event Data 1 Compare 1 & Event Data 1 Compare 2 fields are used to indicate
whether each bit position’s comparison is an exact comparison or not.

NOTE
Value ranges from 0 to 255.

. Event Data 2 AND Mask field is similar to Event Data 1 AND Mask.

+  Event Data 2 Compare 1 & Event Data 2 Compare 2 fields are similar to Event Data 1
Compare 1 and Event Data 1 Compare 2 respectively.

. Event Data 3 AND Mask field is similar to Event Data 1 AND Mask.

+  Event Data 3 Compare 1 & Event Data 3 Compare 2 fields are similar to Event Data 1
Compare 1 and Event Data 1 Compare 2 respectively

3. Click Save to save the changes and return to event filter list.
4. Click Delete to delete the existing filter.
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11.9.2 Alert Policies

This page is used to configure the Alert Policy for the PEF configuration. You can add,
delete or modify an entry in this page.
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# Home - Settings - Platform Event Filters - Alert Policies

Alert Policies

Group: 2 (Disabled) Group: 3 (Disabled) Group: 4 (Disabled)

Always send alert to this

Always send alert to this Always send alert to this
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Platform Event Filters — Alert Policies

The fields of Platform Event Filter — Alert Policies section are explained below.
Policy Group Number: Displays the Policy number of the configuration.
Enable this alert: To enable or disable the policy settings.
Policy Action: To choose any one of the Policy set values (0-5) from the list.
0 - Always send alert to this destination.

1 - If alert to previous destination was successful, do not send alert to this destination.
Proceed to next entry in this policy set.

2 - If alert to previous destination was successful, do not send alert to this destination.
Do not process any more entries in this policy set.

3 - If alert to previous destination was successful, do not send alert to this destination.
Proceed to next entry in this policy set that is to a different channel.

4 - If alert to previous destination was successful, do not send alert to this destination.
Proceed to next entry in this policy set that is to a different destination type.

LAN Channel: To choose a particular channel from the available channel list.
Destination Selector: To choose a particular destination from the configured destination list.

NOTE
LAN Destination has to be configured under Settings - Platform Event Filters >LAN
Destinations.
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Event Specific Alert String: To specify an event-specific Alert String.

Alert String Key: To specify which string is to be sent for this Alert Policy entry.

Save: To save the Alert Policies entries.
Delete: To delete the selected configured Alert Policy.

Procedure

1.1n the Alert Policies Section, select the slot for which you have to configure the Alert
policy. That is, In the Alert Policies page, if you have chosen Alert Policy Group Number
as 4, you have to configure the 4th slot (the slot with Policy Number 4) in the Alert Policy

Tab.

2. Select the slot and click on the empty slot to open the Alert Policies page as shown in

the screenshot below.
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Alert Policies

Alert Policies

Policy Group Number

Enable this alert

Policy Action

3. Select Policy Group Number from the drop-down list.
4. Check Enable this alert to enable the policy settings.
5. Choose any of the Policy Action from the list.

6. Choose particular LAN Channel from the available channel list.

7.In the Destination Selector, choose particular destination from the configured

destination list.

NOTE

LAN Destination has to be configured under Settings - Platform Event Filters >
LAN Destinations. That is if you select the number 4 for destination selector in Alert
Policy Entry page, then you have to configure the 4th slot (LAN Destination Number

4) in the LAN Destinations tab.

8. Enable Event Specific Alert String, if the Alert policy entry is Event Specific.
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9. In the Alert String Key field, choose any one value that is used to look up the Alert String
to send for this Alert Policy entry.

NOTE

Using Web Ul, Alert strings cannot be configured but option for Event Specific alert
strings can be enabled/disabled. There is an option to select only the alert string
keys, but alert strings has to be configured using IPMI Command (Set PEF Config
Parameter “Alert String”).

# and ; symbols are not supported for PEF Alert string.

10. Click Save to save the new alert policy and return to Alert Policy list.
11. Click Delete to delete a configuration.
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11.9.3 LAN Destinations

This page is used to configure the LAN destination of PEF configuration. A sample
screenshot of LAN Destination page is given below.

# Home - Settings - Platform Event Filters LAN Destinations
LAN Destinations
Select the LAN Channel 1

~ LAN Channel: 1 ~ LAN Channel: 1 ~ LAN Channel: 1 ~ LAN Channel: 1
LAN Destination: 1 LAN Destination: 2 LAN Destination: 3 LAN Destination: 4
SNMP Trap SNMP Trap SNMP Trap SNMP Trap
Sent To: Sent To: Sent To: Sent To:

~ LAN Channel: 1 ~ LAN Channel: 1 ~ LAN Channel: 1 ~ LAN Channel: 1
LAN Destination: 5 LAN Destination: § LAN Destination: 7 LAN Destination: 8
SNMP Trap SNMP Trap SNMP Trap SNMP Trap
Sent To: Sent To: Sent To: Sent To:

~ LAN Channel: 1 ~ LAN Channel: 1 ~ LAN Channel: 1 ~ LAN Channel: 1
LAN Destination: 9 LAN Destination: 10 LAN Destination: 11 LAN Destination: 12
SNMP Trap SNMP Trap SNMP Trap SNMP Trap
Sent To: Sent To: Sent To: Sent To:

Platform Event Filters - LAN Destinations

The fields of Platform Event Filters — LAN Destinations are explained below.

Select any empty slot to configure LAN Destinations.

Select the LAN Channel: To select the LAN Channel number.

LAN Channel: Displays LAN Channel Number for the selected slot (read-only).

LAN Destination: Displays ID for setting Destination Selector of Alert Policy (readonly).

Destination Type: Destination type can be either an SNMP Trap or an E-mail alert. For E-
mail alerts, the four fields - SNMP Destination Address, BMC User Name, Email subject and
Email message needs to be filled. The SMTP server information also has to be added -
under Settings > SMTP Settings. For SNMP Trap, only the SNMP Destination Address has
to be filled.

SNMP Destination Address: If Destination type is SNMP Trap, then enter the IP address of
the system that will receive the alert. Destination address will support the following:

* IPv4 address format.

* IPv6 address format.

* FQDN (Fully Qualifified Domain Name) format
- Maximum allowed size is 251 bytes

BMC User Name: If Destination type is Email Alert, then choose the user to whom the
email alert has to be sent. Email address for the user has to be configured under Settings
- Users Management.
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Email Subject & Email Message: These fields must be configured if email alert is chosen
as destination type. An email will be sent to the configured email address of the user in
case of any severity events with a subject specified in subject field and will contain the
message field's content as the email body. These fields are not applicable for ‘AMI-Format’
email users.

NOTE
User should be configured under Settings - Users Management

Save: To add a new entry to the device. Alternatively, double click on a free slot.

Delete: To delete the selected configured LAN Destination.

Procedure

1. In the LAN Destinations section, choose the number of slots to be configured. This
should be the same number of slot that you have selected in the Alert Policies -
Destination Selector field. That is if you have chosen the Destination Selector as 4 in the
Alert Policies page of Alert Policies tab, then you have to configure the 4th slot of LAN
Destination page.

2. Select the slot and click on the empty slot. This opens the LAN Destination entry.
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o ) . # Home - Setings - Platform Event Filers - LAN Destinations
LAN Destination Configuration

estination Address.

B save

Add LAN Destination entry Page
3. In the LAN Channel Number field, the LAN Channel Number for the selected slot is
displayed and this is a read only field.

4. In the LAN Destination field, the destination for the newly configured entry is displayed
and this is a read only field.

5. In the Destination Type field, select the one of the types.
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6. In the SNMP Destination Address field, enter the destination address.

NOTE

If Destination type is E-mail Alert, then give the e-mail address that will receive the e-
mail.

7. If the destination type is Email alert, select the BMC User Name from the list of users.

NOTE
E-mail address should be configured under Settings -> User Management.

8. In the Email Subject field, enter the subject.

9. In the Email Message field, enter the message.

10. Click Save to save the new LAN destination and return to LAN destination list.
11. Click Delete to delete a configuration.

12. Click Message icon ( - ) to send sample alert to configured destination.

NOTE

Test alert can sent only with enabled SMTP configuration. SMTP support can be
enabled under Settings > SMTP Settings.

Limitations: In the opensource SNMPtrap, the alert always sent to the destination
through the channel 1, even though the channel was set to different channel.
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11.10 Service

This page displays the basic information about services running in the BMC. Only
Administrator can modify the service.

To open Services page, click Settings - Services from the menu bar.
A sample screenshot of Services page is shown below.

= = A | Us-English - | ©Sync 2> Refresh 2 admin ~

# Home - Settings Services

Services

Service ¥ Status ¥ Interfaces & Secure Port & Timeout & Maximum Sessions ¥

web Active both 443 1800 20 =

kvm Active both 443 1800 4

1]
NEBEN

cd-media Active both 443 N/A 1

hd-media Active both 443 N/A 1

ssh Active NA 22 600 N/A

The fields of Services page are explained below.

Services: Displays service name of the selected slot (read-only).

Status: Displays the current status of the service, either active or inactive state.
Interfaces: It shows the interface in which service is running.

Non-secure Port: This port is used to configure non secure port number for the service.

There is no determined port for the SOLSSH application since it is not running as service in
BMC. It will use either of the ports from SSH/TELNET depending upon its activation.

- Web default port is 80

- KVM default port is 7578

- CD Media default port is 5120
- HD Media default port is 5123
- Telnet default port is 23

NOTE
SSH service will not support Non-secure port. If Single port feature is enabled, KVM,
CD Media and HD Media ports cannot be edited. Port value ranges from 1 to 65535.

“ALLOW_NON_SECURE_COMMUNICATION" feature (if applicable) and port 80 will
be disabled by default due to the security reasons. Hence, use _https://<ip address>
(port 443) instead of _http://<ip address> (port80).

Secure Port: Used to configure secure port number for the service.
- Web default port is 443
- KVM default port is 7582
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- CD Media default port is 5124
- HD Media default port is 5127
- SSH default port is 22

- VNC default port is 5901

NOTE

Telnet service and SOLSSH will not support secure port. If single port feature is
enabled, KVM, CD Media, FD Media and HD Media ports cannot be edited. Port value
ranges from 1 to 65535.

Port listening status on various feature settings:

Single port enabled
Adviser
(video server) 7578 (LP)
Cdserver 5120 (LP)
Hdserver 5123 (LP)

NOTE

LP - Loopback.

The adviser will always be listening to loopback as well as kvm configured interface
as mentioned in the above table. So that the H5Viewer client can connect to the
video server.

Timeout: Displays the session timeout value of the service. For web, SSH and telnet
service, user can configure the session timeout value.

NOTE

- Web timeout value ranges from 300 to 1800 seconds.

- KVM timeout value ranges from 300 to 1800 seconds.

- SSH and Telnet timeout value ranges from 60 to 1800 seconds.

- VNC timeout value ranges from 300 to 1800 seconds.

- SSH and telnet service will be using the same timeout value. If you configure SSH
timeout value, it will be applied to telnet service also and vice versa.

- If KVM is launched then the web session timeout will not take effect.

Maximum Sessions: Displays the maximum number of allowed sessions for the service.

Active Sessions: To view the current active sessions for the service.
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To view the Active Sessions:

NOTE
All active sessions in the BMC will be terminated if the BMC is rebooted.

Procedure
1. Click View Icon (= ) to view the details about the active sessions for the service.

2. This opens the Active Session screen (for example - Service Sessions) as shown in the
screenshot below.

= & A | us-English v| ©sync  CRefresh & admin v

Service Sessions

Active Session Web

3. Session Type: Displays the type of the active sessions.
4. User: Displays the name of the user.
5. Client IP: Displays the IP addresses that are already configured for the active sessions.

6. Privilege: Displays the access privilege of the user.

7. Select a slot and click Terminate icon ( n ) to terminate the particular session of the
service.
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To modify the existing services:

Procedure
1. Select a slot and click Edit icon ( [l ) to modify the configuration of the service.

NOTE
Whenever the configuration is modified, the service will be restarted automatically.
User has to close the existing opened session for the service if needed.

2. This opens the Service Configuration screen as shown in the screenshot below.

©Sync  ZRefresh & admin v

& A | us-English

# Hor

Service Configuration

Maximum Sessions

3. Service Name is a read only field.
4. Activate the Current State by enabling the Active check box.

NOTE
Interfaces, Secure port, Time out and Maximum Sessions will not be active unless

the current state is active.
5. Choose any one of the available interfaces from the Interface Name drop-down list

6. Enter the Secure Port Number in the Secure Port field.

7. Enter the timeout value in the Timeout field.

NOTE
The values in the Maximum Sessions field cannot be modified.

8. Click Save to save the entered changes else click Cancel to exit.

NOTE
Make sure that the SOLSSH service idle timeout should not be greater than the SSH

idle timeout.
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11.11 SMTP Settings

Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail (e-mail)
transmission across Internet Protocol (IP) networks.

To open SMTP Settings page, click Settings - SMTP Settings from the menu bar. A
sample screenshot of SMTP Settings page is shown below.

SMTP Settings

...........

rrrrrrrrrrrrrrr

Primary Sercer i

Primary SMTP port

Frimary Secure SMTP port

.........................

Primary Username

Primary Passmord

uuuuuuuuuuuuuuuuuuuuuu

sssssssssssssssssssss

SMTP Settings Page

The fields of SMTP Settings page are explained below.
LAN Interface: Displays the list of LAN channels available
Sender Email ID: A valid ‘Sender Address’ to indicate the BMC, whenever e-mail is sent.

Primary Server Name: The ‘Machine Name’ of the BMC, from where the e-mail is sent.

NOTE
- Machine Name is a string of maximum 15 alpha-numeric characters.
- Space, special characters are not allowed.

Primary SMTP Support: To enable/disable SMTP support for the BMC.
Primary SMTP Port: To specify the SMTP Normal Port.
Primary Secure SMTP Port: To specify the SMTP Secure Port.

NOTE

For Primary SMTP Port - Default Port is 25, and the Port value ranges from 1 to
65535.

For Primary Secure SMTP Port - Default Port is 465, and the Port value ranges from
1to 65535.
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Primary Server IP: The IP address of the SMTP Server. It is a mandatory field.

NOTE

- IP Address made of 4 numbers separated by dots as in “Xxx.XXX.XXX.Xxx".
- Each Number ranges from 0 to 255.

- First Number must not be 0.

- Supports IPv4 Address format and IPv6 Address format.

Primary SMTP Authentication: To enable/disable SMTP Authentication.

NOTE

SMTP Server Authentication Types supported are:

- CRAM-MD5

-LOGIN

- PLAIN

If the SMTP server does not support any one of the above authentication types,
the user will get an error message stating, Authentication type is not supported by
SMTP Server.

Primary Username: Enter username to access SMTP Accounts.

NOTE

- User Name can be of length 4 to 64 alpha-numeric characters, dot(.), hyphen(-), at
sign (@), and underscore(_).

- It must start with an alphabet.

- Other Special Characters are not allowed

Primary Password: Enter password for the SMTP User Account.

NOTE

- Password must be at least 4 characters long.

- White space is not allowed.

- This field will not allow more than 64 characters.

Primary SMTP STARTTLS Enable: To enable STARTTLS support for the SMTP Client.

Upload SMTP CA Certificate File: File that contains the certificate of the trusted CA
certs. CACERT key file should be of pem type.

Upload SMTP Certificate File: Client certificate filename. CERT key file should be of
pem type.

Upload SMTP Private Key: Client private key filename. SMTP key file should be of
pem type.

NOTE
To enable STARTTLS support, the respective SMTP support option should be
enabled.

Secondary SMTP Support: It lists the Secondary SMTP Server configuration. It is an
optional field. If the Primary SMTP server is not working fine, then it tries with Secondary
SMTP Server configuration.
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NOTE
Options of Secondary SMTP Support are same as Primary SMTP Support.

Save: To save the new SMTP server configuration.

Procedure

1.

2
3.
4

Select the LAN Interface from the drop-down list.
Enter the Sender Email ID in the specified field.
Check Primary SMTP Support option to enable SMTP support for the BMC.

Enter the Machine Name of the SMTP Server in the Primary Server Name.

NOTE
- Machine Name is a string of maximum 15 alpha-numeric characters.
- Space, special characters are not allowed.

9.

10.

Enter IP address of the SMTP Server in the Primary Server IP field. It is a mandatory
field.

Enter the Primary SMTP Port in the specified field.
Enter the Primary Secure SMTP Port in the specified field.

Enable the check box Primary SMTP Authentication if you want to authenticate
SMTP Server.

Enter your Primary User name and Primary Password in the respective fields.
Enable the check box Primary SMTP SSLTLS Enable to send data through secure Port.

NOTE
If this option is selected, STARTTLS option and Normal Port will be hidden.

11.

12.

13.

14.
15.

Check the Secondary SMTP Support option to enable Secondary SMTP support for
the BMC.

Enter the Secondary Server Name, Secondary Server IP, Secondary SMTP Port
and Secure Port values in the respective fields.

Enable the check box SMTP Server Authentication if you want to authenticate
SMTP Server.

Enter your Secondary User name and Password in the respective fields.
Enable the check box Secondary SMTP SSLTLS to send data through secure Port.

NOTE
If this option is selected, STARTTLS option and Normal Port will be hidden.

16.

Click Save to save the entered details.
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11.12 SSL Settings

The Secure Socket Layer protocol was created by Netscape to ensure secure transactions
between web servers and browsers. The protocol uses a third party, a Certificate Authority
(CA), to identify one end or both end of the transactions.

Configure SSL certificate into the BMC. Using this, the device can be accessed in a secured
mode.

To open SSL Certificate Configuration page, click Settings - SSL Settings from the menu
bar. There are three tabs in this page.

+  Upload SSL Certificate option is used to upload the certificate and private key
file into the BMC.

+  Generate SSL Certificate option is used to generate the SSL certificate based
on configuration details.

+  View SSL Certificate option is used to view the uploaded SSL certificate in
readable format.

= = A | US-English v

SSL Settings

Kl oA

View SSL certificate Generate SSL certificate Upload SSL certificate

SSL Settings
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11.12.1 Upload SSL Certificate

A sample screenshot of Upload SSL Certificate page is shown below.

Upload SSL Certificate

Current Certificate

Mon Apr 29 15:01:35 2024

New Certificate

Current Private Key

Mon Apr 29 15:01:34 2024

New Private Key

Current trusted CA certificate

Mon Apr 29 15:01:35 2024

Trusted CA Certificates

Upload

SSL Settings — Upload SSL Certificate

The fields of SSL Settings — Upload SSL Settings tab are explained below.

Current Certificate: Current certificate and uploaded date/time will be displayed (read-
only).

New Certificate: Certificate file should be of pem type
Current Private Key: Current Private key information will be displayed (read-only).
New Private Key: Private key file should be of pem type

Trusted CA Support: If the Trusted CA Support checkbox is enabled then user can able to
upload the Trusted CA Certificates in BMC, otherwise user can able to upload New
Certificate & New Private key only.

NOTE

If Redfish feature is disabled, Trusted CA Support checkbox will be displayed, and
Trusted CA Support checkbox and Trusted CA Certificates fields are optional.

If Redfish feature is enabled, Trusted CA Support checkbox will be hidden, and Trusted
CA Certificates field is mandatory to upload.

Current trusted CA Certificate: Current trusted CA certificate and uploaded date/time will
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be displayed (read-only).

Trusted CA Certificates: Certificate chain (or Chain of Trust) is made up of a list of
certificates that start from a server’s certificate and terminate with the root certificate. If
your server's certificate is to be trusted, its signature has to be traceable back to its root
CA.

If the user uploaded New Certificate, New Private key & Intermediate key means in bmc
concatenate all three files together and serve as server.pem

Based on the interlink between cacert & intermediate key shows the certificate chain.
Upload: To upload the SSL certificate and privacy key into the BMC.

NOTE

- Maximum New certificate size is 10240.

- Maximum New private key size is 10240.

Uploading New Certificate and Private key should have 2048 bit.

- New Private key should not be encrypted.

- New Certificate should not expire.

- After successful upload, HTTPs service will get restarted to use the newly uploaded
SSL certificate.

- If the user give Factory Restore Defaults, SSL certificate at the run-time will get
vanish and it moves to the SSL certificate provided at the built-time.
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11.12.2 Generate SSL Certificate

A sample screenshot of Generate SSL Certificate page is shown below.
Generate SSL Certificate

Commeon Name (CN)

Organization (0)

Organization Unit {OU)

City or Locality (L)

State or Province (5T)

Country (C)

Email Address

Valid for

Key Length

2048 bits b

B Save

SSL Settings — Generate SSL Certificate

The fields of SSL Settings — Generate SSL Certificate are explained below.
Common Name(CN): Common name for which certificate is to be generated.
- Maximum length of 64 characters.
- Itis a string of alpha-numeric characters.
- Special characters ‘# and ‘S’ are not allowed.
Organization(0): Organization name for which the certificate is to be generated.
- Maximum length of 64 characters.
- Itis a string of alpha-numeric characters.
- Special characters ‘# and ‘S’ are not allowed.

Organization Unit(OU): Over all organization section unit name for which certificate is to
be generated.

- Maximum length of 64 characters.
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- Itis a string of alpha-numeric characters.
- Special characters ‘# and ‘S’ are not allowed.
City or Locality(L): City or Locality of the organization (mandatory).
- Maximum length of 128 characters.
- Itis a string of alpha-numeric characters.
- Special characters ‘# and ‘S’ are not allowed.
State or Province(ST): State or Province of the organization (mandatory).
- Maximum length of 64 characters.
- Itis a string of alpha-numeric characters.
- Special characters ‘# and ‘S’ are not allowed.
Country(C): Country code of the organization (mandatory).
- Only two characters are allowed.
- Special characters are not allowed.
Email Address: E-mail Address of the organization (mandatory).
Valid for: Validity of the certificate.
- Value ranges from 1 to 3650 days.
Key Length: The key length bit value of the certificate.
Save: To generate the new SSL certificate.

NOTE
HTTPs service will get restarted, to use the newly generated SSL certificate.
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11.12.3 View SSL Certificate

= A" | Us-Eenglish v| ©Sync  ZRefresh L admin e

# Home - Settings - SSLSettings - View SSL Certificate

View SSL Certificate

Current Certificate Information
Certificate Version
3

Serial Number

EF1CFCT77473FDO06

signature Algorithm

sha256WithRSAEncryption

Public Key

(2048 bit)

Issuer Common Name (CN)

Issuer Organization (0)

American Megatrends International LLC (AMI)

Issuer Organization Unit (OU)

Sen

Issuer City or Locality (L)

Norcross

Issuer State or Province (ST)

us

Issuer Email Address

support@ami.com

SSL Settings — View SSL Certificate

The fields of SSL Settings — View SSL Certificate are explained below.

Basic Information: This section displays the basic information about the uploaded SSL
certificate. It displays the following fields.

+  Version Serial Number

+  Signature Algorithm

*  Public Key

+  Issuer Common Name(CN)
+  Issuer Organization(O)

+  Issuer Organization Unit(OU)
+  Issuer City or Locality(L)

+  Issuer State or Province(ST)
+  Issuer Country(C)

*  Issuer E-mail Address

+  Valid From

«  Valid Till
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Procedure
1. Click the Upload SSL Certificate tab, Browse the New Certificate and New Private key.
2. Click Upload to upload the new certificate and private key.
3. In Generate SSL Certificate, enter the following details in the respective fields.
+  The Common Name for which the certificate is to be generated.
+  The Organization for which the certificate is to be generated.
+  The Organization Unit name for which certificate to be generated.
+  The City or Locality of the organization
«  The State or Province of the organization
*  The Country of the organization
+  The Email address of the organization.
+  The number of days the certificate will be valid in the Valid For field.
4. Choose the Key Length bit value of the certificate.
5. Click Save to generate the certificate.

6. Click View SSL Certificate tab to view the uploaded SSL certificate in user readable
format.

NOTE

- Once you Upload/Generate the certificates, only HTTPs service will get restarted.

- You can now access your BMC securely using the following format in your IP
Address field from your Internet browser: https://<your BMC address here>

- For example, if your BMC's IP address is 192.168.22.30, enter the following:
https://192.168.22.30

- Please note the <s> after <http>. You must accept the certificate before you are able
to access your BMC.
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11.13 System Firewall

The System Firewall page allows you to configure the firewall settings. The firewall rule
can be set for an IP or range of IP Addresses or Port numbers. To view this page, you must
at least be an operator. Only administrators can add or delete a firewall.

To open System Firewall page, click Settings - System Firewall from the menu bar.

f— = A US-English

System Firewall

= 3 3

General Firewall Settings IP Address Firewall Rules Port Firewall Rules

11.13.1 General Firewall Settings

Click General Firewall Settings page. A sample screenshot of General Firewall Settings
page is shown below.

General Firewall Settings

o 1

Existing Firewall Settings Add Firewall Settings

General Firewall Settings

The fields of Firewall Settings tab are explained below.

Existing Firewall Settings

A blank page will be opened if you did not add anything in “Add Firewall settings”. If there
is no Firewall Settings Exists, add a new Firewall settings by clicking link Add Firewall
Settings page.
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Procedure to Add Firewall settings

Click General Firewall Settings - Existing Firewall Settings icon. A sample screenshot of
Existing Firewall Settings page is shown below.

= & A | us-english v| @sync  CRefresh & admin -

Existing Firewall Settings

Timeout

Existing Firewall Settings

«  Block All: The blocked incoming IP’s and Port’s can be viewed.
*  Flush All: To flflush all the system firewall rules (Read-Only).
+  Select Timeout to enable or disable firewall rules with timeout.

+  Time Out: The respective firewall rule effffect Start Time, End Date, Start Time, End
Time will be displayed.

+  Delete: To Delete the system firewall rules.
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Add Firewall Settings

1. Click General Firewall Settings - Add Firewall Settings. This opens the Existing
Firewall Settings page as shown below.

«

B
)
5
5

Add Firewall Settings

Block All

rrrrrrr

Add Firewall Settings

2. Select Block All to block all the incoming IP’s and Port’s.
3. Select Flush All to flush all the system firewall rules.
4. Select Timeout to enable or disable firewall rules with timeout.

NOTE
User is recommended to enable either Flush All or Timeout Firewall rules to add

firewall settings.

5. Enter Start Time to start the respective firewall rule effect from this time.

6. Enter End Time to end the respective firewall rule effect from this time.

NOTE
The time should be in the dd-mm-yy:hh-mm formart.

7. Click Save to save the changes made else click Cancel to go back to the previous screen.
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11.13.2 IP Address Firewall Rules

To View Existing IP Rules or a range of IP Addresses

A blank page will be opened if you did not add anything in “Add IP Rule”. If there is no
Add IP Rule Exists, add a new IP Rule by clicking link Add IP Rule page.

Procedure to Add IP Rule

1. Click Settings - System Firewall - IP Address Firewall Rules - Existing IP Rules. A
blank page will be opened if you did not add anything in “Add IP Rule”. If any rule is
added, then the added rule will be listed in “Existing IP Rules” page.

2. Click the IP Addresses tab. A sample screenshot of IP Addresses tab is shown below.

= & A | us-english v| Osync  SRefresh & admin

# Home - Settings - Firewall - IP Oriented Firewall Rules ~ Existing IP Rule:

Existing IP Rules

IP Single (or) Range Start

192.168.22.52
Enable Timeout

Start Date&Time

Wed Sep 09 2020 14:14:00

End Date&Time

Wed Sep 09 2020 14:16:00

Rule

Allow

System Firewall - Existing IP Rule

IP Single (or) Range Start: To show the configured Port Address or Range of Ports.
IP Range End: To show the configured Port Address or Range of Ports.

Enable Timeout: To enable/disable Timeout.

Start Date: The respective firewall rule effect will start from this date.

Start Time: The respective firewall rule effect will start from this time.

End Date: The respective firewall rule effect will end from this date.

End Time: The respective firewall rule effect will end from this time.

Rule: To indicate the current setting of the listed Port or Range of Port rules (Allow or
Block) status.

Delete: To delete the selected slot.
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Procedure To add an IP address or range of IP addresses

1. Click Settings > System Firewall = IP Address Firewall Rules > Add New IP Rule to
add a new IP or range of IP address.

Add IP Rule

IP Single (or) Range Start

IP Range End

Enable Timeout

Start Date

Start Time

End Date

End Time

Rule

Add IP Rule

2. In the Add new rule for IP page, Enter the IP address and a range of IP addresses in the
IP Single or IP Range Start field.

NOTE

- IP Address will support IPv4 Address format only.

- IPv4 Address made of 4 numbers separated by dots as in XXX.XXX.XXX.XXX.

- Each number ranges from 0 to 255.

- First number must not be 0.

- IPv6 Address made of 8 groups of 4 Hexadecimal digits separated by colon as in
XXXXEXXXXEXXXXEXXXKXXXKX XXX XXX XXX,

. Enter IP range end value in the IP Range End field.

. Enable Timeout to enable firewall rules with timeout.

. Enter Start Date to start the respective firewall rule effect from this date.
. Enter End Date to end the respective firewall rule effect from this date.

. Enter Start Time to start the respective firewall rule effect from this time.

0 N o o bW

. Enter End Time to end the respective firewall rule effect from this time.

NOTE
The date and time should be in the YYYY/MM/DD and hh-mm formart
respectively.

9. Determine the rule to block or accept.
10. Click Save to save the changes made.
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11.13.3 Port Firewall Rules

To view Existing Port Rules

1. Click Settings - System Firewall - Port Firewall Rules - Existing Port Rules. A blank
page will be opened if you did not add anything in “Add New port Rule”. If any rule is
added, then the added rule will be listed in “Existing Port Rules” page.

2. Click the Existing Port Rules. A sample screenshot of Port tab is shown below.

— & A | us-english v @©sync  CRefresh & admin v

Existing Port Rules

oooooooo

System Firewall - Existing Port Rules

The fields of System Firewall - Existing Port Rules page are explained below.

Port Single (or) Range Start: To configure the Port or Range of Port Addresses.
Port Range End:To configure the Port or Range of Port Addresses.

Protocol: This field specifies the protocols for the configured Port or Port Ranges.

Network Type: This field specifies the affected network type for the particular Port or Port
Ranges..

Enable Timeout: To enable or disable firewall rules with timeout.
Start Date: The respective firewall rule effect will start from this time.
Start Time: The respective firewall rule will start from this time.

End Date: The respective firewall rule effect will end on this date.

End Time: The respective firewall rule will end at this time.

Rule: To indicate Allow or Block status.

Delete: To delete the entry to the firewall rules list.
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Procedure

To Add Port/Range of ports
1. To add a new rage of Port address, click the Add button.

= & A | us-english ~| ©sync  CRefresh & admin v

Add Port Rule

Add Port rule

2.In the Add new rule for Port window, enter the port number or a range of port numbers in
the Port Single (or) Range Start field.

NOTE
Port value ranges from 1 to 65535.

3. Enter the end value in the Port Range End field.

4. Select the Protocol to be either TCP or UDP or Bot.

5. Select the Network Type. It may be IPv4 or IPv6 or Both.

6. Select Timeout to enable or disable firewall rules with timeout.

7. Enter Start Time to start the respective firewall rule effect from this time.
8. Enter Start Date to start the respective firewall rule effect from this date.
9. Enter End Date to end the respective firewall rule effect on this date.

10. Enter End Time to end the respective firewall rule effect at this time.

NOTE
The time should be in the YYYY/MM/DD:hh-mm format.

11. Select the Rule to determine the rule to Block or Allow.
12. Click Save to save the changes made.
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Procedure

To Recover Client System From Firewall

» Afirewall rule will be added in BMC, if there is flood of packets like DoS attack from
a client.

» This firewall will completely block the client IP so that no packets can reach BMC.

e Once the administrator makes sure that this firewall rule can be removed since
there are no more attacks from the same IP, then the rule can be deleted from the
existing firewall rules.

This firewall rule can be deleted by accessing WEBUI from a different client IP.

1. Click General Firewall Settings - Existing Firewall Settings icon. This action opens
the Existng Firewall Settings page as shown in the screenshot below.

T0.0.T24.797 says

Are you sure to perform this operation?

Existing IP Rules

o

0 IP /1P Range: 10.0.124.22
1

Rule: Block
Timeout: Disabled
From: Mone

To: None

Existing Firewall Settings
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11.14 User Management

The User Management page allows you to view the current list of user slots for the server.
You can add a new user and modify or delete the existing users.

To open User Management page, click Settings - User Management from the menu bar.
A sample screenshot of User Management page is shown below.

& A | Us-English v ©Sync  ZRefresh & admin v

A Home - Settings - User Management
User Management

Channel 1 v

. Channel 1 . Channel 1 . Channel 1 . Channel 1
- 1anonymous - 2 admin (Active) - 3 (Disabled) . 4 (Disabled)
(Disabled) Administrator
No Access KVM VMedia
KVM VMedia
. Channel 1 . Channel 1 Channel 1 . Channel 1
. 5 (Disabled) - 6 (Disabled) - 7 (Disabled) . 8 (Disabled)
. Channel 1 . Channel 1 . Channel 1 . Channel 1
. 9 (Disabled) . 10 (Disabled) . 11 (Disabled) . 12 (Disabled)
. Channel 1 . Channel 1 . Channel 1
. 13 (Disabled) . 14 (Disabled) . 15 (Disabled)

Click user icon ( & ) and select any free slot to add a new user from the User Management
main page.

Click Delete icon (x) on the top right corner to directly delete an item from the list.

NOTE
The Free slots are shown as “Disabled” in all columns for the slot.

The fields of User Management page are explained below.
Channel: To choose a particular channel from the available channel list.
User ID: Displays the ID number of the user.

NOTE
The list contains a maximum of fifteen users only.

User Name: Displays the name of the user.

User Access: To enable or disable the access privilege of the user.

Network Privilege: Displays the network access privilege of the user.

SNMP Status: Displays if the SNMP status for the user is enabled or Disabled.
E-mail ID: Displays e-mail address of the user.
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Add User: To add a new user.
Delete User: To delete an existing user.

Procedure to add a new User

1. To add a new user, select a free section and click on the empty section. This opens the
Add User screen as shown in the screenshot below.

& A | Us-English v ©Sync  ZRefresh & admin v

# Home -~ Settings > User Management > User Management Configuration

User Management Configuration

Username

Password Size

16 bytes v

Password

Confirm Password

Enable User Access
Enable Channel Access
Channel 1
Channel 2
Channel 8

Privilege(Channel 1)

User v

Privilege(Channel 2)

User v

Privilege(Channel 8)

User v

KVM Access

User Management Configuration

2. Enter the name of the user in the User Name field.

NOTE

- User Name is a string of 1 to 16 alpha-numeric characters.

- It must start with an alphabetical character.

- It is case-sensitive.

- Special characters ’(hyphen), ‘_'(underscore), ‘@’(at sign), ‘.’ (dot) are allowed.
- For 20 Bytes password, LAN session will not be established.

3. Set Password Size for the new password.
4. Inthe Password and Confirm Password fields, enter and confirm your new password.
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NOTE

- Password should be the combination of alphabets, numbers, symbol and upper case
characters.

- White space is not allowed.

- This field will not allow more than 16/20 characters based on Password size field
value.

- This field will not allow the below mentioned characters.

- The password should be a string, if you try to set password using “ipmitool user set
password”.

Hex Char Hex Char

00 | NUL"\O' 11 DC1 (device control 1)
01 | SOH (start of heading) 12 | DC2 (device control 2)
02 | STX (start of text) 13 DC3 (device control 3)
03 | ETX (end of text) 14 | DCA4 (device control 4)
04 | EOT (end of transmission) 15 NAK (negative ack.)
05 | ENQ (enquiry) 16 | SYN (synchronous idle)
06 | ACK (acknowledge) 17 | ETB (end of trans. blk)
07 | BEL \a’ (bell) 18 | CAN (cancel)

08 | BS\b’ (backspace) 19 EM (end of medium)
09 | HT "\t (horizontal tab) 1A | SUB (substitute)

0A | LF\n’ (new line) 1B | ESC (escape)

OB | VT \V' (vertical tab) 1C | FS (file separator)

0C | FF\f' (form feed) 1D | GS (group separator)
0D | CR‘\r (carriage ret) 1E | RS (record separator)
OE | SO (shift out) 1F | US (unit separator)

OF | SI(shiftin) 20 SPACE

10 | DLE (data link escape) 7F | DEL

In Enable User Access, select this option to enable the network access for the
appropriate user.

NOTE

- Enabling Channel User Access will intern assign the IPMI messaging privilege to the
specific Channel user.

- It is recommended that the IPMI messaging option should be enabled for the user to
enable the User Access option, while creating User through IPMI.

In Enable Channel Access field, select the channel/channels to enable the network
access for the appropriate channels.”

In the Privilege field, select the privilege assigned to the user which could be
Administrator, Operator, User, OEM or None. By default, the channel privileges will be
displayed based on the channel availability.
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NOTE
Callback privilege will be displayed in Privilege field only if its assigned by other

interfaces.
By default, Callback privilege will not available to set privilege as like other privilege

options from Web Ul.

8. Check KVM Access to assign the KVM privilege for the user.

NOTE
While modifying the KVM access by logged in User, it will prompt you with the alert
message to log out the current session to reflect the changes.

9. Check VMedia Access assign the VMedia privilege for the user.

NOTE

- The term VMedia represents H5Viewer, VMapp and VMCLI clients.

- It is recommended that the privileges support to KVM and VMedia should be provided
only to the ADMIN user and shouldn’t be provided to USER and OPERATOR privilege
level users. The Admin user can provide the privilege support to USER and
OPERATOR privilege level users at their own risk.

- VMedia Privilege only restricts initiating / starting media redirection. If a device is
already being redirected and attached to the host, then in host it will be visible as
normal device. Hence it will be accessible to all the KVM sessions. Which includes
‘KVM Privilege only’ sessions as well.

- While modifying the KVM and VMedia access by logged in User, it will prompt you
with the alert message to log out the current session to reflect the changes.

10. Check the SNMP Access check box to enable SNMP access for the user.

NOTE
Password field is mandatory, if SNMP Status is enabled.

11. Choose the SNMP View from the drop-down list - this feature is for the security of
access and the SNMP view is added to prevent the SNMP users from accessing the
data with excessive privileges. In the SNMP View drop-down list, select the assigned
SNMP user which could be Administrator, Operator, User or OEM.

NOTE
SNMP View field is mandatory, if SNMP Status is enabled.

12. Choose the SNMP Access level option for user from the SNMP Access level drop-
down list. Either it can be Read Only or Read Write.

13. Choose the SNMP Authentication Protocol (SHA256, SHA384 and SHA512) to use for
SNMP settings from the drop down list.

NOTE

Password field is mandatory, if Authentication protocol is changed. Currently only
SHA256, SHA384 and SHAS512 are supported. SHA and MD5 protocols are
deprecated and can be used only if previously configured and preserved user has
this protocol enabled.
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14. Choose the Encryption algorithm to use for SNMP settings from the SNMP Privacy
protocol drop-down list.

15. Inthe Email ID field, enter the email ID of the user. If the user forgets the password, the
new password will be mailed to the configured email address.

e Maximum allowed size for Email ID is 63 bytes, which includes username and
domain name.

* Email Format: Two types of formats are available:

*  AMI-Format: The subject of this mail format is ‘Alert from (your Host name)’. The
mail content shows sensor information, ex: Sensor type and Description.

*  Fixed-Subject Format: This format displays the message according to user’s
setting. You must set the subject and message for email alert.

NOTE
SMTP Server must be configured to send emails.

16. Inthe Upload SSH Key field, click Browse and select the SSH key file.

NOTE
SSH key file should be of pub type.

17. Click Save to save the new user and return to the users list.
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To Modify User

NOTE
If any changes made in User Access/Privilege or KVM/VMedia access or Change
Password, it will be reflected in the next login only.

1. To modify the existing user, click on the active user tab. This opens a User screen as
shown in the screenshot below.

=] ¥ A | Us-English v| ©sync  ZRefresh & admin v

# Home - Settings - User Management - User Management Configuration

User Management Configuration

Username
admin
Change Password
Password Size

16 bytes v

Password

Confirm Password

Enable User Access

Enable Channel Access

Channel 1
Channel 2
Channel 8

Privilege(Channel 1)

Administrator v

Privilege(Channel 2)

Administrator M

Privilege(Channel 8)

Administrator v
KVM Access

VMedia Access

2. Enter the Username in the given field.

3. Mention the same password which is initially given to the login page in Logged-In
Password field.

NOTE
User must enter the logged-in password again for confirmation. If it is successful only,
user modifying operation can be done otherwise error message will pop-up.

4. Check Change Password, if you wish to change the existing Password.

NOTE

If user login with admin and testuser in two different Web-Browsers and change the
password for testuser account from admin account then the testuser account will
automatically get logged-out from Web-Browser where the testuser is logged in.

5. Follow the steps (3 to 15) of Procedure to add a new User.
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6.
7.

Click Save to save the changes and return to the users list.
Click Delete to delete the user.

NOTE
There is a list of reserved users which cannot be added / modified as BMC users.

Important:

Reserved Users: There are certain reserved users which cannot be added as BMC
Users. The list of reserved users are given below,

- sysadmin
- daemon

- sshd
-ntp

- root

118




11.15 Video Recording

To open SOL Set page, click Settings - Video Recording from the menu bar. A sample

screenshot of the Video Recording is given below.

Video Recording

Auto Video Settings SOL Settings

A | US-English

v | ©Sync

# Home

2 Refresh

2 admin ~

Settings Video Recording

Video Recording

1. Auto Video Settings
Video Trigger Settings
Video Remote Storage
Pre-Event Video Recordings
2. SOL Settings
SOL Configurations
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11.15.1 Auto Video Settings

This page is used to configure the events that will trigger auto video recording function of
the KVM server. A sample screenshot of the Video Recording is given below.

= & A Us-English v | @sync ZRefresh & admin +
. . # Home - Settings - Video -~ Auto Video Settings
Auto Video Settings
o ] il
Video Trigger Settings Video Remote Storage Pre-Event Video Recordings
. .
Auto Video Settings
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11.16.1.1 Video Trigger Settings

To triggers for Auto Video Recording, click Video Recording - Auto Video Settings -
Video Trigger Settings from the menu bar. A sample screenshot of Video Trigger Settings
page is shown below.

Video Trigger Settings

Critical Events (Temperature/Voltage)
Neon Critical Events (Temperature/Voltage)
Non Recoverable Events (Temperature/Voltage)
Fan state changed Events
Watchdog Timer Events
Chassis Power On Events
Chassis Power Off Events
Chassis Reset Events

LPCReset Events

u Date and Time Event

Date

8
Time

o]
u Pre-Event Video Recording
Crash Reset
o Pre-crash Pre-reset

Event List: It shows the list of available events to be configured. The events are mentioned
below.

Critical Events (Temperature/Voltage)
+  Non Critical Events (Temperature/Voltage)
+  Non Recoverable Events (Temperature/Voltage)
+  Fan state changed Events
«  Watchdog Timer Events
+  Chassis Power on Events
+  Chassis Power off Events
+  Chassis Reset Events
+  LPC Reset Events
«  Date and Time Event
*  Pre-Event Video Recording
- Pre-crash
- Pre-reset

Save: To save any changes made.
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Procedure
1. Check the events to be enabled.

2. To set particular Date and Time Event, check the option Date and Time Event.
A. Choose the month, day and year from the Date field
B. Enter/Choose the Time in hh:mm format in the respective fields.

NOTE

KVM service should be enabled to perform auto-video recording. The date and time
should be in advance to the system date and time.

3. Click Pre-Event Video Recording to edit the Pre-Event video recording configurations.
A sample screenshot of Pre-Event Video Recordings page is shown as below.

NOTE

Disable/Enable pre-event recording selection for newly modified configuration to take
effect.

Pre-Event Video Recordings

nis page is used to configure the Pre-Event video recording options. Pre-Eventvidso
recording is disabled by default
Ta enable the Pre-Event video recording, g0 to the Trigzers Configuration page
Mote:
Disable/Enable pre-event recording sclection for newly medified configuration to
e effect.

Video Quality

compression Mode

High w
Frames Per Second

1 ~
Video Duration

10 hd

A. To set video quality, select ranges (very low, low, high, average and normal) from
Video Quality drop-down list.

B. To set compression mode, select modes (high, normal, low, no) from Compression
Mode drop-down list.

C. To set number of frames per second, select frames/sec (1-4) from Frames Per
Second dropdown list.

To set duration of video, select second (10-60) from Video Duration drop-down list.
Click Save to save the changes made on the Pre-Event Video Recording.

122




4.
S.

Select Crash Reset either Pre-crash or Pre-reset.
Click Save to save the changes.

NOTE

Pre-Event video recording will not occur, while active KVM session or Post-event
video recording is in progress.

For supporting video playback using standard video players (e.g. VLC), the
downloaded AVI video file will be created with minimum of 3 FPS. Configured FPS
value is not applicable here.
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11.16.1.2 Video Remote Storage

To Video Remote Storage capture host video before critical event like crash or reset
occurs, click Video Recording - Auto Video Settings - Video Remote Storage. A Sample
screenshot of Video Remote Storage is as shown below.

= & A | us-english v| Osync  TRefresh L admin v

Video Remote Storage

Video Remote Storage

1. Check Record Video to Remote Server to enable the Remote Video Support.

NOTE
By default, video files will be stored in local path of BMC. If remote video support is
enabled, then the video files will be stored only in remote path, not within BMC.

Enter Maximum Duration (Sec) of the video.
Enter Maximum Size (MB) of the video.
Enter Maximum Dumps of the video.
NOTE
- The Maximum Duration of the video should be in the range from 1 to 3600 seconds.
- The Maximum Size of the video should be in the range from 1 to 500 mb.
- The Maximum Dumps should be in the range from 1 to 100.
- The recorded video file should meet either the size constraint or duration constraint,
according to the configured settings, depending on which constraint is met first.
5. Enter the Server Address.
NOTE
Server address will support the following:
- IP Address (Both IPv4 and IPv6 format).
- FQDN (Fully qualified domain name) format.
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6. Enter the source path in Path in Server field.

NOTE

Path must be alpha-numeric and the following special characters are only allowed:
‘/'(backward slash), ‘\'(forward slash), ’hyphen, ‘_’(underscore), ‘.’(dot) and ‘'(colon).

This field will not allow more than 256 characters.

7. Select the Share Type (NFS/CIFS). If the selected share type is (CIFS), enter the User
Name, Password and Domain Name in the respective fields.

8. Click Save to save the settings.

Pre-Event

Pre-Event video recording files will be named as per event captured. For example - if any
video is recorded for Crash Event, the recorded file will be named as pre_crash_video_x.dat,
where x is file count, similarly if it is recorded for reset event it will be named as
pre_reset_video_x.dat.

Post-Event
Post-Event video recording files will be named as shown below.

video_dump_<Hostname>_%Y%m%dT%H%M%S.dat.

File Count and Duration for Pre and Post Event Recordings are as shown in the below table:

Pre-Event Video

Auto Video Recording (Post Recording(only for

Even
ent) Crash/reset event)
20 seconds or 5.5MB video allowed if Default-10sec, but can be
Local Storage. configurable up to 60sec.

Time Limits | 300 seconds or 500MB video recording
allowed if Remote Storage (Remote

Path).
Local Storage: 2 (After 2, if video 1 if local storage/3 if remote
recording starts, the oldest video file storage. (Once Max file count
Video File | @M0Ng the twq files will be replaced rgached, will Delefce Old video
Count with the new video) file to store new file.)

Remote Storage: maximum configured
dump value of video files for Remote
Storage.
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NOTE

If video resolution change during auto-video recording then multiple video files
will be downloaded. That is, a video file will be generated for each resolution
change. So in case of resolution change, video file will be downloaded with name
video_dump__%Y%m%dT%H%M%S_part.dat, where N is the number of files
downloaded for a particular video recording.

Multiple video files will be generated only for HTML video download option. In
case of Java video download application, single video file will be downloaded
even when resolution changes occurs. This behavior difference between HTML
video download option and Java video download application is due to browser
memory constrain.

In some cases, the “power off” post-event cannot record the screen because of
shutdown process, i.e.,host boot into BIOS/DOS, is too short.

When the video file cannot be recorded due to some reasons, the video file
cannot be downloaded /played.
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11.15.2 SOL Settings

To open SOL Settings page, click Settings - Video Recording - SOL Settings from the

menu bar. A sample screenshot of SOL Settings page is shown below.

SOL Settings

SOL Con

e

figurations

=

A | Us-English

@ Sync

Settings - Video

< Refres|

h

A admin ~

Recording SO ting:

The SOL Settings consists of the fields as given below.
SOL Configurations

SOL Settings
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11.16.2.1 SOL Configurations

Configuration List: It shows the list of available configurations to be configured.
The configurations are mentioned below.

Volatile Bit Rate
+  Non-Volatile Bit Rate
A sample screenshot of SOL Configurations page is shown below.

= B A | us Enplish v GSyn £ Refresh A admin ~

SOL Configurations

SOL Configurations

Procedure

1. Choose Volatile Bit rate to determine which baud rate will be used for both of IPMI
and HTML based SOL, this field will be overwritten as same as Non-Volatile Bit rate
after reboot.

2. Choose Non-Volatile Bit rate to determine which baud rate will be saved, it will set to
Volatile Bit rate after reboot.

3. Click Save to save the current changes.
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11.16 IPMI Interfaces

This page is used to configure the IPMI Interfaces. To open IPMI interfaces page, click
Settings = IPMI Interfaces. A sample screenshot of IPMI Interfaces page is displayed
below.

IPMI Interfaces

IPMI Interfaces
IPMI Over LAN WA IPMI Over KCS

B Save

IPMI Interfaces

This page displays the following interfaces like IPMI Over LAN and IPMI Over KCS.

Procedure
IPMI Over LAN: Check or uncheck the IPMI Over LAN interface which allows the user to
perform IPMI communication over LAN.

IPMI Over KCS: Check or uncheck the IPMI Over KCS interface which allows the user to
perform IPMI communication over KCS.

NOTE
IPMI Communication will not be performed over LAN /KCS interface if it is

disabled.

+ Save: Click Save to save the configured interfaces
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11.17 Fan Mode

Fan mode is used to set fan control policy on the device.

To open Fan Mode Setting page, click Settings > Fan Mode from the menu bar. A sample
screenshot of Fan Mode Setting page is given as below.

Fan Mode Setting

Fan Mode Configuration

CurrentValue

PWM: 0 %

° Optimal Control

Manual Control

B Save

Fan Mode Setting

Fan Mode Configuration

Current Value

PWM: 0%

Optimal Control
° Manual Control

PWM duty-cycle(%)
PWM:

Enable Protection

Save

The fields of Fan Mode Setting page are explained below.
Optimal Control: This mode will set all fans with smart fan algorithm.
Manual Control: This mode will set all fans using manual PWM duty-cycle(%).

Save: To save the changes made.
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11.18 SNMP Community String

SNMP Community Strings are used for authentication and access control in SNMP (Simple
Network Management Protocol) communication. They determine the level of access
granted to devices within a network. The "read-only" community string allows devices to
retrieve SNMP data, while the "read-write" community string enables devices to modify
settings in addition to retrieving data.

To open SNMP Community String Setting page, click Settings > SNMP Community String
from the menu bar. A sample screenshot of SNMP Community String Setting page is given
as below.

SNMP Community String Setting

Read-only Community String

rocommstr

Read-write Community String

rwcommstr

Save

The fields of SNMP Community String Setting page are explained below.

Read-only Community String: This field specifies the community string used for read-only
access to SNMP-enabled devices. Devices configured with this community string can
retrieve SNMP data, but cannot modify any settings.

Read-write Community String: This field specifies the community string used for read-
write access to SNMP-enabled devices. Devices configured with this community string
have the privilege to both retrieve SNMP data and modify device settings.

Save: To save the changes made.

NOTE
1. SNMP community string is only used in SNMP v1/v2c.
2. Only accounts with "Administrator” privilege level can modify it.
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Click Remote Control from the menu bar. A sample screenshot is displayed below.
*  Launch H5Viewer
+  Serial Over LAN

= A Us-English v | ©Sync  ZRefresh A admin

AIC BMC System

Firmware Information
# Home

(]
[ Remote Control reme:s

Apr2 :07:20 CST
Ho

# Dashboard

H5Viewer

@ System Inventory

Click here to go to Remote Session Settings.

[Z Launch H5Viewer

@ FRU Information
© PSU Information
|l Logs & Reports
& settings Serial Over LAN

L3 Remote Control

& Image Redirection

Remote Control page
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12.1 Launch H5Viewer

The system and browser requirements for Remote Control are given below.

System Requirements

1.
2.

Client machine with 8GB RAM.

If the client machine has 4GB RAM or lower, there will be lag in Video/Keyboard/
Mouse/Media redirection functionality.

Supported Browsers

Chrome latest version

Firefox (with limited support)
Microsoft Chromium-based Edge
Safari (On Mac only)

NOTE

- It is advisable to use Chrome for H5Viewer, since Firefox has its own memory
limitations.

- When there is continuous full frame update in host video over a long period of time, it
may result in browser OOM situation. This behavior is observed in all SPX supported
web browsers.

- In Microsoft Windows operating systems, IPv4 addresses are valid location identifiers
in Uniform Naming Convention (UNC) path names. However, the colon " is an illegal
character in a UNC path name. Thus, the use of IPv6 addresses is also illegal in UNC
names.

- For this reason, in IE browser the IPV6 address should be given in “Literal IPv6
addresses in UNC path names” format.

- Stopping an active KVM/Media session during host reboot will impact host boot time
and host inventory feature of redfish (if redfish support is present in BMC). So
suggests to avoid this action.

Example:

For web, 2001-db8-85a3-8d3-1319-8a2e-370-7348.ipv6-literal.net:85

Where IP is 2001:db8:85a3:8d3:1319:8a2e:370:7348 and port is 85.

To open Remote Control page, click Remote Control from the menu bar. A detailed
description of the menu items are given below.

Open the Remote Control page, click Launch H5Viewer. A sample screenshot of the
Remote KVM page is shown below.
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' Remote KVM [192.166.22.51) - 1920 1080] - Google Chrome = o0 X
2 | 192.168.22.51/viewer.html

& Exm ©CDImage: co_Bootiso (418KB)
Video~ | Mouse~  Optons | Keyboard = SendKeys | HotKeys | VideoRecord~ | Power=  ActiveUsers~ | Help~ + Erman

= @) 11:10Pf8

[l © recent
5y © rome i . 5 3 :
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B esktop
wll D Documents e : <> i
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@ Pictures i ¢ ;
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(g & nevvork GHoSTINI GHOSTERRTXT HELP.BAT HIMEMSYS o:svs MSCOEXEXE MSDOSSYS  OAKCDROMSYS ~ RAMDRVESYS  READMETXT
@ computer e = 8
(-2 RESTART.COM RUSET SCANDISKEXE  SCANDISKINI  SETRAMD.BAT svs.com uBoOTEIN
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Remote KVM

Procedure To Start KVM

1. Click Launch H5Viewer to open the Remote Control KVM page. A sample screenshot
of the Remote KVM page is shown below.

@ Remote KVM [192.168.2251) - (1920 x 1080 - Google Chrome - o X

A FE2 | 192168.22.51/viewer.html

& Exm ©CDImage: co_pootiso (418KB)
Video~ | Mouse~ | Optons | Keyboard = SendKeys~ | HotKeys | VideoRecord~ | Power=  ActiveUsers~ | Help~ + Erman

<) 11:10P}

=l © recent
f’ @ Home w 3 5 A
N a o AFUDOSEXE ANDBCODH ASPI2DOS.SYS ASPI4DOS.SYS ASPIBDOS.SYS ASPIBUZ.SYS ASPICD.SYS ATTRIB.EXE AUTOEXEC.BAT BOOTEXLOG
S esktop

D Documents o " i
=]+ cownioass BOOTIOGPR  BOOTLOGTCT  GPOMGHbin  GTCOROMSYS  GTOOSMSYS  CHOSKEE  COMMAND.COM  CONFIGSYS  CONFIGSYSSK  DEBUGEXE
| & music Q

@ Pictures i ¢ <> <> ) i
[ : m:m B V. SRETE. N - SO T,
B B : >
[ & nevvork GHOSTINI GHOSTERRTXT HELP.BAT HIMEM.SYS o:svs MSCOEXEXE MSDOSSYS  OAKCDROMSYS ~ RAMDRVESYS  READMETXT
7§ @ computer - -
(-2 RESTART.COM RUSET SCANDISKEXE  SCANDISKINI  SETRAMD.BAT svs.com usooTEIN

B connecttoserver

2. To stop the H5Viewer video redirection, click Stop KVM.
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Procedure To Start / Stop Media

1. Click Browse to select CD/HD Image. After selecting the image, Select/Unselect media
boost option for CD/DVD.
2. Click Start Media to redirect the selected CD/HD image file to the Host. A sample
screenshot is as shown below.
NOTE
- If media boost mode is selected, the processes related to media redirection will
have high priority than other processes. This will improve media performance but
other processes will have limited access to CPU cycle. Media boost mode is only
applicable for CD/DVD.
- If CD/DVD instance is started with media boost mode, the next CD/DVD instance
will be started without any pop-up message.
- ° g ootiso (418 KB)
e o= 2 o i oo i « EZEDEO0
)
© Recent
y-- L2 B B & B H & € & H
g i : : ; :
. ;:w"loaﬂs BOOTLOG.PRV BOOTLOG.TXT BP_BMC31.bin BTCDROM.SYS BTDOSM.SYS CHKDSK.EXE COMMAND.COM CONFIG.SYS CONFIG.SYS.BK DEBUG.EXE
O EH e o @ @ o B M 2
a @ Trash 9 7D
B connect tto Server
3. To stop the CD/HD Image redirection, click Stop Media.

A detailed description of the menu items are given below.

Video

This menu contains the following sub menu items.
Pause Video: This option is used for pausing Console Redirection.

Resume Video: This option is used to resume the Console Redirection when the session
is paused.

Refresh Video: This option can be used to update the display shown in the Console
Redirection window.

Capture Screen: This option helps to take the screenshot of the host screen and save it
in the client’s system.

Mouse

Show Client Cursor: This menu item can be used to show or hide the local mouse
cursor on the remote client system.

Mouse Mode: This option handles mouse emulation from local window to remote
screen using either of the two methods. Only ‘Administrator’ has the right to configure
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this option.

«  Absolute mouse mode: The absolute position of the local mouse is sent to the
server if this option is selected.

Other mouse mode: This mouse mode sets the client cursor in the middle of the
client system and will send the deviation to the host. This mouse mode is
specific for SUSE Linux installation.

NOTE
Suggest users to use Linux version of OS except SUSE 11.4 with BMC to avoid
mouse sync issue in absolute mouse mode.

Client cursor will be hidden always. If you want to enable, use Alt + C to access
the menu.

Options
Zoom:
Normal - By default this option is selected.

Zoom In - For increasing the screen size. This zoom varies from 100% to 150% with
an interval of 10%

Zoom Out - For decreasing the screen size. This zoom varies from 100% to 50% with
an interval of 10%

Block Privilege Request: To enable or disable the access privilege of the user.

*Compression Mode: This option helps to compress the Video data transfer to the
specific mode.

*DTC Quantization Table: This option helps to choose the video quality.

NOTE
*Specific to AST SOC.

Keyboard

Keyboard Layout: This feature is fully compatible when host and client have the same
keyboard language layout. If the client and host language layouts differ, some special
characters will not be compatible.

List of Host Physical Keyboard languages supported in H5Viewer:

1. English U.S.
2. English UK.
3. German.

4. Japanese.

136



NOTE

- Some keys like Windows, Print Screen have OS precedence and due to this
H5Viewer might not be able to capture those OS precedence key and send it to
host.

- In some cases, after press OS precedence (Windows, Print Screen) keys press
H5Viewer keyboard may not work as expected. This is due to browser focus loss.
Since browser doesn’t have control key press/release will not be done properly.

- It is highly recommended to use Windows key option from Send Keys or using Hot
keys options.

Soft Keyboard: This option allows you to select the keyboard layout. It will show the
dialog as similar to Windows On-screen keyboard. If the client and host languages are
different, you can select the soft keyboard that corresponds to the host keyboard layout
from the list shown in H5Viewer, and use it to avoid typo errors.

NOTE

- Different Linux systems follow different keyboard layouts. So the softkeyboard
displayed uses standard windows keyboard layout irrespective of the host OS.

- Dragging soft keyboard window within video canvas bounds may cause lag in
window movement. This behaviour is caused due to H5Viewer HID event
listener.

We have list of List of Soft Physical Keyboard languages supported in H5Viewer:
English US

English UK

Spanish

French

German

[talian

Korean

Chinese Simplifified

© ®© N o g bk WD

Chinese Traditional

NOTE
Soft keyboard is applicable only for H5Viewer Application not for other application
in the client system.

137



Send Keys
This option is used to key items. This menu contains the following sub menu items.
Hold Down

Press and Release

Hold Down
This menu contains the following sub menu items.

Right Ctrl Key: This menu item can be used to act as the right-side <CTRL> key when
in Console Redirection.

Right Alt Key: This menu item can be used to act as the right-side <ALT> key when in
Console Redirection.

Right Windows Key: This menu item can be used to act as the right-side <WIN> key
when in Console Redirection.

Left Ctrl Key: This menu item can be used to act as the left-side <CTRL> key when in
Console Redirection.

Left Alt Key: This menu item can be used to act as the left-side <ALT> key when in
Console Redirection.

Left Windows Key: This menu item can be used to act as the left-side <WIN> key when
in Console Redirection. You can also decide how the key should be pressed: Hold
Down or Press and Release.

Press and Release

Ctrl+Alt+Del: This menu item can be used to act as if you depressed the <CTRL>,
<ALT> and <DEL> keys down simultaneously on the server that you are redirecting.

Left Windows Key: This menu item can be used to act as the left-side <WIN> key when
in Console Redirection. You can also decide how the key should be pressed: Hold
Down or Press and Release.

Right Windows Key: This menu item can be used to act as the right-side <WIN> key
when in Console Redirection.

Context Menu Key: This menu item can be used to act as the context menu key, when
in Console Redirection.

Print Screen Key: This menu item can be used to act as the print screen key, when in
Console Redirection.

Hot Keys: This menu is used to add the user configurable shortcut keys to invoke in
the host machine. The configured key events are saved in the BMC.

This menu contains the following sub menu items.

+  Add Hot Keys - This menu is used to enable macros. Click Add to macros.
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Video Record
This menu contains the following sub menu items
Record Video: This option is to start recording the screen.
Stop Recording: This option is used to stop the recording.

Record Settings: This option is used to set video record duration and video
compression value. Video record duration value should be in the range of 1 to
1800 seconds. Video Compression value should be in the range of 0.1 (Low
image quality) to 0.9. (High image quality). In H5Viewer video recording, the
recorded video duration will not be same as the configured duration. The
recorded duration will be close to the configured duration.

Normalized video resolution to 1024 X 768 (*Specific to AST SOC): Host video will be
scaled to 1024 x 768 in the recorded video file. Enabling this option improves client side
video recording performance in H5Viewer.

Disable this option to record video at same resolution as host video. The host video
capture depends on client system performance. If this option is disabled, recorded video
file may have inconsistency. (i.e., Recorded video file duration may not be the same as
configured value).

NOTE

The Maximum video file size allowed is around 40MB. If the video file size
reaches its max size limit, the recorded file is downloaded and recording will be in
progress until the configured video recording time is reached. The video file is
saved as video_date-month-year_hr-min-sec_partno in client side video recording.

Users have to take care of saving the video files in different browsers.

When H5Viewer focus is lost and if video recording is in progress, the recording
will be stopped with a notification message and the recorded video file will be
discarded.

Due to browser limitation, Set timeout/set interval will be delayed from specified
time of interval when browser window loses focus, Hence video server will not
send the video packets to H5View-er and so the video recording will be stopped.

Power

The power options are to perform any power cycle operation. Click on the required
option to perform the following operation.

Reset Server: To reboot the system without powering off (warm boot).
Immediate Shutdown: To perform Power OFF Immediately.

Orderly Shutdown: To Power OFF the server in proper order.

Power ON Server: To Power ON the server.

Power Cycle Serve: To first power off, and then reboot the system (cold boot).
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Active Users

Click this option to display the active users and their system ip address.

Active KVM Session can be terminated when there are multiple KVM Session From
Master [FULL Privilege KVM Session].

Help

Click this option to get more information About H5Viewer. The KVM Remote Console
utility version and plugin version will be displayed.

Quick Buttons

Quick Buttons: The upper right of H5Viewer window displays all the quick buttons.
These quick buttons allow you to perform the below functions by clicking them.

Quick Buttons Explanation
This quick button will show/hide notifications dropdown
A menu, which will contains the list of notifications

displayed by H5Viewer.

It shows the current zoom value in percentage.
Zoom 100 % P g

This quick button is used to display the current host monitor
status. If icon is in green color then host monitor is unlocked. If
the icon is in red color host monitor is locked. By clicking the
button host monitor status can be toggled.

This quick button is used to display the current server power
status. If the icon is in green color, the server status is
E powered on.

If the icon is in red color, the server status is powered off. Click
the button to toggle immediate power off / power on the host.

Status bar buttons

LWIN = RWIN @ LALT @ LCTRL @ RALT Bii®ii(8 m CAPS @ SCR

Num/Caps/Scroll lock buttons are LED status buttons that denotes the current
status of Num/Caps/Scroll lock in the host.

Keyboard LED Sync

When the H5Viewer is launched, the keyboard locks status and LEDs denoting the lock
status of the host machine, should be in sync with the client machine. That is, if the
Num/Caps/Scroll lock is enabled/disabled in the client machine, the same should be
updated in the host machine as well.
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NOTE
Client Side Limitations
Due to web browser related security concerns, this feature has following limitations.

- Host LED status will be synced with client LED status, only if user presses any key
in client keyboard when H5Viewer window is in focus.

- Client keyboard LED status cannot be updated from web browsers.

- The LED Caps lock status shown in H5Viewer indicates the Caps lock status of
the host.

- However, if the Caps lock status is changed before launching H5Viewer, the LED
status for Caps lock in H5viewer will not synchronize with the physical keyboard
Caps lock status of the client.

Host Side Limitations

- In some Linux hosts, when the host is booted into text mode, CAPS LOCK LED
status will not be updated properly. This limitation is caused by the OS, as the
CAPS LOCK LED won’t turn ON/OFF while changing the CAPS lock status in the
host OS.

- In such cases, H5Viewer CAPS LOCK LED synchronization functionality will not
work properly.

Control keys

This option provides the same functionality of Send Keys - Hold Down menu item.
Select any of the menu item, it will highlight the corresponding status bar button in green
color. Similarly by clicking the buttons will toggle the selection status of the
corresponding menu item.

KVM Sharing

Support “N” number of KVM Redirection sessions. Only one full permission H5Viewer
session at a time.

With Full permission in H5Viewer, the user can control the KVM redirection, and the
other H5Viewer users can only view the video redirected from the server without
intervention.

When the First user launches H5Viewer, the user will get full permission to control the
host during KVM redirection. When another H5Viewer session is launched, the Video
server will send KVM sharing permission request packet to the current session, for the
new Requesting session.

Once the requesting session is authenticated, a packet containing the information such
as the client IP/hostname and user name of the newly authenticated or logged in user,
will be send to the current session. The first client shows the dialog as a shown below:
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Slave Permission

admin user with IP address 192.168.22.64 is trying to connect. What level of permission do you
wish to grant them?{If Full Permission is selected, active H3Viewer media redirection will be
terminated)

You have 26 more seconds to make a decision.

m Partial Permission Block Privilege Request ~ No Permission

Clicking the button in the dialog box will trigger specified action:

Full Permission: When this button is clicked, the requesting session will receive full
access permission, and the current (full permission) session will have a partial KVM
access permission only.

Partial Permission: When this button is clicked, the requesting session will receive
partial permission and can only view server display (Video only).

Block Privilege Request - Partial Permission: Once this option is selected, both newly
requesting session and active partial privileged session will get partial permission as
auto response and can only view server display. Further request will be served by auto
response mechanism.

Block Privilege Request - No Permission: Once this option is selected, both newly
requesting session and active partial privileged session access will be denied as auto
response. Further request will be served by auto response mechanism.

No Permission: When this button is clicked, the requesting session access will be denied.

If full privilege session is closed using stop KVM button and there is more than one
active partial privilege session, then the user will be prompted to transfer the current
privilege to any of the active sessions. Selected session will be notified about change in
KVM permission.

y ]
Switch Master -
Which session would you like to grant full permission after you exit?
Jadmin (10.0.101.48)
You have 6 more seconds to make a decision. The YES option will be chosen if no answer is
obtained.
Grant Permission
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NOTE

Note: Due to web browser limitation, this prompt will not be displayed when full
privilege session is closed using “X” button in KVM window. In this case, partial
privilege session needs to manually request for full permission.

Quick Buttons

The lower right of Console Redirection windows displays all the quick buttons. These
quick buttons helps you to perform these functions by just clicking them.

NOTE

This option is available only when you launch the Java Console.

Quick Buttons

Explanation

-

This key is used to play the Console redirection after being
paused.

had

This key can be used for pausing Console Redirection.

This button is used to view the Console Redirection in full
screen mode.

LY NOTE
LA Set your client system resolution same to host system
resolution so that you can view the server in full screen.
ﬂ- This quick button is used to show or hide the soft
keyboard.
i) . | Drag this to zoom in or out.
50 100 150

This quick button is used to record the video.

This quick button is used to show or hide the mouse
cursor on the remote client system.

Active Users

This quick button will work like toggle button if icon is
in green color server status is power on by clicking the
button immediate shutdown action will be triggered in
host If the icon is in red color server status is power off.
Click the button to power on the host.

This quick button displays the available hotkeys.
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4 &

These three quick buttons will pop up a virtual media
where you can configure the media.
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12.2 Serial Over LAN

Serial Over LAN (SOL) is a mechanism that enables the input and output of the serial port
for a managed system to be redirected over IP; In this feature, Serial data is transmitted to

HTML5 Web Ul through websocket.
To activate SOL Support, follow the below procedures.

1. Click Remote Control from the menu bar. A sample screenshot of Remote Control
page is shown as below.

Remote Control remote console

H5Viewer

Click here to go to Remote Session Settings.

Z' Launch H5Viewer

Serial Over LAN

&' Activate

Remote Control - Serial Over LAN

2. Click Activate to activate SOL. The default text console size for SOL is 80x25.
Columns and Rows cannot be edited and these values will change automatically
based on resizing the popup window. A sample screenshot is displayed below.
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> | 192.168.0

Deactivate Columns

Remote Control - Serial Over LAN

3. Press Enter. Enter your Login name, and again press Enter.

4. Enter your Password, and press Enter. SOL will be activated. A sample screenshot is
as shown below.

Deactivate Columns

Shells

Shell>

Shell>

Shells

Shell>

Shell» hello

'helle' is not recegnized as an internal or external command, operable program,
or script file.

Shell>

Shells

Shell>» test

'tast' is not recognized as an internal or external command, operable program, o
7 Sreraes . ke

Shell>

5. Click Deactivate to deactivate SOL.
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This page is used to configure the images into BMC for redirection. This can be done
either by uploading an image into BMC say, Local Media or by mounting the image from
the remote system, Remote Media.

To open Images Redirection page, click Images Redirection from the menu bar.
A sample screenshot of Images Redirection page is shown below.

Image Redirection

2

Remote Images

The fields of Images Redirection page are explained below.
*  Remote Images

NOTE

Media will always be redirected using the lowest available instance number,
regardless of the instance slot opted in Web Ul. This is applicable for both local and
remote media images.
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13.1 Remote Images

The displayed table shows configured images on BMC. You can configure images of the
remote media server.

Click Media General Settings or Remote Media for navigating to the appropriate page.

= = A " Sy Smefresh A admin -

Remote Media trotate CO/OVI/HDD itmiages in the netwark 26 host 42 media throush BUMC

NOTE

More than one image can be configured for each image type. At maximum 4 images
can be configurable.

To configure the image, you need to enable Remote Media support under Settings
- Media Redirection - General Settings.

To start/stop redirection and to delete an image, you must have Administrator
Privileges.

Free slots are denoted by “~".

Supported CD/DVD format: 1IS09660, UDF(v1.02~v2.60).
Supported CD/DVD media file type: (*.iso), (*.nrg).
Supported HDD media file type: (*.img), (*.ima).

The fields of Remote Media tab are as follows:

Multiple Image support in Image Redirection

Media Type: Displays type of Media such as CD/DVD.

Media Instance: Displays total media instance count.

Image Name: Displays the default recovery image name on the server.
Status: Displays the status of the media.

Session Index: Displays Media Server Session Index.

Start/Stop Redirection: To start or stop Media redirection.
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Pause: To Pause the Media redirection.
Refresh Image List: To get latest Image lists from the Remote Storage.

Sync Image Status: Click Sync Image Status to turn on/off the redirection status of images
from the BMC.

149



Procedure

1.

To Start/Stop Redirection and configure Remote media images, click * (Start/Stop
icon) and make sure Remote Media Support option is enabled.
Select a configured slot and click * (Start/Stop icon) to start the Remote media

redirection. It is a toggle button, if the image is successfully redirected, then click ”
(Start/Stop icon) to stop the Remote media redirection. If you want to pause the

Remote media Redirection, click (Pause icon).

NOTE
Redirection needs to be stopped to clear the image.
Following special characters not allowed for image name

$0<>&*"|=2%[S-#~N\"%/\\:+,

CD Redirection with Media Boost Mode: To perform CD Redirection with Media Boost
Mode.

«  Select CD media configured slot and click * Starticon to start the remote
media redirection.

+  This action prompts you with the message and click OK to redirect image with the
media boost mode. Or else, click Cancel to stop this action. A sample screenshot
is displayed below.

NOTE

If media boost mode is selected, the processes related to media redirection will
have high priority than other processes. This will improve media performance but
other processes will have limited access to CPU cycle.

If CD/DVD instance is started with media boost mode, the next CD/DVD instance
will be started without any pop-up message.

Remote Media

Media Boost Mode

To clear an image status, select an image and click (Clear icon) to clear image
status from the device.

Click Refresh Image list to get latest Image lists from the Remote Storage. The Latest
Image Names list will be displayed in the Image Name drop-down list.
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Single Image support in Image Redirection

NOTE
Only Single image can be configured for each image type.

To configure the image, you need to enable Remote Media support under Settings
->Media Redirection > General Settings.

To start/stop redirection and to delete an image, you must have Administrator
Privileges.

Free slots are denoted by “~

The fields of Remote Media tab are as follows:

Media Type: Displays type of Media such as CD/DVD and Harddisk.
Image Name: Enter the default recovery image name on the server.
Redirection Status: Displays the status of the media.

Start/Stop Redirection: To start or stop Media redirection.

Pause: To Pause the Media redirection.

Procedure

1. To Start/Stop Redirection and configure Remote media images, click » (Start/Stop
icon) and make sure Remote Media Support option is enabled.

2. Select a configured slot, and enter the default recovery image name on the server in
the Image Name text field.

3. Click » (Start/Stop icon) to start the Remote media redirection. It is a toggle button,
if the image is successfully redirected, then click » (Start/Stop icon) to stop the
Remote media redirection. If you want to pause the Remote media Redirection, click

(Pause icon)

NOTE

Redirection needs to be stopped to clear the image.
Following special characters not allowed for image name
$0<>&* =2 [1S-#~1\"%/\\:+,

4. Toclear animage status, select an image and click ( ) (Clear icon) to clear image
status from the device.
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To open Chassis Identify, click Chassis Identify from the menu bar. A sample screenshot
of Chassis Identify is shown below.

AIC BMC System

. Firmware Information
0.03.1
Apr29202413:07:20 CST

Chassis Identify

Host Online

@& Dashboard Chassis Identify LED Control

@ Sensor LED Status: Off

© System Inventory @ (Chassis Identify Off

© FRU Information Chassis Identify On

© PSU Information

[l Logs & Reports

£ Settings

& Remote Control

B Image Redirection

@ Chassis Identify

The various options of Chassis Identify are given below.
*  Chassis Identify Off: This option will turn off the Chassis Identify LED.
*  Chassis Identify On: This option will turn on the Chassis Identify LED.
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This page allows you to view and control the power of your server.

To open Power Control, click Power Control from the menu bar. A sample screenshot of
Power Control is shown below.

= & A | us-English v| ©sync  CRefresh & admin v

Power Control

nnnnnnnnnnnnnnnnn

® Perform Action

The various options of Power Control are given below.

Power Off: To immediately power off the server.

Power On: To power on the server.

Power Cycle: This option will first power off, and then reboot the system (cold boot).
Hard Reset: This option will reboot the system without powering off (warm boot).

ACPI Shutdown: This option to initiate operating system shutdown prior to the shutdown.
Perform Action: Click this option to perform the selected operation.

Procedure

Select an action and click Perform Action to proceed with the selected action.

NOTE

During Execution you will be asked to confirm your choice. Upon confirmation, you will
be informed about the status after few minutes.
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To open the Maintenance page, click Maintenance from the menu bar. This group of pages
allows you to do maintenance tasks on the device. The menu contains the following items:

*  Backup Confifiguration
* Firmware Image Location
*  BMC Firmware Information
BMC Firmware Update
*  Preserve Confifiguration
* Restore Confifiguration
*  Restore Factory Defaults
e System Administrator
e  BIOS Firmware Information
e  BIOS Firmware Update
e  CPLD Firmware Update
* POST Code
* BMC Reset
A sample screenshot of Maintenance page is displayed below.

. # Home
Maintenance

fe

& i @

Backup Configuration Firmware Image Location BMC Firmware Information BMC Firmware Update

1. ) =%

Preserve Configuration Restore Configuration Restore Factory Defaults System Administrator

® o i

BIOS Firmware Information BIOS Firmware Update CPLD Firmware Update POST Code

O :@ b

BMC Reset

Maintenance
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16.1 Backup Configuration

In order to encrypt the backup configuration, your BMC image needs to be signed with an
AES key before back up, please refer to BACKUP and RESTORE KEY section.

This page allows you to select the specific configuration items to be backup in case of
“Backup Configuration”.

To open Backup Configuration page, click Maintenance - Backup Configuration from
the menu bar. A sample screenshot of Backup Configuration page is shown below.

Backup Configuration

Check All

SNMP
KVM
Network & Services
IPMI
NTP

Authentication

SYSLOG

The various fields of Backup Configuration page are given below.
Check All - To select all the configuration list.

Download Config - To download and save the configuration files backup from BMC to client
system.

NOTE

During backup, because of security concern, the mechanism parses sensitive data
to filter it out and not backup sensitive files. All IPMI users password be set to
default password. User has to set password again after restoring configuration by
using default user in case of login failure.

Procedure for Backup Configuration

1. Click Check All to backup all the configuration items or check the configuration that
needs to be backup. The Backup Configuration page will appear as shown in the
above screenshot.

NOTE

Network configurations are inter-related to IPMI, and hence by default IPMI
configurations will be selected automatically when you select “Network and
Services” to be backed up.

2. Click Download Config to save the backup file to the client system.
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3. Click OK to perform the backup action. The Backup file will be saved in the client
system.

4. Click Cancel to cancel the backup process.

NOTE

If select sd/emmc for backup conf space, has to create /confbkup folder in sd/emmc
partition before backup.

TFTP server configuration

The TFTP server configuration is used for exporting the backup file.

NOTE
Ensure that no other TFTP servers are enabled, if so remove all other servers with all
configuration files. Login as “super” user means “root” user.

Procedure to make the default tftp server
1. Install the application which are needed.
> apt-get install xinetd tftp tftpd
2. Edit the configuration file for TFTP.
A. Edit tftp
> vi/etc/xinetd.d/tftp

Edit the file as below:
service tftp
{
protocol = udp
port = 69
socket_type = dgram
wait = yes
user = nobody
server = /usr/sbin/in.tftpd
server_args = <DIR to which the file to be access>
disable = no
}
#EOF
#example:server_args = /tftpboot

NOTE
No arguments to be passed to the server_args other than directory.

B. Edit xinetd.conf
> Vi /etc/xinetd.conf

Add to the file:
defaults
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{

# Please note that you need a log_type line to use log_on_success and
#log_on_failure.

The default is the following :

# log_type = SYSLOG daemon info

}

includedir /etc/xinetd.d
Restart the server.
» /etc/init.d/xinetd restart
Give permission to the file to access by all.
» mkdir <DIR>
» chmod -R 777 <DIR>
» chown -R nobody <DIR>
For Example:
» mkdir /tftpboot
» chmod -R 777 /tftpboot
» chown -R nobody /tftpboot
To receive the file you have to touch the file and give permission to access by all users
» touch <DIR>/conf.bak
» chmod 777 <DIR>/conf.bak
Even after all this step has been done and still facing error of timeout:

A. Check with /etc/xinetd.d/tftp file and uncomment the EOF (Remove the ‘# before
the EOF alone).

B. Restart the server.
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SFTP Server Configuration

1. Install sshif haven't installed.
» sudo apt install ssh

2. Change the configuration of sshd_config.
» sudo vi /etc/ssh/sshd_config

3. Paste below message at the end of the file.

Match group sftp
ChrootDirectory /sftpboot
X11Forwarding no
AllowTcpForwarding no
ForceCommand internal-sftp

LANG LC_*

sTtp Jusrflib/openssh/sftp-server

group sftp
/sTtpboot

4. Restart SSH services.
» sudo apt install ssh
5. Create sftp goup and user.
» sudo addgroup sftp
» sudo useradd -m sftp_test_user -g sftp
» sudo passwd sftp_test_user -> Modify password to “Mom24697#@!"
6. Create a directory.
> mkdir /sftpboot
» chmod -R 755 /sftpboot
Above set up sftp server procedure could refer to below link:

https://linuxhint.com/setup-sftp-server-ubuntu/

7. Put the rom.ima in the /sftpboot.
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16.2 Firmware Image Location

This page is used to configure firmware image into the BMC.

To open Firmware Image Location, click Maintenance - Firmware Image Location from
the menu bar. A sample screenshot of Firmware Image Location page is shown below.

Firmware Image Location

Image Location Type
Web Upload during flash o TFTP Server SFTP Server

Server Address

Retry Count

0

B Save

Firmware Image Location

Image Location Type
Web Upload during flash TFTP Server ° SFTP Server

Server Address

Image Name

Retry Count

0

Username

Password

Save

The various options of Image Transfer Protocol are given below.

Image Location Type: Type of location to transfer the firmware image into the BMC either
Web Upload during Flash or TFTP/SFTP Server.
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TFTP/SFTP Server Address: Address of the server where the firmware image is stored.

NOTE

The Server supports both IPv4 and IPv6 addresses
- IP Address made of 4 numbers separated by dots as in “Xxx.xxx.xxx.xxx".
- Each number ranges from 0 to 255.
- First number must not be 0.

- IPv6 Address made of 8 groups of 4 Hexadecimal digits separated by colon as
N “XXOOCXXXXEXXXX XXX XXX XXX XXX XXX

- Hexadecimal digits are expressed as lower-case letters.

TFTP/SFTP Image Name: Full Source path with file name of the firmware image is
stored on TFTP/SFTP Server.

TFTP/SFTP Retry Count: Number of times to be retried in case a transfer failure occurs.
Retry count ranges from 0 to 255.

Save: To save the configured settings.

Procedure
1. Select the Image Location Type (Web Upload during flash/ TFTP Server/SFTP Server).

2. If the protocol selected is TFTP/SFTP, enter the IP address of the server in the TFTP
Server Address field.

Enter the TFTP/SFTP Image Name in the given field.
Enter the TFTP/SFTP Retry Count value.

Click Save to save the changes.

o u » w

For SFTP Server setting, enter your SFTP Username and Password.
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16.3 BMC Firmware Information

This page is used to configure the Firmware Information settings.

To open BMC Firmware Information page, click Maintenance - BMC Firmware

Information from the menu bar. A sample screenshot of BMC Firmware Information page
is shown below.

BMC Firmware Information

Active Firmware

Active Image ID

1

Build Date

Apr29 2024

Build Time

13:07:20 CST

Firmware version

0.03.1

Firmware name

VOLANS_000301

The various fields of Firmware Information page are given below.

Active Image ID: Indicates the identifier of the active BMC firmware image currently in use.
Build Date: Describes the Build Date of the active BMC image.

Build Time: Describes the Build Time of the active BMC image.

Firmware version: Describes the Firmware version of the active BMC image.

Firmware name: Describes the Firmware name of the active BMC image.
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16.4 BMC Firmware Update

This wizard takes you through the process of firmware upgradation. A reset of the box will
automatically follow if the upgrade is completed or cancelled. An option to Preserve All
Configuration is available. Enable it, if you wish to preserve configured settings through the
upgrade.

Warning: Please note that after entering update mode widgets, other web pages and services
will not work. All open widgets will be closed automatically. If upgrade process is cancelled
in the middle of the wizard, the device will be reset.

NOTE

The firmware upgrade process is a crucial operation. Make sure that the chances of
a power or connectivity loss are minimal when performing this operation.

Once you enter into Update Mode and choose to cancel the firmware flash
operation, the card must be reset. This means that you must close the Internet
browser and log back onto the card before you can perform any other types of
operations.

Once Firmware upgrade using web is started, the regular IPMI command will not
be allowed for safety concern if Enable IPMI Command handling during flashing
support is disabled in project configuration.

This feature enables the user to perform all Firmware Update operations such as Firmware
Update and Dual Firmware Update.

To configure, choose ‘Firmware Image Location’ under Maintenance.

To perform Firmware Update page, click Maintenance - BMC Firmware Update from the
menu bar. A sample screenshot is displayed below.

BMC Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
¢ Dual Firmware update.

Select Firmware Image

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and
services will not work. All the open widgets will be automatically closed. If the upgradation is
cancelled in the middle of the wizard, the device will be reset only for BMC BOOT,and APP
components of Firmware.
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Procedure
1. Click m to select firmware image.

NOTE
A file upload pop-up will be displayed for http/https but in the case of tftp files, the file
is automatically uploaded displaying the status of upload.

2. Click Start firmware update to load the Firmware Update information. A sample
screenshot is displayed below.

NOTE

Signlmage Public Key is feature based option. If encrypted Signimage feature is
enabled, then support to Upload a public.pem key info option will be available.
Firmware update methods and components supported in this page displayed based on

the feature of configured/flashed image. So the content displayed in below screenshot
as part of Note will differ across different image configurations.

BMC Firmware Update

Select Firmware Image

VOLANS_BMC_000301ima _
Start firmware update

Protocol Type: HTTPS
Flash Mode: Default

[Current Active Image Image-1
lImage to be Updated

Inactive Image ~

Preserve all Configuration. This will preserve all the configuration settings during the firmware update - irrespective of
the individual items marked as preserve/overwrite in the table below.

All configuration II be preserved as default during the restare configuration operation. Click "Edit Preserve
Configur B58rve status settings.
Edit Pres:

S.No Preserve Configuration item Preserve Status
1 SDR

2 FRU Overwrite
3 SEL

4 1EMI

5 NETWORK

6 NTP o s
T SHMP Overwrite
2 SSH o e
9 KM Overw

10 AUTHENTICATION

1 SVSLOG

12 WEB

13 REDFISH o
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Firmware Update Page
3. If you want to preserve the configuration, select the option:
+  Preserve all Configuration: To preserve all configuration.
+  Edit Preserve Configuration: To modify the Preserve status settings.

This wizard takes you through the process of firmware upgradation. The protocol
information to be used for firmware image transfer during this update is as follows.

NOTE
All configuration items will be preserved/overwrite as default during the restore
configuration operation.

4. Click Proceed to Flash, it will prompt you with the warning message. Click Ok to start
the Firmware update.

Preserve Lonfiguration™ to modity the Preserve status set’
Edit Preserve Configuration 192.168.22.52 says
We will start the firmware upgrade now. You will not be able to
S.No Preserve Configuration Item access BMC until it flashes and restarts. Do you want to continue?
1 SDR
Cancel
2 FRU
3 SEL Overwrite
4 IPMI Overwrite
5 NETWORK Overwrite
6 NTP Overwrite
7 SNMP Overwrite
8 SSH Overwrite
9 KVM Overwrite
10 AUTHENTICATION Overwrite
11 SYSLOG Overwrite
12 WEB Overwrite
13 REDFISH Overwrite
Proceed to Flash

5. The Firmware update undergoes the following steps:
A. Closing all active client requests
B. Preparing Device for Firmware Upgrade
C. Uploading Firmware Image.

A sample screenshot is shown as below.
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Processing...

Verifying Firmware Image

In Section Based Firmware Update, you can configure the firmware image for
section based flashing.

If the modules differ in size and location, proceed with force firmware upgrade.

If all the module versions are same, restart BMC by saying all the module
versions are similar.

If only few module versions are different, those module will be flashed.

NOTE

Only selected sections of the firmware will be updated. Other sections
are skipped. Before starting flash operation, you are advised to verify the
compatibility between image sections.
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BMC Firmware Update

Note:
Following are the Firmware update metheds and components supported in this page.
* Dual Firmware update.
Select Firmware Image

VOLANS_BMC_00030L.ima

Protocol Type: HTTPS
Flash Mode: Default
ICurrent Active Image Image-1
limage to be Updated
Inactive Image ~

Preserve all Configuration. This will preserve all the configuration settings during the firmware update
- irrespective of the individual items marked as preserve/overwrite in the table below.

All configuration items below will be preserved as default during the restore configuration operation. Click "Edit
Preserve Configuration” to modify the Preserve status settings.

Edit Preserve Configuration

S.No Preserve Configuration Item Preserve Status
1 SDR Overwrite
2 FRU Overwrite
3 SEL Overwrite
4 IPMI Overwrite
5 NETWORK Overwrite
6 NTP Overwrite
7 SNMP Overwrite
8 SSH Overwrite
9 KVM Overwrite
10 AUTHENTICATION Overwrite
1 SYSLOG Overwrite
12 WEB Overwrite
13 REDFISH Overwrite

Section Based Firmware Update

The following section is used to allow the user to configure the firmware image for section based flashing.

Full Flash
Section Name Existing version Uploaded version Upgradable/Non-Upgradable
boot 13.4.000000 13.4.000000
conf 13.4.000000 13.4.000000
bkupconf 13.4.000000 13.4.000000
root 13.4.000000 13.4.000000
osimage 13.4.000000 13.4.000000
WWww 13.4.000000 13.4.000000
testapps 2.4.000000 2.4.000000
bootlogo 1.0.000000 1.0.000000
aic 13.4.000000 13.4.000000
arcity 03.1 03.1

G < 1007
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E. Click Flash selected sections to flashing the BMC firmware image. It will prompt
you with the warning message. Click Ok to start the firmware update.

If flashing is required for all images, select the option Full Flash.

Section Based Firmware Update

192.168.22.52 says
The following section is used to allow the user to configur
Clicking 'OK' will start the actual upgrade operation, where the
FullFlash storage is written with the new firmware image.
Section Name Existing version Uploaded:  Itis essential that the upgrade operation is not interrupted once it
starts.
boot 13.4.000000 13.4.000001( Do you wish to proceed?
conf 13.4.000000 13.4.00000( g Ay
OK | Cancel |
bkupconf 13.4.000000 13.4.00000(
root 13.4.000000 13.4.000000
osimage 13.4.000000 13.4.000000
www 13.4.000000 13.4.000000
testapps 2.4.000000 2.4.000000
bootlogo 1.0.000000 1.0.000000
aic 13.4.000000 13.4.000000
arcity 0.3.1 0.3.1

Processing...
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After the firmware update is completed, the device needs to be reset. It will
prompt you with the message. Click OK to complete the process.

192.168.22.52 says

Firmware reset has been called. Close the current session, and
open a new session after a couple of minutes.

Processing...

NOTE

The Firmware Update page will be disabled and you will not be able to perform
any other tasks until firmware upgrade is completed and the device is rebooted.
You can now follow the instructions presented in the subsequent pages to
successfully update the card’'s firmware. The device will reset if update is
canceled. The device will also reset upon successful completion of firmware
update.
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16.5 Preserve Configuration

This page allows the user to configure the preserve configuration items, which will be used
by the Restore factory defaults to preserve the existing configuration without overwriting
with defaults/Firmware Upgrade configuration.

To open Preserve Configuration page, click Maintenance -> Preserve Configuration
from the menu bar. A sample screenshot of Preserve Configuration page is shown below.

— & A | us-english v | ©sync L admin +

Preserve Configuration

NOTE
You can navigate to the Firmware Update page and Restore Factory Defaults by
clicking the respective links.

The various fields of Preserve Configuration are as follows.

Click here to go to Firmware Update or Restore Factory Defaults: This link will redirect to
the Firmware Update or Restore Factory Defaults page which needs to be preserved.

Check All: To check the entire configuration list.
Save: To save any changes made.

NOTE
This configuration is used by Restore Factory Defaults process.
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[Files Preserved]

SDR

Following files will be preserved.
SDR.dat: This file contains the sensor data record information that is used in IPMI.
Dependency Configurations — NIL

FRU

Following files will be preserved.
FRU.bin: This file contains the logical field replaceable unit data that are used by IPMI.
Dependency Configurations - SDR

SEL
Following files will be preserved when Delete SEL reclaim space is disabled.
SEL.dat: This file contains the system event logs that are being logged by the IPMI.
Following files will be preserved when Delete SEL reclaim space is enabled.
Selreclaiminfo.ini — The file contains the SEL repository information.
SEL folder — This folder contains the multiple files of event logs.
Dependency Configurations — IPMI

IPMI

Select “IPMI” will automatically select another option “Network” and it's vice versa. The

following files are preserved in IPMI configuration.

IPMl.conf: This file contains the IPMI configurations such as SEL rep size, SDR rep size,

interface specific, enable/disable, Primary/Secondary, IPMB Bus number etc.

dcmi.conf: This file contains the DCMI1.5 specification parameters such as DHCP
Timing1, DHCP Timing2, DHCP Timing3. The files are preserved only when DCMI1.5

feature is enabled in the MDS project configuration.

pwdEncKey: This file contains the keys that are used to decrypt the passwords. When
the user password option is enabled in the MDS project configuration, this file will be

preserved.
Dependency Configurations — Network
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Network

To save network settings related with IPMI (LAN IP or DHCP configuration), selecting “IPMI”
will automatically select the another option “Network” and it's vice versa. After restore
configuration, the Network Configuration will be preserved successfully. Following files will
also be preserved.

dhcp.conf: This file is to configure the host name in the FQDN format.

dns.conf: This file is used to configure the DNS registration method and DNS server for
the particular interface.

hostname: This file is used to store the Hosthame of the BMC.

hostname.conf: This file is used to configure the host name creation method
Manual/Automatic for the BMC.

Vlaninterfaces: This file helps to enable the vlan interface for the particular LAN interface.

vlansetting.conf: This file is to store the vlan ID and Vlan priority for the particular VLAN
interface entry.

bond.conf: This file is to enable the bond interface for the specified LAN interfaces.

Interfaces: This file is to configure the IP/IPV6 addresses for the LAN interface using
static/DHCP method.

activeslave.conf:This file is to configure the active interface for the specified bond
interface. This file depends on bond.conf.

hosts: This file is used to store the host name to map the IP address.
hosts.allow: This file contains the list of hosts that has permission to access the system
hosts.deny : This file contains the list of host that does not allow accessing the system

resolv.conf: This file is used to store the name server and domain name for hostname
registration.

dhcp6c-script: This file is used to configure the domain name, DNS server IPv6 address
and NTP address.

dhcpé6c.conf: This file is to configure the IPv6 parameters for the DHCPv6 clients.
ncsicfg.conf: This file is to configure the NCSI related configurations.
nsupdate.conf: This file is to configure the channel ID, package ID for the NCSI interface.

phycfg.conf. This file is to configure the link speed, duplex and MTU value for the
specified interface.

dhcp.preip_4: This file is to store the pre IPv4 address. This file will be created at runtime.
ncml.conf: This file contains service configuration details.
Dependency Configurations — IPMI
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NTP
Following files will be preserved.

ntp.conf: This file contains the NTP dameon protocol configuration parameters such as
synchronization sources, nodes and other related information.

ntp.stat: This file contains the auto or manual network type protocols.
adjtime: This file contains the time to synchronize the system clock.

Localtime: This file is the system link to the file local time or to the correct time zone in
the system timezone directly.

Dependency Configurations - IPMI

SNMP

Following files will be preserved.

snmp_users.conf: This file contains the SNMP user configurations such as user name
and password encryption mechanism for the specific users.

snmpcfg.conf: This file contains the SNMP users privilege levels such as ro user and rw
user.

Dependency Configurations - NIL

SSH
Following files will be preserved.

sshd_config: This file contains the keyword argument pairs of configurations such
as Address family, Accept Env, Allow, users, authorized key files etc.

ssh_host_dsa_key , ssh_host_rsa_key: These files contain the private parts of the
host keys.

ssh_host_dsa_key.pub, ssh_host_rsa_key.pub: These files contain the public parts
of the host keys.

Dependency Configurations - NIL

KVM & Media
Following files will be preserved.

vmedia.conf: This file contains the modes of media such as cd, hd and enable and
disable flags for Imedia, rmedia and sd servers.

adviserd.conf. This file contains the mouse mode configurations and host machine
physical keyboard language layout configured in the MDS project configuration.

autorecord.conf: This file contains the maximum size of the video record file, the
maximum number of video record file, the maximum time length of video record file and
information about the remote machine path if it is enabled in the MDS project
configuration.

stunnel.conf: This file contains the information about the stunnel configuration. It will
also contain advisor and media server’s secure port if secure connection is enabled.
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rmedia.conf: This file contains the image name and the remote machine information like
IP address, user name, password, domain name and share type.

Dependency Configurations - NIL

Authentication
Following files will be preserved.

activedir.conf: This file contains the configurations such as sslenable, timeout,
racdomain, adtype, adfilterdc1, adfilterdc2, adfilterdc3, username, password, and
rolegroup information such as name domain and privileges.

openLdapGroup.conf: This file contains the oprnm Idap role group information such as
name domain and privilege.

nsswitch.conf: This file contains the sources to obtain the name service information in
the range of categories and in what order.

pam_withunix: This file contains the PAM Order of modules such as IPMI, LDAP,RADIUS
and UNIX.

pam_wounix: This contains the PAM Order of modules such as IPMI, LDAP and RADIUS.

group: This file contains the Linux group. It stores the group information or defines the
user group information in Linux.

passwd: This file contains the user login information for the Linux system.
shadow: This file contains the encrypted password information for the clients.

Idap.conf: This file contains the Idap server configuration details such as bindn, binpw,
pam_password, nss_reconnect_tries, port, port secondary, host, host secondary.

radius.conf: This file contains the radius server IP address, port number, secret, timeout,
privilege etc.

Dependency Configurations — NIL

Syslog

The following files will be preserved.
+ syslog.conf
+ rotate.conf
+  rsyslog.conf

These files contain the system log configuration details to preserve different event
categories such as alert, critical, error notification etc.

Dependency Configurations — NIL

Web
The following files will be preserved.

updatefirmware.conf: This file contains the firmware image location details to update
firmware configuration.
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Dependency Configurations — NIL

Extlog
It preserves Extended SEL Log events.
This file contains Extended SEL events Log details.

Dependency Configurations - IPMI

NOTE
This support is feature based. If this feature is enabled, then the Extlog option will be
displayed in Preserve configuration

Procedure

1. Click Firmware Update or Restore Configuration link to view Firmware Update or
Restore Configuration page accordingly.

2. Select the required Preserve Configuration items by either choosing the items
individually by selecting the appropriate check boxes or by selecting all or none using
Check All.

3. Click Save to save the changes.
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16.6 Restore Configuration

This page allows you to restore the configuration files from the client system to the BMC.
To open Restore Configuration page, click Maintenance - Restore Configuration from the
menu bar. A sample screenshot of Restore Configuration page is shown below.

— & A | us-english

Restore Configuration

Config File

The various fields Restore Configuration page are given below.
Config File - This option is used to select the file which was backup earlier.
Upload - To upload the backup file to restore the backup files.

Procedure for Restore Configuration

1. Click Browse to select the configuration file that needs to be backup and used to
Restore the configuration, when needed.

2. Click Upload to restore the backup files. The Restore Configuration page will appear as
shown below.

Click OK if you want to continue restoring configuraions  WARNING:Restoring configurations will restart the device

OK l | Cancel

3. Click OK to upload the new configuration file and restore.
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16.7 Restore Factory Default

This option is used to restore the factory defaults of the device firmware. This section
lists the configuration items that will be preserved during restore factory default
configuration.

Warning

Please note that after entering restore factory widgets, other web pages and
services will not work. All open widgets will be closed automatically. The device will
reset and reboot within few minutes.

To open Restore Factory Defaults page, click Maintenance - Restore Factory Defaults
from the menu bar. A sample screenshot of Restore Factory Defaults page is shown below.

— & A | us-english v | ©sync L admin +

Restore Factory Defaults

The following checked configurations will be preserved through the restore
operation. You can make changes to the list in the preserve configuration page.

SSH

Authentication
syslog

Web

Procedure

1. Click Preserve Configuration to redirect to Preserve Configuration page, which is used
to preserve the particular configuration not to be overwritten by the default
configuration.

2. Click Restore Factory Defaults to restore the factory defaults of the device firmware.

NOTE

When Restore Factory Defaults action is performed, there might be some log events
present after performing restore operation. Those events might be newly generated
which can be verified using its timestamp.
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16.8 System Administrator

This page is used to configure the System Administrator settings.

To open System Administrator page, click Maintenance - System Administrator from the
menu bar. A sample screenshot of System Administrator page is shown below.

— = A | us-english v | ®sync & admin ~

System Administrator

eeeeeeee

The various fields of System Administrator page are given below.
Username: Username of System Administrator is a read only field.
Enable User Access: To enable user access for system administrator.
Change Password: To change the user’s password.

NOTE
This field will not allow more than 64 characters.
- Password must be at least 8 characters long and White space is not allowed.

Save: To save the new configuration for system administrator.

Procedure:
1. Check Enable User Access to enable user access for system administrator..

2. Enable Change Password option to change the user password. This action enables the
password fields.

3. Enter the new password in the Password field.
4. Re-enter the password in the Confirm Password field.
5. Click Save to save the changes.
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16.9 BIOS Firmware Information

To perform BIOS Firmware Information operation, click Maintenance - BIOS Firmware
Information from the menu bar. A sample screenshot is displayed below.

BIOS Firmware Information

Active Firmware

Firmware name

Versionl.0

The various fields of BIOS Firmware Information page are given below.

Firmware name: Describes the Firmware name of the BIOS image.
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16.10 BIOS Firmware Update

To perform BIOS Firmware Update operation, click Maintenance - BIOS Firmware Update
from the menu bar. A sample screenshot is displayed below.

BIOS Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
e BIOS Firmware update.

Select Firmware Image

Choose File | No file chosen

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and
services will not work. All the open widgets will be automatically closed.

BIOS Firmware Update
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Procedure
1. Click Choose File to select BIOS Firmware image.

NOTE
Firmware update wizard will detect .bin extension as BIOS firmware image.

2.Click Start firmware update => Proceed to Flash to load the BIOS firmware image
information. It will prompt you with the warning message. Click Ok to start the firmware

update. A sample screenshot is displayed below.

NOTE
Once you enter Firmware update page, an alert message will pop up if the system is
on. The wizard will activate the update process after the user powers off the system.

BIOS Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.

s BIOS Firmware update.

Select Firmware Image
Choose File | Vola0020_BIOS.bin

Start firmware update

Preparing to flash...

Proceed to Flash

WARNING:Please note that after entering the update mode, the widgets, other web pages and
services will not work. All the open widgets will be automatically closed.

192.168.22.72 says

Are you sure you want to flash?

BIOS Firmware Update Cance

Note:
Following are the Firmware update methods and components supported in this page.

* BIOS Firmware update.

Select Firmware Image

Choose File | Vola0020_BIOS.bin

Start firmware update

Start BIOS Firmware Update
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3. Click Proceed to Flash to flashing the BIOS firmware image.

BIOS Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
s BIOS Firmware update.

Select Firmware Image

Choose File |Vola0020_BIOS.bin

Preparing to flash...

List of Components

# Component Name Existing Version Uploaded Version Upgrade Progress
1 BIOS Vola0020 Volaoo2o In progress...
Proceed to Flash

B 110

Uploading BIOS Firmware Image

Processing...

Flashing BIOS Firmware Image

NOTE

The BIOS Firmware Update page will be disabled and this action will not allow the
user to perform any other tasks until firmware upgrade is completed.
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4. Once the BIOS firmware update is completed, it will prompt you with the success
message. Click OK to complete the process. A sample screenshot is displayed below.

192.168.22.72 says

Note:
Following are the Firmware update methods a

« BIOS Firmware update.

Select Firmware Image

Choose File | Volano20_BIOS.bin

Start firmware update

The device has been updated successfully.

Updates completed... Resetting

List of Components
# Component Name Existing Version Uploaded Version Upgrade  Progress

1 BIOS Vola0020 Vola0020 Success!

Proceed to Flash

BIOS Firmware Update Success Message
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16.11 CPLD Firmware Update

To perform CPLD Firmware Update operation, click Maintenance - CPLD Firmware
Update from the menu bar. A sample screenshot is displayed below.

CPLD Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
* CPLD Firmware update.

Select Firmware Image

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and services will not
work. All the open widgets will be automatically closed.

CPLD Firmware Update
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Procedure
1. Click to select CPLD Firmware image.

2. Click Start firmware update to load the CPLD firmware image information. A sample
screenshot is displayed below.

NOTE

Once you enter Firmware update page, an alert message will pop up if the system is
on. The wizard will activate the update process after the user powers off the system.

CPLD Firmware Update

)

Note:

Following are the Firmware update methods and components supported in this page.
* CPLD Firmware update.

Select Firmware Image

Volans_CPLD_000003.hpm _

WARNING:Please note that after entering the update mode, the widgets, other web pages and
services will not work. All the open widgets will be automatically closed.

CPLD Firmware Update

Note:

Following are the Firmware update methods and components supported in this page.
* CPLD Firmware update.

Select Firmware Image

Start firmware update

Update All
List of Components

# Component Name Existing Version

Uploaded Version Upgrade
1 CPLD 0.0.0 0.0.4
List of CPLD devices
Name Interface  Interface Number Slave Address 1D Code Firmware Version
LATTICE MachX03 8400C JTAG ox1

0x0 0x612be043 Ox0 @

Proceed to Flash

184



3. Click Proceed to Flash to flashing the CPLD firmware image. It will prompt you with
the warning message. Click Ok to start the firmware update.

Volans_CPLD_000003.hpm

Start firmware update
Preparing to flash...

Update All

List of Components

# Component Name Existing Version Uploaded Version Upgrade

1 CPLD 0.0.0 0.0.1

List of CPLD devices

Interface Slave Firmware
Name Interface  Number Address 1D Code Version
LATTICE JTAG ox1 0x0 0x612be043  Ox0 @
MachX03
9400C

Proceed to Flash

Processing...

Flashing CPLD Firmware Image
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4. Once the CPLD firmware update is completed, it will prompt you with the success
message. Click OK to complete the process.

Processing...
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16.12 Post Code

This page is used to get the system POST code.

To open POST Code page, click Maintenance - POST Code from the menu bar. A sample
screenshot of POST Code page is shown below.

BIOS POST Code

Post Code List

BIOS Check Point

010203040506 7F 00 TF 48 52 55 A0 A1 A3 A3 AT A9 AS A2 A2 AT AT AT A9 A9 A8 AA
AEEOEOEOE1E4E3ESAFAFBOBFBS FETECFTET37ECDBOTECIB1IBI7ETE
C2DDDD7ETETEB1E1B1BOB47EB47EB8 C5B2C6 B3 B3 B6 B6 BT B6B6 BT
B6B6 7TEBTBTB6 BT TEB7T 7TEBTBTBEBETED27ED2D6 TE74 B9 TECC BT B7 BT
BCBebebBeBeBeBeBa e BaBEBADETEDTCSDADBEBABS DS TEE2TETECE
DE7EEEBEEEEEEBBEEBEBE TETEBBBEBE DF7TEDETEBT CACATECCEBC
BCBCBCCETEC6 TEBFAFAFAF19000B0C157FE6 ETECESEBEDEE4F 3340
476061687090919294949494945495494 94595454 5494949494 94 9494 94
94949596 EF9292929292929252929991929292929292925292929798
9DSASCB4B4B4B4B4B4B452364B4B4B498B4B464929992929259292A4
A652929292 AAAD DSAD

16.13 BMC Reset

This page is used to reset the BMC firmware.

To open BMC Rest page, click Maintenance - BMC Reset from the menu bar. A sample
screenshot of BMC Rest page is shown below.

BMC Reset

Click Reset button to reset BMC firmware.
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Chapter 17. Sign Out

To log out from, click the admin on the top right corner of the screen. A sample screenshot
of admin option is shown below.

admin - Administrator

Profile Sign out

Click Sign Out to perform log out. A Warning message will be prompted you to proceed
further, click OK to log out or Cancel to retain the interface.
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18.1 Flash Tools

The Flash Tools are command line utility programs used to upgrade the firmware using
different medium like KCS, USB, and LAN. There are three tools, which are being used
YAFUFlash.

18.1.1 YAFUFlash

Yet Another Firmware Upgrade Flash (64 bit) is a tool used for flashing the BMC. This utility
is used for flashing in both Linux and Windows environment. There are three types of
mediums used to flash the BMC. They are,

Network
USB
KCS

All the three mediums are applicable for Windows and Linux environment. But only KCS
medium can be used in FreeDOS 1.2. The medium can be selected as per your requirement.

NOTE

YAFU based firmware update using Signed Hashed image is only possible if enough
RAM is available to upload the full firmware image before the update starts.

In YAFU firmware upgrade, only YAFU command set is allowed if Enable IPMI
Command handling during flashing support is disabled in project configuration.

YAFU flashing process has the following timeout values:
LAN interface: 3600 seconds
USB interface: 1800 seconds
KCS interface: 5400 seconds

If Secure Boot Support is enabled in the PRJ, YAFUFlash options for Section Based
Flashing or Interactive mode will not be used. Hence any feature or options that rely
on Section Based Flashing or Interactive mode cannot be used when Secure Boot
Support is enabled.

18.1.2 Installation in Windows

Open the command prompt in administrator mode and enter YafuFlash\Windows path.
This contains two files, Yafuflash.exe and LIBIPMI.dII.

Format: Yafuflash [OPTIONS] [MEDIUM] [FW_IMAGE_FILE], where Perform BMC
Flash Update

-? Displays the utility usage
-h Displays the utility usage

189



- -V Displays the version of the tool
- -e List outs a few examples of the tool
[OPTIONS]
- info Displays information about existing FW and new FW.

-msi, -img-section-info

Displays information about current FW Sections.

-mi, -img-info

Displays information about current FW Versions.

- fb, -force-boot

Option to FORCE BootLoader upgrade during full upgrade.
Also, skips user interaction in Interactive upgrade mode.
This option is not allowed with Interactive upgrade option.

- pc, -preserve-config

Option to preserve Config Module during full
upgrade. If platform supports Dual Image, this option
skips user interaction, preserves config and continues
update process. This option is not allowed with interactive
upgrade option.

Use the option to show the minimum flash progress

g, -quite details.
Zi Option to interactive upgrade (Upgrade only
required modules)**
£ -full Performs full upgrade in Interactive Upgrade mode. Skips
! module wise upgrade.
- ipc, If this image is for a different platform, this option skips

-ignore-platform-check

user interaction and continues update process.

-idi,-ignore-diff-image

If this image differs from the currently programmed image,
this option skips user interaction and continues update
process.

-isi,
-ignore-same-image

If this image is same as the currently programmed image,
this option skips user interaction and continues update
process.

-iml,
-ignore-module-location

If module(s) of this image is/are in different locations, this
option skips user interaction and continues update
process.

-ibv,
-ignore-boot-version

If bootloader version is different and -force-boot is not
specified, this option skips user interaction and continues
update process. The bootloader will be updated.

-iri,
-ignore-reselect-image

Option skips reselecting the active image.

-inc,
-ignore-non-preserve-
config

Option skips the restore to default factor setting if the
image shares the same configuration area.
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-mse, -img-select

Option to specify the Image to be updated
0- Inactive Image
1-Image 1
2 -Image 2
3 - Both Images

-rp, -replace-publickey

Option to replace the Signed Image Key in Existing
Firmware.

-vcf, -version-cmp-flash

Option to skip flashing modules only if the versions are
same by selecting (N/n). Option (Y/y) Selects full firmware
upgrade mode.

-non-interactive

This option skips user interaction. This option cannot be
used along with ‘ignore-diff-image’, ‘ignore-sameimage’,
ignore- module-location’&'-ignoreboot-version’ options.

-pXXX, -preserve-XXX

Option to preserve XXX configuration, where XXX

falls in sdr, fru, sel, ipmi, auth, net, ntp, snmp, ssh, kvm and
syslog. If the preserve status of the other configuration
enabled then it will ask to confirm that those configuration
is to be preserved.

-ieo,
-ignore-existing-overrides

Clears the existing overrides and preserves only the
overrides given in command line if any.

-msp,-split-img

Option to flash the split image.

-f -XXX, -flash-XXX

Option to flash specific section in non-interactive mode. If
it is split image need to give split-image along with this
option, where XXX denotes name of the section, e.g. -flash-
conf.

-sc, -skip-crc

Option to skip the CRC check

-sf, -skip-fmh

Option to skip the FMH check

Option to specify the peripheral(Only for Dual Image
Support)

<bit0>- BMC

<bit1> - BIOS

<bit2> - CPLD

<BIT4>- ME

-a, -activate

Option to activate peripheral devices
<BITO> - BMC
<BIT1> - BIOS
<BIT2> - CPLD

-nr, -no-reboot

Option to skip the reboot. With online-flash support, if
conf/extlog is not preserved, BMC will still reboot.

-bu, -block-upgrade

Option to Flash using Block by Block method
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-netfn <NETFN> Option to specify AMI OEM Net Function (default 0x32)

[MEDIUM]
-cd Option to use USB Medium
-nw, Option to use Network Medium:
-ip, -ip’ Option to enter IP, when using Network Medium
-u, ‘-host’ Option to enter host name, when using Network Medium.
-p, ‘-u’ Option to enter UserName, when using Network Medium.
-host, ‘-p’ Option to enter Password, when using Network Medium.
P ‘_p’ Option to enter Port Number.
-kecs Option to use KCS medium.
-serial Option to use serial interface.
-term Option to use serial command, e.g. /dev/ttyS0.
-baudrate Option to use baudrate of the serial terminal, e.g. 115200.
[FW_IMAGE_FILE] Firmware image file name [rom.ima].
-pe, Option to preserve extlog configuration during firmware
-preserve-extlog flash.
NOTE

‘-preserve-config’ and -force-boot’ option not be used in interactive upgrade.
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Examples for Network Medium
Eg1:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of both existing firmware and new firmware.

Eg2:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware.

Eg3:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -force-boot

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware with FORCE BootLoader
Upgrade.

Eg4:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -preserve-config

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware with preserve config
params.

Eg5:

> ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -force-boot -
preserve-config

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware with FORCE BootLoader
Upgrade and preserve config params.

Eg6:
» ./Yafuflash -nw -host spxbmc -force-boot -preserve-config rom.ima

Description: This command works with network medium using the host name spxbmc,
which start to flash the new rom.ima to the existing firmware with FORCE BootLoader
Upgrade and preserve config params.

Eg7:
» ./Yafuflash -nw -ip 2000::2005 -force-boot rom.ima

Description: This command works with network medium using the ipv6 address
2000::2005, which start to flash the new rom.ima to the existing firmware with FORCE
BootLoader Upgrade.
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Eg8:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -i

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima using interactive upgrade mode and user will be
prompt to select the Number of modules and module names to upgrade.

Eg9:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-section-info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of Existing Firmware.

Eg10:
> ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of existing firmware Version.

Eg11:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin public.pem -replace-publickey

Description: This command works with network medium using the ip 155.166.132.12,
which replaces the public key in firmware.

Eg12:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-sdr

Description: This command works with network medium using the ip 155.166.132.12,
which will ask for other configurations which are already set to be preserved to preserve
or not and after that it will start to flash the new rom.ima to the existing firmware with
preserving SDR as well as selected configurations.

Eg13:
> ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-snmp -preserve-ntp

Description: This command works with network medium using the ip 155.166.132.12,
which will ask for other configurations which are already set to be preserved to preserve
or not and after that it will start to flash the new rom.ima to the existing firmware with
preserving SNMP and NTP as well as selected configurations.

Egl14:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-fru -ignore-existing-overrides

Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware with preserving FRU
configurations only.
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Eg15:

» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-fru -preserve-snmp -ignore-
existingoverrides

Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware with preserving FRU and
SNMP configurations only.

Eg16:

» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -ignore-reselect-
image

Description: Yafuflash start full firmware upgrade with default active image. In this it
skips the reselecting active image used to flash.

Eg17:

» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -ignore-non-
preserveconfig

Description: Yafuflash start full firmware upgrade, If the Images of both flash share the
same Configuration area. Not preserving will restore to default factory settings, this
option skips it.

Eg18:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 0 rom.ima

Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting the active
image to be flashed.

Eg19:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 1 rom.ima

Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting the first
image to be flashed.

Eg20:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 2 rom.ima

Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting the second
image to be flashed.

Eg21:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 3 rom.ima

Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting both the
images to be flashed.
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Eg22:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -quite

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima with minimum progress details.

Eg23:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -split-img boot.ima
Description: This command works with network medium to flash the boot split image.

Eg24:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin -split-img root.ima
Description: This command works with network medium to flash the root split image.
Eg25:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin rom.ima -flash-root -flash-conf

Description: This command works with network medium to flash root and conf section
from rom. ima file. -flash-<xxx>, where xxx specifies the modules in rom.ima.

Eg26:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin boot.ima -split-img -flash-boot

Description: This command works with network medium to flash root from boot.ima
split image. -flash-<xxx>, where xxx specifies the modules in boot.ima.

Eg27:

» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -split-img -flash-www
-flash-osimage

Description: This command works with network medium to flash www and osimage
from root. ima split image. -flash-<xxx>, where xxx specifies the modules in root.ima.

Eg28:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin rom.ima -preserve-extlog

Description: This command works with network medium to preserve extended log
configuration.

Eg29:

» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -split-img -
preserve-extlog

Description: This command works with network medium to preserve extended log
configuration from split image.
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Eg30:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -d 1 rom.ima

Description: This command works with network medium to flash the image on specific
peripheral device.

Eg31:

» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -d 1 root.ima -split-
img

Description: This command works with network medium to flash the split image on
specific peripheral device.

Eg32:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin -bu root.ima

Description: This command works with network medium to flash the image on specific
peripheral device by block by block upgrade.

Eg 33:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -netfn 0x36

Description: This command works with network medium to flash the image using 0x36
as AMI OEM Net Function instead of default AMI OEM Netfn 0x32.
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Examples for USB Medium
Eg1:
> ./Yafuflash -cd rom.ima -info

Description: This command works with USB medium which displays the details of both
Existing Firmware and new firmware.

Eg2:
> ./Yafuflash -cd rom.ima

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware.

Eg3:
> ./Yafuflash -cd rom.ima -force-boot

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader Upgrade.

Eg4: ./Yafuflash -cd rom.ima -preserve-config

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware with preserving config params.

Eg5:
» ./Yafuflash -cd rom.ima -force-boot -preserve-config

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader Upgrade and preserving config
params.

Eg6:
> ./Yafuflash -cd rom.ima -i

Description: This command works with USB medium, which start to flash the new
rom.ima using interactive upgrade mode and user, will be prompt to select the number
of modules and module names to upgrade.

Eg7:
» ./Yafuflash -cd -img-section-info

Description: This command works with USB medium which displays the details of
Existing Firmware.

Eg8:
» ./Yafuflash -cd -img-info

Description: This command works with USB medium which displays the details of
Existing Firmware Version.
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Eg9:
» ./Yafuflash -cd public.pem -replace-publickey

Description: This command works with USB medium which replaces the public key in
Existing Firmware.

Eg10:
» ./Yafuflash -cd rom.ima -preserve-sel -preserve-ipmi

Description: This command works with USB medium, which will ask for other
configurations which are already set to be preserved to preserve or not and after that it
will start to flash the new rom.ima to the existing firmware with preserving SEL and IPMI
as well as selected configurations.

Eg11:
» ./Yafuflash -cd rom.ima -preserve-sel -ignore-existing-overrides

Description: This command works with USB medium, which start to flash the new
rom.ima to the existing firmware with preserving FRU configurations only.

Eg12:
» ./Yafuflash -cd rom.ima -ignore-reselect-image

Description: Yafuflash start full firmware upgrade with default active image. In this it
skips the reselecting active image used to flash.

Eg13:
» ./Yafuflash -cd rom.ima -ignore-non-preserve-config

Description: Yafuflash start full firmware upgrade, If the Images of both flash share the
same Configuration area. Not preserving will restore to default factory settings, this
option skips it.

Eg14:
» ./Yafuflash -cd -img-select 0 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting the active image to be flashed.

Eg15:
» ./Yafuflash -cd -img-select 1 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting the first image to be flashed.

Eg16:
» ./Yafuflash -cd -img-select 2 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting the second image to be flashed.
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Eg17:
» ./Yafuflash -cd -img-select 3 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting both the images to be flashed.

Eg18:
» ./Yafuflash -cd rom.ima -quite

Description: This command works with USB medium, which start to flash the new
rom.ima with minimum progress details.

Eg19:

» ./Yafuflash -cd -split-img boot.ima

Description: This command works with USB medium to flash the boot split image.
Eg20:

» ./Yafuflash -cd -split-img root.ima

Description: This command works with USB medium to flash the root split image.
Eg21:

» ./Yafuflash -cd rom.ima -flash-root -flash-conf

Description: This command works with USB medium to flash root and conf section from
rom.ima file. -flash-<xxx>, where xxx specifies the modules in rom.ima.

Eg22:
» ./Yafuflash -cd boot.ima -split-img -flash-boot

Description: This command works with USB medium to flash root from boot.ima split
image. -flash-<xxx>, where xxx specifies the modules in boot.ima.

Eg23:
» ./Yafuflash -cd root.ima -split-img -flash-www -flash-osimage

Description: This command works with USB medium to flash www and osimage from
root.ima split image. -flash-<xxx>, where xxx specifies the modules in root.ima.

Eg24:
» ./Yafuflash -cd rom.ima -preserve-extlog

Description: This command works with USB medium to preserve extended log
configuration.

Eg25:
> ./Yafuflash -cd root.ima -split-img -preserve-extlog

Description: This command works with USB medium to preserve extended log
configuration from split image.
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Eg26:
> ./Yafuflash -cd root.ima -d 1 rom.ima

Description: This command works with USB medium to flash the image on specific
peripheral device.

Eg27:
» ./Yafuflash -cd root.ima -d 1 root.ima -split-img

Description: This command works with USB medium to flash the split image on specific
peripheral device.

Eg28:
> ./Yafuflash -cd rom.ima -netfn 0x36

Description: This command works with USB medium to flash the image using 0x36 as
AMI OEM Net Function instead of default AMI OEM Netfn 0x32.
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Examples for KCS Medium
Eg1:
> ./Yafuflash -kcs rom.ima -info

Description: This command works with KCS medium which displays the details of both
Existing Firmware and new firmware.

Eg2:
> ./Yafuflash -kcs rom.ima

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware.

Eg3:
» ./Yafuflash -kcs rom.ima -force-boot

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader Upgrade.

Eg4:
» ./Yafuflash -kcs rom.ima -preserve-config

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware with preserving config params.

Eg5:
» ./Yafuflash -kcs rom.ima -force-boot -preserve-config

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader Upgrade and preserving config
params.

Eg6:
> ./Yafuflash -kcs rom.ima -i

Description: This command works with KCS medium, which start to flash the new
rom.ima using interactive upgrade mode and user, will be prompt to select the Number
of modules and module names to upgrade.

Eg7:
» ./Yafuflash -kcs -img-section-info

Description: This command works with KCS medium which displays the details of
Existing Firmware.

Eg8:
» ./Yafuflash -kcs -img-info

Description: This command works with KCS medium which displays the details of
Existing Firmware Version.
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Eg9:
» ./Yafuflash -kcs public.pem -replace-publickey

Description: This command works with KCS medium which replaces the public key in
Existing Firmware.

Eg10:
» ./Yafuflash -kcs rom.ima -preserve-sel -preserve-ipmi

Description: This command works with KCS medium, which will ask for other
configurations which are already set to be preserved to preserve or not and after that it
will start to flash the new rom.ima to the existing firmware with preserving SEL and IPMI
as well as selected configurations.

Eg11:
» ./Yafuflash -kcs rom.ima -preserve-sel -ignore-existing-overrides

Description: This command works with KCS medium, which start to flash the new
rom.ima to the existing firmware with preserving FRU configurations only.

Eg12:
» ./Yafuflash -kcs rom.ima -ignore-reselect-image

Description: Yafuflash start full firmware upgrade with default active image. In this it
skips the reselecting active image used to flash.

Eg13:
» ./Yafuflash -kcs rom.ima -ignore-non-preserve-config

Description: Yafuflash start full firmware upgrade, If the Images of both flash share the
same Configuration area. Not preserving will restore to default factory settings, this
option skips it.

Eg14:
» ./Yafuflash -kcs -img-select 0 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the active image to be flashed.

Eg15:
» ./Yafuflash -kcs -img-select 1 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the first image to be flashed.

Eg16:
» ./Yafuflash -kcs -img-select 2 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the second image to be flashed.

203



Eg17:
» ./Yafuflash -kcs -img-select 3 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting both the images to be flashed.

Eg18:
» ./Yafuflash -kcs rom.ima -quite

Description: This command works with KCS medium, which start to flash the new
rom.ima with minimum progress details.

Eg19:

» ./Yafuflash -kcs -split-img boot.ima

Description: This command works with KCS medium to flash the boot split image.
Eg20:

» ./Yafuflash -kcs -split-img root.ima

Description: This command works with KCS medium to flash the root split image.
Eg21:

» ./Yafuflash -kcs rom.ima -flash-root -flash-conf

Description: This command works with KCS medium to flash root and conf section from
rom.ima file. -flash-<xxx>, where xxx specifies the modules in rom.ima.

Eg22:
» ./Yafuflash -kcs boot.ima -split-img -flash-boot

Description: This command works with KCS medium to flash root from boot.ima split
image. -flash-<xxx>, where xxx specifies the modules in boot.ima.

Eg23:
» ./Yafuflash -kcs root.ima -split-img -flash-www -flash-osimage

Description: This command works with KCS medium to flash www and osimage from
root.ima split image. -flash-<xxx>, where xxx specifies the modules in root.ima.

Eg24:
» ./Yafuflash -kcs rom.ima -preserve-extlog

Description: This command works with KCS medium to preserve extended log
configuration.

Eg25:
» ./Yafuflash -kcs root.ima -split-img -preserve-extlog

Description: This command works with KCS medium to preserve extended log
configuration from split image.

204



Eg26:
> ./Yafuflash -kcs root.ima-d 1 rom.ima

Description: This command works with KCS medium to flash the image on specific
peripheral device.

Eg27:
» ./Yafuflash -kcs root.ima -d 1 root.ima -split-img

Description: This command works with KCS medium to flash the split image on specific
peripheral device.

Eg28:
» ./Yafuflash -kcs rom.ima -netfn 0x36

Description: This command works with KCS medium to flash the image using 0x36 as
AMI OEM Net Function instead of default AMI OEM Netfn 0x32.
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18.1.3 Installation in Linux

OpenSSL is pre-requisite for YafuFlash.

Open Terminal and go to YafuFlash/Linux path.
This contains Yafuflash tool.

Run ./Yafuflash in the terminal.

Format: Yafuflash [OPTIONS] [MEDIUM] [FW_IMAGE_FILE], where Perform BMC Flash
Update

. ? Displays the utility usage

a > 0N =

+ -h Displays the utility usage
Y Displays the version of the tool

 -e List outs a few examples of the tool

[OPTIONS]

-info Displays information about existing FW and new FW.

-msi, -img-section-info Displays information about current FW Sections.

-mi, -img-info Displays information about current FW Versions.

Option to FORCE BootLoader upgrade during full
upgrade. Also, skips user interaction in Interactive
upgrade mode. This option is not allowed with Interactive
upgrade option.

-fb, -force-boot

Option to preserve Config Module during full upgrade.
If platform supports Dual Image, this option skips user
interaction, preserves config and continues update
process.

This option is not allowed with interactive upgrade
option.

-pc, -preserve-config

Use the option to show the minimum flash progress

“q, -quite details.

Option to interactive upgrade (Upgrade only

-i .
required modules)**

Performs full upgrade in Interactive Upgrade mode. Skips

-f, -full module wise upgrade

-ipc, If this image is for a different platform, this option
-ignore-platform-check skips user interaction and continues update process.

If this image differs from the currently programmed
image, this option skips user interaction and continues
update process.

-idi,
-ignore-diff-image
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-isi, -ignore-same-image

If this image is same as the currently programmed
image, this option skips user interaction and continues
update process.

-iml,
-ignore-module-location

If module(s) of this image is/are in different locations,
this option skips user interaction and continues update
process.

-ibv, -ignore-boot-version

If bootloader version is different and -force-boot is not
specified, this option skips user interaction and
continues update process. The bootloader will be
updated.

-iri, -ignore-reselect-image

Option skips reselecting the active image.

-inc,
-ignore-non-preserve-
config

Option skips the restore to default factor setting if the
image shares the same configuration area.

-mse, -img-select

Option to specify the Image to be updated
0 - Inactive Image
1-Image 1
2 - Image 2
3 - Both Images

-rp, -replace-publickey

Option to replace the Signed Image Key in Existing
Firmware.

-vcf, -version-cmp-flash

Option to skip flashing modules only if the versions are
same by selecting (N/n). Option (Y/y) Selects full
firmware upgrade mode.

-non-interactive

This option skips user interaction. This option cannot be
used along with ‘ignore-diff-image’, ‘ignore-same-
image’,- ignore-module-location’&"- ignore- boot-version’
options.

-pXXX, -preserve-XXX

Option to preserve XXX configuration, where XXX falls in
sdr, fru, sel, ipmi, auth, net, ntp, snmp, ssh, kvm and
syslog. If the preserve status of the other configuration
enabled then it will ask for the other configuration to be
preserved.

-ieo,
-ignore-existing-overrides

Clears the existing overrides and preserves only
the overrides given in command line if any.

-msp, -split-img

Option to flash the split image.

-f - XXX, -flash-XXX

Option to flash specific section in non-interactive mode.
If it is split image need to give split-image along with this
option, where XXX denotes name of the section, e.g. -
flash-conf.

-sc, -skip-crc

Option to skip the CRC check

-sf, -skip-fmh

Option to skip the FMH check
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Option to specify the peripheral(Only for Dual
Image Support)

<BIT0> - BMC

<BIT1> - BIOS

<BIT2> - CPLD

-a, -activate

Option to activate peripheral devices
<BITO>-BMC

<BIT1>- BIOS

<BIT2>-CPLD

-nr, -no-reboot

Option to skip the reboot With online-flash support, If
conf/extlog is not preserved, BMC will still reboot.

-bu, -block-upgrade

Option to Flash using Block by Block method

-netfn <NETFN> Option to specify AMI OEM Net Function (default 0x32)
[MEDIUM]

-cd Option to use USB Medium

-nw, Option to use Network Medium:

-ip, “ip’ Option to enter IP, when using Network Medium.

-u, ““host’ Option to enter host name, When using Network Medium.
-p, ‘-u’ Option to enter UserName, When using Network Medium.
-host, ‘-p’ Option to enter Password, When using Network Medium.
P ‘_p’ Option to enter Port Number.

-kecs Option to use KCS medium.

-serial Option to use serial interface.

-term Option to use serial command, e.g. /dev/ttyS0.

-baudrate Option to use baudrate of the serial terminal, e.g. 115200.

[FW_IMAGE_FILE]

Firmware image file name [rom.ima].

-pe, -preserve-extlog

Option to preserve extlog configuration during firmware
flash.

NOTE

- “-preserve-config’ and ‘-force-boot’ option not be used in interactive upgrade

- IPv6 Support is added after the tool version 2.7. IPvé Support can be used with
latest Yafu tool and firmware, older version of yafu (and/or) firmware will not work.

- Interactive upgrade is not a default option. This option can be enabled in YafuFlash,
if it is built with Enable/Disable Interactive Upgrade YafuFlash option selected in
Project Configuration file (*.PRJ) using MDS.
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Examples for Network Medium
Eg1:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of both existing firmware and new firmware.

Eg2:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware.

Eg3:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -force-boot

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware with FORCE BootLoader
Upgrade.

Eg4:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -preserve-config

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware with preserve config
params.

Eg5:

» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -force-boot -
preserve-config

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima to the existing firmware with FORCE BootLoader
Upgrade and preserve config params.

Eg6:
» ./Yafuflash -nw -host spxbmc -force-boot -preserve-config rom.ima

Description: This command works with network medium using the host name spxbmc,
which start to flash the new rom.ima to the existing firmware with FORCE BootLoader
Upgrade and preserve config params.

Eg7.

» ./Yafuflash -nw -ip 2000::2005 -force-boot rom.ima

Description: This command works with network medium using the ipv6 address
2000::2005, which start to flash the new rom.ima to the existing firmware with FORCE
BootLoader Upgrade.

Eg8:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -i

Description: This command works with network medium using the ip 155.166.132.12,
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which start to flash the new rom.ima using interactive upgrade mode and user will be
prompt to select the Number of modules and module names to upgrade.

Eg9:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-section-info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of Existing Firmware.

Eg10:
> ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of existing firmware Version.

Eg11:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin public.pem -replace-publickey

Description: This command works with network medium using the ip 155.166.132.12,
which replaces the public key in firmware.

Eg12:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-sdr

Description: This command works with network medium using the ip 155.166.132.12,
which will ask for other configurationswhich are already set to be preserved to preserve
or not and after that it will start to flash the new rom.ima to the existing firmware with
preserving SDR as well as selected configurations.

Eg13:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-snmp-preserve-ntp
Description: This command works with network medium using the ip 155.166.132.12,
which will ask for other configurations which are already set to be preserved to preserve
or not and after that it will start to flash the new rom.ima to the existing firmware with
preserving SNMP and NTP as well as selected configurations.

Eg14.
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-fru -ignore-existing-overrides
Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware with preserving FRU
configurations only.

Eg15:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-fru -preserve-snmp -ignore-

existing-overrides

Description: This command works with network medium using the ip155.166.132.12,
which starts to flash the new rom.ima to the existing firmware with preserving FRU and
SNMP configurations only.
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Eg16:

» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -ignore-reselect-
image

Description: Yafuflash start full firmware upgrade with default active image. In this it
skips the reselecting active image used to flash.

Eg17:

» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -ignore-non-
preserve-config

Description: Yafuflash start full firmware upgrade, If the Images of both flash share the
same Configuration area. Not preserving will restore to default factory settings, this
option skips it.

Eg18:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 0 rom.ima

Description: This command works with network medium using the ip155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting the active
image to be flashed.

Eg19:
> ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 1 rom.ima

Description: This command works with network medium using the ip155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting the first
image to be flashed.

Eg20:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 2 rom.ima

Description: This command works with network medium using the ip155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting the second
image to be flashed.

Eg21.
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-select 3 rom.ima

Description: This command works with network medium using the ip155.166.132.12,
which starts to flash the new rom.ima to the existing firmware by selecting both the
images to be flashed.

Eg22.
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -quite

Description: This command works with network medium using the ip 155.166.132.12,
which start to flash the new rom.ima with minimum progress details.

Eg23:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -split-img boot.ima

Description: This command works with network medium to flash the boot split image.
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Eg24.
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin -split-img root.ima
Description: This command works with network medium to flash the root split image.
Eg25:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin rom.ima -flash-root -flash-conf

Description: This command works with network medium to flash root and conf section
from rom. ima file. -flash-<xxx>, where xxx specifies the modules in rom.ima.

Eg26.
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin boot.ima -split-img -flash-boot

Description: This command works with network medium to flash root from boot.ima
split image. -flash-<xxx>, where xxx specifies the modules in boot.ima.

Eg27.

> ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -split-img -flash-www
-flash-osimage

Description: This command works with network medium to flash www and osimage
from root. ima split image. -flash-<xxx>, where xxx specifies the modules in root.ima.

Eg28.:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin rom.ima -preserve-extlog

Description: This command works with network medium to preserve extended log
configuration.

Eg29:

» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -split-img -preserve-
extlog

Description: This command works with network medium to preserve extended log
configuration from split image.

Eg30:
» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -d 1 rom.ima

Description: This command works with network medium to flash the image on specific
peripheral device.

Eg31:

» ./Yafuflash -nw-ip 155.166.132.12 -u admin -p admin root.ima -d 1 root.ima -split-
img

Description: This command works with network medium to flash the split image on
specific peripheral device.

Eg32:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -netfn 0x36

Description: This command works with network medium to flash the image using 0x36
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as AMI OEM Net Function instead of default AMI OEM Netfn 0x32.

egarac/SPISAprilwinbond/development/proprietary software fYafuF Lasl

Tou have nev mail in /var/spool/mail/root
[rootBlocalhost linux_561# ./Yafuflash -nw —ip 10.0.0.120 -u root -p Superuser

. /romP. ima

YAFUFlash - Firmvare Upgrade Utility (Version 2.1)

(C)Copyright 2008, American Negatrends Inc.

Creating IPMI session via network with address 10.0.0.12Z0...Done

Firmyare Details

RomImage ExistingImage from Flash

EoduleName  Description  Version EoduleName  Description Version
1. boot BootLoader 2.19 hoot BootLoader 9.15
z. params ConfigParams 9.19 parans ConfigParams 9.19
3. root Root 2.19 root Root 9.15
4. osimage Linux 05 2.19 osimage Linux OF 9.15
5. wuw Teb Pages 2.19 wuw Web Pages 9.15
6. cim 2.19 cim 9.15
7. aviator 2.19 aviator 9.15

Existing Image and Current Image are Same
S0, Type (¥/y) to do Full Firmware Upgrade or (N/m) to exit
Enter your Option : T
D T R R e R e e e s P
VARNING!
FIRMVARE UPGRADE MUST NOT BE INTERRUPTED ONCE IT IS STARTED.
PLEASE DO NOT USE THIS FLASH TOOL FROM THE REDIRECTION CONSOLE.
D R R T L e et

Uploading Firmvare Image : 100%... done
Flashing Firmvare Image : 100%... done
Verifying Firmware Image : 100%... done

Resetting the firmware..........

Screen: If Existing and current images are same

egarac/SPISApriliwinbond/development/proprietary software YafuFasl

[rootBlocalhost linux 8614 ./Y¥afuflash -nw —ip 10.0.0.120 -u root -p superuser ../rowP.ima -force-hoot

TAFUFlash - Firmvare Upgrade Utility (Version z.1)

(C)Copyright 2008, American Megatrends Ine.

Creating IPMI session via network with address 10.0.0.120...Done
R R AR R R R R R R R R T L L L T

VARNING!
FIRMVARE UPGRADE MUST NOT BE INTERRUPTED ONCE IT IS STARTED.
PLEASE DO NOT USE THIS FLASH TOOL FROM THE REDIRECTION CONSOLE.
D R R T L e et
Preserving Env Variables... done
Setting Env varisbles ... done
Upgrading Firmvare Image : 100%... done
Resetting the firmware...
[root@localhost linux S61#

Existing and current are different

[root@nuthu Linux x86 32]# ./vafuflash -nw -ip 10.0.3.5 -u admin -p admin rom.ima -i

YAFUFlash - Firmware Upgrade Utility (Version 2.11)

(C)Copyright 2008, American Megatrends Inc.

Creating IPMI session via network with address 10.8.3.5...Done

Firmware Details i
RomImage ExistingImage from Flash
ModuleName  Description  Version ModuleName  Description  Version
1. boot BootLoader  1.4.00 boot BootLoader  1.4.00
2. conf ConfigParams 1.4.00 conf ConfigParans 1.4.00
3. bkupconf 1.4.00 bkupconf 1.4.00
4. root Root 1.4.00 root Root 1.4.00
5. osimage Linux 0S 1.4.00 osimage Linux 0S 1.4.00
6. waw Web Pages 1.4.00 v vieb Pages 1.4.00
7. lnedia 1.4.00 media 1.4.00
8. hornet 1.4.00 hornet 1.4.00

For Full Firmware upgrade,Please type (6) alone
For Module Upgrade enter the total no. of Modules to Upgrade
Enter your choice : 4

Enter the Module Name to Update : bootf]

Interactive Upgrade Mode

Eg33:
» ./Yafuflash -nw—ip 155.166.132.12 —u admin —p admin -bu root.ima

Description: This command works with network medium to flash the image on specific
peripheral device by block by block upgrade.
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Examples for USB Medium
Eg1:
> ./Yafuflash -cd rom.ima -info

Description: This command works with USB medium which displays the details of both
Existing Firmware and new firmware.

Eg2:
> ./Yafuflash -cd rom.ima

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware.

Eg3:
> ./Yafuflash -cd rom.ima -force-boot

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader Upgrade.

Eg4.
» ./Yafuflash -cd rom.ima -preserve-config

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware with preserving config params.

Eg5:
» ./Yafuflash -cd rom.ima -force-boot -preserve-config

Description: This command works with USB medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader Upgrade and preserving config
params.

Eg6:
> ./Yafuflash -cd rom.ima -i

Description: This command works with USB medium, which start to flash the new rom.
ima using interactive upgrade mode and user, will be prompt to select the Number of
modules and module names to upgrade.

Eg7.
» ./Yafuflash -cd -img-section-info

Description: This command works with USB medium which displays the details of
Existing Firmware.

Eg8:
» ./Yafuflash -cd -img-info

Description: This command works with USB medium which displays the details of
Existing Firmware Version.
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Eg9:
» ./Yafuflash -cd public.pem -replace-publickey

Description: This command works with USB medium which replaces the public key in
Existing Firmare.

Eg10:
» ./Yafuflash-cd rom.ima -preserve-sel -preserve-ipmi

Description: This command works with USB medium, which will ask for other
configurations which are already set to be preserved to preserve or not and after that it
will start to flash the new rom.ima to the existing firmware with preserving SEL and IPMI
as well as selected configurations.

Eg11:
» ./Yafuflash -cd rom.ima -preserve-sel -ignore-existing-overrides

Description: This command works with USB medium, which start to flash the new rom.
ima to the existing firmware with preserving FRU configurations only.

Eg12.
» ./Yafuflash -cd rom.ima -ignore-reselect-image

Description: Yafuflash start full firmware upgrade with default active image. In this it
skips the reselecting active image used to flash.

Eg13:
» ./Yafuflash -cd rom.ima -ignore-non-preserve-config

Description: Yafuflash start full firmware upgrade, If the Images of both flash share the
same Configuration area. Not preserving will restore to default factory settings, this
option skips it.

Eg14.
» ./Yafuflash -cd -img-select 0 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting the active image to be flashed.

Eg15:
» ./Yafuflash -cd -img-select 1 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting the first image to be flashed.

Eg16:
» ./Yafuflash -cd -img-select 2 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting the second image to be flashed.
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Eg17:
» ./Yafuflash -cd -img-select 3 rom.ima

Description: This command works with USB medium, which starts to flash the new rom.
ima to the existing firmware by selecting both the images to be flashed.

Eg18:
» ./Yafuflash -cd rom.ima -quite

Description: This command works with USB medium, which start to flash the new
rom.ima with minimum progress details.

Eg19:

» ./Yafuflash -cd -split-img boot.ima

Description: This command works with USB medium to flash the boot split image.
Eg20:

» ./Yafuflash -cd -split-img root.ima

Description: This command works with USB medium to flash the root split image.
Eg21:

» ./Yafuflash -cd -split-img root.ima

Description: This command works with USB medium to flash the root split image.
Eg22:

» ./Yafuflash -cd rom.ima -flash-root -flash-conf

Description: This command works with USB medium to flash root and conf section from
rom.ima file. -flash-<xxx>, where xxx specifies the modules in rom.ima.

Eg23:
» ./Yafuflash -cd boot.ima -split-img -flash-boot

Description: This command works with USB medium to flash root from boot.ima split
image. -flash-<xxx>, where xxx specifies the modules in boot.ima.

Eg24.
» ./Yafuflash -cd root.ima -split-img -flash-www -flash-osimage

Description: This command works with USB medium to flash www and osimage from
root.ima split image. -flash-<xxx>, where xxx specifies the modules in root.ima.

Eg25:
» ./Yafuflash -cd rom.ima -preserve-extlog

Description: This command works with USB medium to preserve extended log
configuration.

216



Eg26:
> ./Yafuflash -cd root.ima -split-img -preserve-extlog

Description: This command works with USB medium to preserve extended log
configuration from split image.

Eg27:
> ./Yafuflash -cd root.ima -d 1 rom.ima

Description: This command works with USB medium to flash the image on specific
peripheral device.

Eg28:
» ./Yafuflash -cd root.ima -d 1 root.ima -split-img

Description: This command works with USB medium to flash the split image on specific
peripheral device.

Eg 29:
> ./Yafuflash -cd rom.ima -netfn 0x36

Description: This command works with USB medium to flash the image using 0x36 as
AMI OEM Net Function instead of default AMI OEM Netfn 0x32.
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Examples for KCS Medium
Eg1:
> ./Yafuflash -kcs rom.ima -info

Description: This command works with KCS medium which displays the details of both
Existing Firmware and new firmware.

Eg2:
> ./Yafuflash -kcs rom.ima

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware.

Eg3:
» ./Yafuflash -kcs rom.ima -force-boot

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader upgrade.

Eg4.
» ./Yafuflash -kcs rom.ima -preserve-config

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware with preserving config params.

Eg5:
» ./Yafuflash -kcs rom.ima -force-boot -preserve-config

Description: This command works with KCS medium which start to flash the new
rom.ima to the existing firmware with FORCE BootLoader upgrade and preserving config
params.

Eg6:
> ./Yafuflash -kcs rom.ima -i

Description: This command works with KCS medium, which start to flash the new
rom.ima using interactive upgrade mode and user, will be prompt to select the Number
of modules and module names to upgrade.

Eg7.
» ./Yafuflash -kcs -img-section-info

Description: This command works with KCS medium which displays the details of
Existing Firmware.

Eg8:
» ./Yafuflash -kcs -img-info

Description: This command works with KCS medium which displays the details of
Existing Firmware Version.

218



Eg9:
» ./Yafuflash -kcs public.pem -replace-publickey

Description: This command works with KCS medium which replaces the public key in
Existing Firmware.

Eg10:
» ./Yafuflash -kcs rom.ima -preserve-sel -preserve-ipmi

Description: This command works with KCS medium, which will ask for other
configurations which are already set to be preserved to preserve or not and after that it
will start to flash the new rom.ima to the existing firmware with preserving SEL and IPMI
as well as selected configurations.

Eg11:
» ./Yafuflash -kcs rom.ima -preserve-sel -ignore-existing-overrides

Description: This command works with KCS medium, which start to flash the new
rom.ima to the existing firmware with preserving FRU configurations only.

Eg12:
» ./Yafuflash -kcs rom.ima -ignore-reselect-image

Description: Yafuflash start full firmware upgrade with default active image. In this it
skips the reselecting active image used to flash.

Eg13:
» ./Yafuflash -kcs rom.ima -ignore-non-preserve-config

Description: Yafuflash start full firmware upgrade, If the Images of both flash share the
same Configuration area. Not preserving will restore to default factory settings, this
option skips it.

Eg14.
» ./Yafuflash -kcs -img-select 0 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the active image to be flashed.

Eg15:
» ./Yafuflash -kcs -img-select 1 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware
by selecting the first image to be flashed.

Eg16:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-section-info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of Existing Firmware.
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Eg17:
> ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin -img-info

Description: This command works with network medium using the ip 155.166.132.12,
which displays the details of Existing Firmware Version.

Eg18:
» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin public.pem -replace-publickey

Description: This command works with network medium using the ip 155.166.132.12,
which replaces the public key in Existing Firmware.

Eg19:
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-sdr

Description: This command works with network medium using the ip 155.166.132.12,
which will ask for other configurations which are already set to be preserved to preserve
or not and after that it will start to flash the new rom.ima to the existing firmware with
preserving SDR as well as selected configurations.

Eg20:
> ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-snmp -preserve-ntp

Description: This command works with network medium using the ip 155.166.132.12,
which will ask for other configurations which are already set to be preserved to preserve
or not and after that it will start to flash the new rom.ima to the existing firmware with
preserving SNMP and NTP as well as selected configurations.

Eg21.
» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-fru -ignore-existing-overrides

Description: This command works with network medium using the ip155.166.132.12,
which starts to flash the new rom.ima to the existing firmware with preserving FRU
configurations only.

Eg22.

» ./Yafuflash -nw -ip 155.166.132.12 rom.ima -preserve-fru -preserve-snmp -ignore-
existing -overrides

Description: This command works with network medium using the ip 155.166.132.12,
which starts to flash the new rom.ima to the existing firmware with preserving FRU and
SNMP configurations only.

Eg23:

» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -ignore-reselect-
image

Description: Yafuflash start full firmware upgrade with default active image. In this it
skips the reselecting active image used to flash.
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Eg24.

» ./Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -ignore-non-
preserve-config

Description: Yafuflash start full firmware upgrade, If the Images of both flash share the
same Configuration area. Not preserving will restore to default factory settings, this
option skips it.

Eg25:
» ./Yafuflash -kcs -img-select 2 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the second image to be flashed.

Eg26.
» ./Yafuflash -kcs -img-select 3 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting both the images to be flashed.

Eg27.
» ./Yafuflash -kcs rom.ima -quite

Description: This command works with KCS medium, which start to flash the new
rom.ima with minimum progress details.

Eg28.:

» ./Yafuflash -kcs -split-img boot.ima

Description: This command works with KCS medium to flash the boot split image.
Eg29:

» ./Yafuflash -kcs -split-img root.ima

Description: This command works with KCS medium to flash the root split image.
Eg30:

» ./Yafuflash -kcs rom.ima -flash-root -flash-conf

Description: This command works with KCS medium to flash root and conf section from
rom.ima file. -flash-<xxx>, where xxx specifies the modules in rom.ima.

Eg31:
» ./Yafuflash -kcs boot.ima -split-img -flash-boot

Description: This command works with KCS medium to flash root from boot.ima split
image. -flash-<xxx>, where xxx specifies the modules in boot.ima.

Eg32.
» ./Yafuflash -kcs root.ima -split-img -flash-www -flash-osimage

Description: This command works with KCS medium to flash www and osimage from
root. ima split image. -flash-<xxx>, where xxx specifies the modules in root.ima.
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Eg33:
» ./Yafuflash -kcs rom.ima -preserve-extlog

Description: This command works with KCS medium to preserve extended log
configuration.

Eg34.
» ./Yafuflash -kcs root.ima -split-img -preserve-extlog

Description: This command works with KCS medium to preserve extended log
configuration from split image.

Eg35:
» ./Yafuflash -kcs root.ima-d 1 rom.ima

Description: This command works with KCS medium to flash the image on specific
peripheral device.

Eg36:

» ./Yafuflash -kcs root.ima -d 1 root.ima -split-img

Description: This command works with KCS medium to flash the split image on specific
peripheral device.

Eg 37:
» ./Yafuflash -kcs rom.ima -netfn 0x36

Description: This command works with KCS medium to flash the image using 0x36 as
AMI OEM Net Function instead of default AMI OEM Netfn 0x32.
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18.1.4 YAFUFlash OS Compatibility

KCS/USB LAN
Windows Server 2012 Ubuntu 16.04
Windows Server 2008 Windows 8.1

Windows Server 2016 Standard (Exclude | Ubuntu 14.04
Nano Server)

Ubuntu Server 16.04 Windows 10
Ubuntu Server 14.04 Fedora 24
RHEL 7.2

RHEL 6.5

SLES Server 12.1

SLES Server 11.4

18.1.5 Installation in DOS

Copy Yafuflash.exe into DOS machine.
Run Yafuflash utility.

Format: Yafuflash [OPTIONS] [MEDIUM] [FW_IMAGE_FILE] where, Perform BMC Flash
Update.

-? Displays the utility usage
-h Displays the utility usage
-V Displays the version of the tool

-e List outs a few examples of the tool
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[OPTIONS]

-info

Displays information about existing FW and new FW.

-msi, -img-section-info

Displays information about current FW Sections.

-mi, -img-info

Displays information about current FW Versions.

-fb, -force-boot

Option to FORCE BootLoader upgrade during full
upgrade. Also, skips user interaction in Interactive
upgrade mode. This option is not allowed with Interactive
upgrade option.

-pc, -preserve-config

Option to preserve Config Module during full upgrade.
If platform supports Dual Image, this option skips user
interaction, preserves config and continues update
process.

This option is not allowed with interactive upgrade
option.

Use the option to show the minimum flash progress

g, -quite details.
r Option to interactive upgrade (Upgrade only
required modules)**
_ -full Performs full upgrade in Interactive Upgrade mode. Skips
! module wise upgrade
-ipc, If this image is for a different platform, this option

-ignore-platform-check

skips user interaction and continues update process.

-idi,
-ignore-diff-image

If this image differs from the currently programmed
image, this option skips user interaction and continues
update process.

-isi, -ignore-same-image

If this image is same as the currently programmed
image, this option skips user interaction and continues
update process.

-iml,
-ignore-module-location

If module(s) of this image is/are in different locations,
this option skips user interaction and continues update
process.

-ibv, -ignore-boot-version

If bootloader version is different and -force-boot is not
specified, this option skips user interaction and
continues update process. The bootloader will be
updated.

-iri, -ignore-reselect-image

Option skips reselecting the active image.

-inc,
-ignore-non-preserve-
config

Option skips the restore to default factor setting if the
image shares the same configuration area.

-mse, -img-select

Option to specify the Image to be updated
0 - Inactive Image
1-Image 1
2 - Image 2
3 - Both Images
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-rp, -replace-publickey

Option to replace the Signed Image Key in Existing
Firmware.

-vcf, -version-cmp-flash

Option to skip flashing modules only if the versions are
same by selecting (N/n). Option (Y/y) Selects full
firmware upgrade mode.

-non-interactive

This option skips user interaction. This option cannot be
used along with ‘ignore-diff-image’, ‘ignore-same-
image’,- ignore-module-location’&"- ignore- boot-version’
options.

-pXXX, -preserve-XXX

Option to preserve XXX configuration, where XXX falls in
sdr, fru, sel, ipmi, auth, net, ntp, snmp, ssh, kvm and
syslog. If the preserve status of the other configuration
enabled then it will ask for the other configuration to be
preserved.

-ieo,
-ignore-existing-overrides

Clears the existing overrides and preserves only
the overrides given in command line if any.

-msp, -split-img

Option to flash the split image.

-f - XXX, -flash-XXX

Option to flash specific section in non-interactive mode.
If it is split image need to give split-image along with this
option, where XXX denotes name of the section, e.g. -
flash-conf.

-sc, -skip-crc

Option to skip the CRC check

-sf, -skip-fmh

Option to skip the FMH check

-d

Option to specify the peripheral(Only for Dual
Image Support)

<BITO>-BMC

<BIT1> - BIOS

<BIT2> - CPLD

-a, -activate

Option to activate peripheral devices
<BITO>-BMC
<BIT1>-BIOS
<BIT2> - CPLD

-nr, -no-reboot

Option to skip the reboot With online-flash support, If
conf/extlog is not preserved, BMC will still reboot.

-bu, -block-upgrade

Option to Flash using Block by Block method

-netfn <NETFN>

Option to specify AMI OEM Net Function (default 0x32)
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[MEDIUM]

-cd Option to use USB Medium
-nw, Option to use Network Medium:
-ip, “ip’ Option to enter IP, when using Network Medium.
-u, ““host’ Option to enter host name, When using Network Medium.
-p, ‘-u’ Option to enter UserName, When using Network Medium.
-host, ‘-p’ Option to enter Password, When using Network Medium.
P ‘_p’ Option to enter Port Number.
-kecs Option to use KCS medium.
[FW_IMAGE_FILE] Firmware image file name [rom.ima].

Option to preserve extlog configuration during firmware

-pe, -preserve-extlog flash

Firmware image file name [rom.ima].

**|Interactive upgrade is not a default option. This option can be enabled in YafuFlash, if it
is built with Enable/Disable Interactive Upgrade YafuFlash option selected in Project
Configuration file (*.PRJ) using MDS.

Examples
Eg1:
» Yafuflash -kcs -info rom.ima
Description: Displays the details of both Existing Firmware and new firmware.
Eg2:
» Yafuflash -kcs rom.ima
Description: This command starts to flash the new rom.ima to the existing firmware.
Eg3:
» Yafuflash -kcs -force-boot rom.ima

Description: This command starts to flash the new rom.ima to the firmware with FORCE
BootLoader upgrade.

Eg4:
» Yafuflash -kcs -preserve-config rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware
with preserving config params.
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Eg5:
» Yafuflash -kcs -force-boot -preserve-config rom.ima

Description: This command starts to flash the new rom.ima to the firmware with FORCE
BootLoader upgrade and preserving config params.

Eg6:
» Yafuflash -kcs -i rom.ima

Description: This command starts to flash the new rom.ima using interactive upgrade
mode and user, will be prompt to select the number of modules and module names to
upgrade.

Eg7.

» Yafuflash -kcs -img-section-info

Description: Displays the details of Existing Firmware.
Eg8:

» Yafuflash -kcs -img-info

Description: Displays the details of Existing Firmware Version.
Eg9:

» Yafuflash -kcs public.pem -replace-publickey

Description: Replaces the public key in Existing Firmware.
Eg10:

» Yafuflash -kcs rom.ima -preserve-sdr

Description: This command will ask for other configurations which are already set to be
preserved to preserve or not and after that it will start to flash the new rom.ima to the
existing firmware with preserving SDR as well as selected configurations.

Eg11:
» Yafuflash -kcs rom.ima -preserve-snmp -preserve-ntp

Description: This command will ask for other configurations which are already set to be
preserved to preserve or not and after that it will start to flash the new rom.ima to the
existing firmware with preserving SNMP and NTP as well as selected configurations.

Eg12:
» Yafuflash -kcs rom.ima -preserve-fru -ignore-existing-overrides

Description: This command starts to flash the new rom.ima to the existing firmware
with preserving FRU configurations only.

Eg13:
» Yafuflash -kcs rom.ima -preserve-fru -preserve-snmp -ignore-existing-overrides

Description: This command starts to flash the new rom.ima to the existing firmware
with preserving FRU and SNMP configurations only.
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Eg14.
» Yafuflash -kcs -img-select 0 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the active image to be flashed.

Eg15:
» Yafuflash -kcs -img-select 1 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the first image to be flashed.

Eg16:
> Yafuflash -kcs -img-select 2 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting the second image to be flashed.

Eg17.
» Yafuflash -kcs -img-select 3 rom.ima

Description: This command starts to flash the new rom.ima to the existing firmware by
selecting both the images to be flashed.

Eg18:

» Yafuflash -kcs -split-img boot.ima

Description: This command works with KCS medium to flash the boot split image.
Eg19:

» Yafuflash -ksc -split-img root.ima

Description: This command works with KCS medium to flash the root split image.
Eg20:

» Yafuflash -ksc rom.ima -flash-root -flash-conf

Description: This command works with KCS medium to flash the root and conf section
from rom.ima file. -flash-<xxx>, where xxx specifies the modules in rom. ima.

Eg21.
» Yafuflash -ksc boot.ima -split-img -flash-boot

Description: This command works with KCS medium to flash the root from boot.ima
split image. -flash-<xxx>, where xxx specifies the modules in boot.ima.

Eg22.
» Yafuflash -ksc root.ima -split-img -flash-www -flash-osimage

Description: This command works with KCS medium to flash www and osimage from
root. ima split image. —-flash-<xxx>, where xxx specifies the modules in root.ima.
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Eg23:
» Yafuflash -ksc rom.ima -preserve-exlog

Description: This command works with KCS medium to preserve extended log
configuration.

Eg24.
» Yafuflash -ksc root.ima -split-img -preserve-exlog

Description: This command works with KCS medium to preserve extended log
configuration from split image.

Eg25:
> Yafuflash -ksc root.ima -d 1 rom.ima

Description: This command works with KCS medium to flash the image on specific
peripheral device.

Eg26.
» Yafuflash -ksc root.ima -d 1 root.ima -split-img

Description: This command works with KCS medium to flash the split image on specific
peripheral device.

Eg27.
» Yafuflash -nw-ip 155.166.132.12 -u admin -p admin -bu root.ima

Description: This command works with network medium to flash the image on specific
peripheral device by block by block upgrade.

Eg 28:
» Yafuflash -nw -ip 155.166.132.12 -u admin -p admin rom.ima -netfn 0x36

Description: This command works with network medium to flash the image using 0x36
as AMI OEM Net Function instead of default AMI OEM Netfn 0x32
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18.2 VMCLI Tool

VMCLI (Virtual Media Command Line Interface)

The Virtual Media Command Line Interface (VMCLI) utility is a scriptable command-line
interface that provides virtual media features from the management station to the Host.

VMCLI is used to redirect the virtual media (Hard Disk, Floppy, CD drive, USB..) from the
management station to the host.

NOTE

VMCLI Tool uses wget tool to communicate with webserver which runs inside BMC in
order to fetch media server related configurations.

Wget windows tool supports IPv6 link local ip too but Wget Linux tool doesn't
support.

Features
+  Removable media devices or image files that are consistent with the Virtual Media
plug-ins.

«  Automatic termination when the host firmware boot once option is enabled.
+  Secure communication to the host using Secure Sockets Layer (SSL).
«  VMCLI utility can run as a service as well as application.

18.2.1 Installation in Windows

NOTE
Windows VMCLI requires “Microsoft Visual C++ Redistributable Package” to be
installed in windows client.

1.  VMCLI can be installed in windows using batch file, installer.bat in VMCLI folder.

NOTE
You must keep wget inside the VMCLI Folder, which is the support Tool for VMCLI.

2. Goto VMCLI folder and execute the installer script to install the VMCLI service.

> Installer. bat -i
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o CAWINDOWSsystem32emd . exe

< MegaRAC SP-¥

int12.411
2s132.d411
onf

m Files“UHCLIMinstaller.hat
e leted file H q Files“URCL1lwnc li.cont
[ISC] CreateSer G
[5C]1 ChangeServi

Insltallat ivn prucess completed succuessfully.

E:vwmclivReleace®

3. Installer script will add the VMCLI as windows service and user can start and stop the
service using sc command.

4. To start VMCLI utility as service.

A. To start VMCLI utility as service using command line argument

Format:
> sc start VMCLI [-r][IP : Web-SSLPort] [-u][USER ] [-p] [PASSWORD] [MEDIA TYPE]
[MEDIA][-€]

B. To start as an application using command line argument

Format:
> VMCLL.exe [-r][IP : Web-SSLPort] [-u][USER ] [-p] [PASSWORD] [MEDIA TYPE]
[MEDIA][-€]

C. To start VMCLI using a configuration file

VMCLI Configuration fields to start CD redirection.
# In vmcli.conf file
[config]
ipaddr = [IP]
username = [USER]
password = [PASSWORD]
port = [Web-SSLPort]
encryption = [1/0]
cdredirect = [MEDIA]
hdredirect =
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VMCLI configuration fields to start HD redirection
# In vmcli.conf
[config]
ipaddr = [IP]
username = [USER]
password = [PASSWORD]
port = [Web-SSLPort]
encryption = [1/0]
cdredirect =
hdredirect = [MEDIA]

D. To start as service
Format:
> scstart VMCLI

E. To start as application

Format:
» VMCLI.exe
g Computer, Management
gg File  Ackion Yiew ‘Window Help & x|
4 &= m| £ X B = Q[
\(:-Ei Computer Management {Local) Wolume | Lavout | Type | File System | Status | Capacity | Free Space | A |
=] ﬁg §'§'stem Taols Partition  Basic MTFS Healthy {System) &7.89GE 6&.04 GB 77
# || Event Viewer = (1 Partition Basic FAT32 Healthry 747GE  3.08GE 41
o S Shared Folders S GOPINATH (H:)  Partition Basic FAT32 Healthy (fctivel 3.74GB  3.72GE 99
o Local Users and Groups SINew Yalume (F:) Partition Basic MTFS Healthy 45,00 GE 4476 GE 99
= % [P)erf_mmpince Logs and Alefti| < frware (D) Partition Basic  NTFS Healthy S0.00GE 47.0068 93
_ e Tanadss Esaurce (E:) Partition Basic MTFS Healthy S0.00GE 40.87GE 81
= ﬁ Skorage
[+ &7 Removable Starage
Disk. Defragmenter ” s
E Disk Managerment =
[+ Services and Applications A
B EPDisk 0 I_ —— — —
Basic () Software {D:) Source {E) New Yolume (
232_-33 GH 87,59 GB NTFS 50,00 GB NTFS 50,00 GB NTFS 45,00 GB NTFS
Orliree Healthy (System)’ | Healthy Healthy Healthy
pisk 1 ||
Removable | GOPINATH (H:)
3.??5 GE 13,75 6B FAT3Z
Oriline Healthy (fctive)
Hpisk 2 e
Removable (1)
748 GB 7,48 GE FAT32
Oriline: Healthy
s
< 5 || I Primary partition

Screen: Media Drive
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5.

To Stop the VMCLI service
Format:
» scstop VMCLI

To stop the VMCLI application
Format: Press 1 and enter to stop the application. (Reference VMCLI Screen 1)
o Administrator: CAWindows\system32\cmd.exe = B

SNProgram Files (xB6>“UMCLI>JHCLI .exe
Info: No HD Image path given
Info: Starting the UMCLI ¢ 3.1.8.8.8 > Application
Info: Successfully got session token
Info: Starting CD redirection

edirecting image... E:sjavatools.iso

D redirection in progress...

Enter 1 to stop:

Btop CD redirection recieved...

Info: Stopping all the redirections...

:“Program Files ¢(xB6>-UMCLI>

VMCLI Screen 1

o C:AWNDOWSsystem 3 2\cmd. exe
start wmcli

1@ WIN3I2_OUN_PROCESS
4 RUNHING
STOPPABLE . NOT_PAUSABLE, ACCEPTS _SHUTDOWHX

FLAGS
:»umec li~Re le

SFRUTCFE_NANFE: umela
TYPE M}H??,GUN_PHQCESR

S0P

CHOT_STO'MADLE.NOT _TAUSADLE . I GNORES _SIIUTDOWN>

CAxAY

CA=@>

T

STRTE

TR

zwumc lisRe lease >

VMCLI Screen 2

o Administrator: CA\Windows\system32\emd.exe - VMClLlLexe =

Program Files <x86)>“UMCLI>UMCLI _exe
Info: No HD Image path given
Info: Starting the UMCLI ¢ 3.1.8.8.8 > Application
Info: Successfully got session token
Info: Starting CD redirection

edirecting image... E:“javatools.iso

D redirection in progress...

Enter 1 to stop:

VMCLI Screen 3
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The above VMCLI Screen 2 starts VMCLI service without command line argument, i.e,
configuration will be read from conf file.

The above VMCLI Screen 3 starts VMCLI application without command line argument, i.e,
configuration will be read from conf file.

NOTE

If you would like to surround an argument by double quotation marks ("), please
notice that a double quotation mark proceeded by a backslash, \', is interpreted as a
literal double quotation mark. You have to use a pair of backslash (\\) followed by a
double quotation mark, \\", let the double quotation mark interpreted as a string
delimiter.
https://msdn.microsoft.com/en-us/library/aly7w461.aspx
i.e.

sc start VMCLI -r 10.0.6.8:443 -u admin -p admin -c "E:\" = incorrect (X)

sc start VMCLI -r 10.0.6.8:443 -u admin -p admin -c "E:\\" = correct (0)
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Examples of CD-ROM Media redirection
Eg1:
VMCLI as service
IPv4: sc start VMCLI -r 10.0.6.8:443 -u admin -p admin -c E:\
IPv6: sc start VMCLI -r [2004::2000]:443 -u admin -p admin -c E:\
VMCLI as application
IPv4: VMCLI.exe -r 10.0.6.8:443 -u admin -p admin -c E:\
IPv6: VMCLI.exe -r [2004::2000]:443 -u admin -p admin -c E:\

Description: This command is to redirect the CD/DVD drive from the management
station to the host.

Eg2:
VMCLI as service
IPv4: sc start VMCLI r 10.0.6.8:443 -u admin -p admin -c E:\ -e
IPv6: sc start VMCLI -r [2004::2000]:443 -u admin -p admin -c E:\ -e
VMCLI as application
IPv4: VMCLI.exe r 10.0.6.8:443 -u admin -p admin -c E:\ -e
IPv6: VMCLI.exe -r [2004::2000]:443 -u admin -p admin -c E:\ -e

Description: This command is to redirect the CD/DVD drive from the management
station to the host. Data will be transfer through ssl.

Eg3:
VMCLI as service
IPv4: sc start VMCLI -r 10.0.6.8:443 -u admin -p admin-c “/home/cdrom.iso”
IPv6: sc start VMCLI -r [2004::2000]:443 -u admin -p admin-c  “/home/cdrom.iso”
VMCLI as application
IPv4: VMCLI.exe -r 10.0.6.8:443 -u admin -p admin-c “/home/cdrom.iso”
IPv6: VMCLI.exe -r [2004::2000]:443 -u admin -p admin-c “/home/cdrom.iso”

Description: This command is to redirect the CD image from the management station to
the host. The image file path is full system path.

Eg4:
» scstop VMCLI
Description: This command is used to stop the VMCLI service to stop the redirection.
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NOTE
If you would like to surround an argument by double quotation marks ("), please
notice that a double quotation mark proceeded by a backslash, \", is interpreted as a
literal double quotation mark. You have to use a pair of backslash (\\) followed by a
double quotation mark, \\", let the double quotation mark interpreted as a string
delimiter.
https://msdn.microsoft.com/en-us/library/aly7w461.aspx
i.e.:

sc start VMCLI -r 10.0.6.8:443 -u admin -p admin -hd "D:\" = incorrect (X)

sc start VMCLI -r 10.0.6.8:443 -u admin -p admin -hd "D:\\" => correct (0)

Examples of Hard Disk Drive Media redirection
Eg1:
VMCLI as service
IPv4: sc start VMCLI -r 10.0.6.8:443 -u admin -p admin -hd D:/
IPv6: sc start VMCLI -r [2004::2000]:443 -u admin -p admin -hd D:/
VMCLI as application
IPv4: VMCLI.exe -r 10.0.6.8:443 -u admin -p admin -hd D:/
IPv6: VMCLI.exe -r [2004::2000]:443 -u admin -p admin -hd D:/

Description: This command is to redirect the Hard disk drive from the management
station to the host.

Eg2:
VMCLI as service
IPv4: sc start VMCLI -r 10.0.6.8:443 -u admin -p admin -hd D:/ -e
IPv6: sc start VMCLI -r [2004::2000]:443 -u admin -p admin -hd D:/ -e
VMCLI as application
IPv4: VMCLI.exe -r 10.0.6.8:443 -u admin -p admin -hd D:/ -e
IPv6: VMCLI.exe -r [2004::2000]:443 -u admin -p admin -hd D:/ -e

Description: This command is to redirect the Hard disk drive from the management
station to the host. Data will be transfer through ssl/

Eg3:
VMCLI as service
IPv4: sc start VMCLI -r 10.0.6.8:443 -u admin -p admin-hd “/home/hd.img”

IPv6: sc start VMCLI -r [2004::2000]:443 -u admin -p admin -hd “/home/hd.img”

VMCLI as application
IPv4: VMCLI.exe -r 10.0.6.8:443 -u admin -p admin-hd “/home/hd.img”
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IPv6: VMCLI.exe -r [2004::2000]:443 -u admin -p admin -hd “/home/hd.img”

Description: This command is to redirect the HD/USB image from the management
station to the host. The image file path is full system path.

Eg4:
» scstop VMCLI
Description: This command is used to stop the VMCLI service to stop the redirection.
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18.2.2 Installation in Linux

NOTE

VMCLI uses TLSv1.2 so it needs openssl1.0.0 (or above) and wget1.16 (or above) to
work properly.

The following steps are mentioned for openssl1.0.0 package. If anyother version is
installed the steps will vary.

For example if openssl1.0.1 is installed then the libssl.so will have libssl.s0.1.0.1 and
libcryto file name will also be libcrypto.so.1.0.1 etc.

1. Search libssl.s0.1.0.0 and libcrypto.s0.1.0.0 locate at /usr/lib (if it's not available in /
usr/lib, try searching in /usr/lib64) or not. If not, do yum install openssl libssl or rpm -ivh
openssl.rpm and rpm -ivh libssl.rpm:

» s -l /usr/lib/libssl*
» Is -l /usr/lib/libcrypto*

NOTE
For Ubuntu look in the path /lib/x86_64-linux-gnu or /lib/i386-linux-gnu

2. Create a force link as libssl.s0.1.0.0 to libssl.s0.10:
» In-sflibssl.s0.1.0.0 libssl.s0.10

3. Create a force link as libcrypto.s0.1.0.0 to libcrypto.so.10:
» In-sf libcrypto.s0.1.0.0 libcrypto.so.10

4. Open Terminal and go to VMCLI folder

5. Install the VMCLI service in Linux system using installer script
» sudo bash ./installer.sh -i

6. To start VMCLI utility using command line arguments.

A. To start as service

Format:
> service vmcli start [-r] [IP:Web-SSLPort] [-u] [USER] [-p][PASSWORD] [MEDIATYPE]
[MEDIA] [-€].

B. To start as application

Format:
>  VMCLLEXE [-r] [IP:Web-SSLPort] [-u] [USER] [-p][PASSWORD] [MEDIA TYPE]
[MEDIA] [-€].

C. To start VMCLI using a configuration file

VMCLI Configuration fields to start CD redirection.
# In vmcli.conf file
[config]
ipaddr = [IP]
username = [USER]

238




password = [PASSWORD]
port = [Web-SSLPort]
encryption = [1/0]
cdredirect = [MEDIA]
hdredirect =

VMCLI configuration fields to start HD redirection
# In vmcli.conf
[config]
ipaddr = [IP]
username = [USER]
password = [PASSWORD]
port = [Web-SSLPort]
encryption = [1/0]
cdredirect =
hdredirect = [MEDIA]

D. To start as service
Format:

> service VMCLI start

E. To start as application
Format:
» VMCLI.exe

7. To stop the VMCLI service
Format:
> service stop vmcli
To stop the VMCLI application
Format:
> Press 1 and enter to stop the application. (Reference VMCLI Screen 4)

% — 0 root@hari-laptop: fusr/bin

root@hari-laptop: /fusr/bin# VMCLIEXE

Info: No CD Image path given

Info: Starting the VMCLI ( 3.1.0.0.8 ) Application
Info: Successfully got session token

Info: Starting HD redirection

Redirecting image... [homefhari/images/fdboot.img
HD redirection in progress...

Enter 1 to stop:

1

Stop hard disk redirection received
Info: Stopping all the redirections...
root@hari-laptop: fusr/bin#

VMCLI Screen 4
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i root@sengud-vpn:/homelgopillinux xB6 32

[coot@=sengud-vpn Lmux_:tEiﬁ_R]ﬁ service vmcll 3Tarc
Brarting the VHCLI Ssrvice

[coot@=engud-vpn Linux_x86_32]¥ service vmcli stop
Fropping the VHCLI Service

[coot@sengud-vpn Linux x86 3Z]H I

VMCLI Screen 5

® - 0 root@hari-laptop: fusr/bin
root@hari-laptop:/usr/bin# VMCLIEXE

Info: No CD Image path given

Info: Starting the VMCLI ( 3.1.0.0.0 ) Application
Info: Successfully got session token
Info: Starting HD redirection
Redirecting image... /home/hari/images/fdboot.1img

HD redirection in progress...

Enter 1 to stop:

VMCLI Screen 6

The above VMCLI Screen 5 starts VMCLI service without command line argument, i.e,
configuration will be read from conf file.

The above VMCLI Screen 6 starts VMCLI application without command line argument, i.e,
configuration will be read from conf file.
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Examples of CD-ROM Media redirection
Eg1:
VMCLI as service
IPv4 : service vmcli start -r 10.0.6.8:443 -u admin -p admin -c /dev/sdc
IPv6 : service vmcli start -r [2004::2000] :443 -u admin -p admin -c /dev/sdc
VMCLI as application
IPv4 :VMCLIEXE -r 10.0.6.8:443 -u admin -p admin -c¢ /dev/sdc
IPv6 :VMCLIEXE -r [2004::2000] :443 -u admin -p admin -c /dev/sdc

Description: This command is to redirect the CD/DVD drive from the management
station to the host.

Eg2:
VMCLI as service
IPv4 : service vmcli start -r 10.0.6.8:443 -u admin -p admin -c “/home/cdrom.iso”
IPv6 : service vmcli start -r [2004::2000] :443 -u admin -p admin -c “/home/cdrom.iso”
VMCLI as application
IPv4 :VMCLIEXE -r 10.0.6.8:443 -u admin -p admin -c “/home/cdrom.iso”
IPv6 :VMCLIEXE -r [2004::2000] :443 -u admin -p admin-c “/home/cdrom.iso”

Description: This command is to redirect the CD/DVD image from the management
station to the host. The image file path is full system path.

Eg3:
VMCLI as service
IPv4 : service vmcli start -r 10.0.6.8 :443 -u admin -p admin -c CD-RomImage.iso -e
IPv6 :service vmcli start -r [2004::2000] :443 -u admin -p admin -c CD-RomImage.iso -e
VMCLI as application
IPv4 : VMCLIEXE -r 10.0.6.8 :443 -u admin -p admin -c CD-RomImage.iso -e
IPv6 :VMCLIEXE -r [2004::2000] :443 -u admin -p admin -c CD-RomImage.iso -e

Description: This command is to redirect the CD/DVD image from the management
station to the host. Data will be transfer through ssl.

Eg4:
service vimcli stop

Description: This command is used to stop the vmcli service to stop the redirection.
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Examples of Hard Disk Drive Media redirection
Eg1:
VMCLI as service
IPv4 : service vmcli start -r 10.0.6.8:443 -u admin -p admin -hd /dev/sda
IPv6 : service vmcli start -r [2004::2000] :443 -u admin -p admin -hd /dev/sda
VMCLI as application
IPv4 : VMCLIEXE -r 10.0.6.8:443 -u admin -p admin -hd /dev/sda
IPv6 : VMCLIEXE -r [2004::2000] :443 -u admin -p admin -hd /dev/sda

Description: This command is to redirect the Hard disk drive from the management
station to the host.

Eg2:
VMCLI as service
IPv4 : service vmcli start -r 10.0.6.8:443 -u admin -p admin -hd “/home/hd.img”
IPv6: service vmcli start - r [2004::2000] :443 -u admin -p admin-hd “/home/hd.img”
VMCLI as application
IPv4 : VMCLIEXE -r 10.0.6.8:443 -u admin -p admin -hd “/home/hd.img”
IPv6: VMCLIEXE - r [2004::2000] :443 -u admin -p admin-hd “/home/hd.img”

Description: This command is to redirect the HD/USB image from the management
station to the host. The image file path is full system path.

Eg3:
VMCLI as service
IPv4 : service vmcli start -r 10.0.6.8 :443 -u admin -p admin -hd /dev/sda -e
IPv6 : service vmcli start -r [2004::2000] :443 -u admin -p admin -hd /dev/sda -e
VMCLI as application
IPv4 : VMCLIEXE -r 10.0.6.8 :443 -u admin -p admin -hd /dev/sda -e
IPv6 : VMCLIEXE -r [2004::2000] :443 -u admin -p admin -hd /dev/sda -e

Description: This command is to redirect the Hard disk drive from the management
station to the host. Data will be transfer through ssl.

Eg4:
service vimcli stop

Description: This command is used to stop the vmcli service to stop the redirection.
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Configuration File Support

VMCLI service is started with no command VMCLI supports the configuration file to pass
the argument to the VMCLI service. The VMCLI service will read the configurations from
the file, if the VMCLI service is started with no command line argument.

Example:

Service
> service vmcli start [Linux] — filename is /etc/vmcli/vmcli.conf

> sc start vmcli [Windows] — filename is C:\WINDOWS\vmcli.conf

Application
» VMCLIEXE [Linux] - filename is <same path as vmcli binary>\vmcli.conf
> VMCLLl.exe [Windows] - filename is <same path as vmcli binary>\vmcli.conf

Log file support is added to VMCLI service. The VMLCI service’s start and stop information
can be logged into this file (/var/log/vmcli or C:A\WINDOWS\vmcli).

NOTE

VMCLI service will not be started if the command line arguments or configuration
file are not configured properly.

In Latest versions of Linux, the system in it system requires a service unit file to
manage the services and it doesn’t accept arguments. Hence configuration file is
necessary to pass the arguments to the VMCLI service. It is mandatory for the user
to fill the required arguments in the configuration file.

W root@deepak-desktop: ~ = O >

List of Supported 0OS
Kindly refer Client OS (64-bit) section in Chapter 21 KVM 0S and Browser Compatibility.

243



LINUX OS Installation Post CVE 2019-6260 Mitigation Fix on AST
SOC

After the CVE 2019-6260 fix in Aspeed SOC, Linux OS installation fails frequently. While
booting into the installation media when the kernel tries to load the video driver module,
the video driver crashes leading to kernel dump. Thus, the installation process fails.

As a work around for this issue, Aspeed suggested to use the nomodeset option in the
GRUB, before booting into the installation medium for the new installation.

A few of the supported Linux operating systems for which we tried this option and the
procedure is explained in this document.

Before proceeding with the OS installation, make sure the VBIOS version is v.1.09 or later.

19.1 SLES 12.x

To install OS using nomodeset, please follow the below steps.

“w_n

1. Onthe Installation screen, click “e” to enter GRUB mode.

2. Add “nomodeset” before “splash=silent” in the line that starts with linuxefi. Adding the
nomodeset parameter instructs the kernel to not load video drivers and use BIOS
modes instead until X is loaded.

3. Clicking “e” key enables the user to edit a menu entry. This will bring up an openSUSE
Leap GRUB screen as displayed in the below screenshot.
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@npenSUSE

openSUSE Leap 15.0

opensUsE Leap 15.0

lash=silent textmode=1_

C: Command Line  E: Edit Entry

openSUSE Leap GRUB Screen

4. Use the arrow keys to navigate when screen editing is required. Navigate to the line on
this screen that starts with linuxefi.

5. Replace splash=silent by nomodeset splash=silent. This change is only temporary — it
will just be used once and GRUB won't remember it in the future.

6. Press Ctrl+X or F10 to boot with the nomodeset option which was added. If you make a
mistake, press Esc to go back to the previous screen.

7. To make the change permanent, the user needs to add it to the /etc/default/grub file.
Append nomodeset inside the quotes of the line GRUB_CMDLINE_LINUX_DEFAULT="...".
Then update the GRUB settings with sudo update-grub.
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19.2 Ubuntu 14.04.x and Ubuntu 16.04.x

To install OS using nomodeset, please follow the below steps.
1. To perform installation, Boot into the installation media.
2. From the start Installation screen, click “F6” for Other Options.

ubuntu®

Ubuntu Installation Screen

3. Select nomodeset option from the list. A sample screenshot is displayed below.

ubuntu®

nstall Ubuntu Se

Expert mode
acpi=off
noapic
nolapic
edd=on
nodmraid

Boot Options reseed/ubuntu-server.seed wea=783 initrd=/ing

Free software only
FL Help F2 F3 | Fd4 Modes F5 7 ity F6 Ot
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4. Click Enter to make the selection as displayed in the screenshot as below.

Expert mode
acpi=zoff
noapic
nolapic
edd=on
nodmraid

Boot Options res

Free software only
F El e

Ubuntu Installation Screen

5. And then it continues with the installation.
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19.3 RHEL 6.9 and 7.3

To install OS using nomodeset, please follow the below steps.
1. Click “E” while booting to the installation media.

2. This action displays the setparams option in the screen to edit bootparams. A sample
screenshot is displayed below.

setparans ‘Install Red Hat Enterprise Linux 7.3’

linuxefi /images/pxeboot/umlinuz inst.stage2=hd :LABEL=RHEL-7.3\x208erver .x86_64 quiet
initrdefi /images/pxeboot/initrd.img

Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to discard edits and return to the menu. Pressing Tab

lists possible completions.

RHEL GRUB Screen
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3. Include nomodeset in the first line of the screen as shown in the below screenshot.
For RHEL 6.9 installation, options “xdriver=vesa brokenmodules=ast” should be added
in addition to “nomodeset”. So if installation doesn’t work with “nomodeset” option,
add “xdriver=vesa brokenmodules=ast” along with “nomodeset” and try installation.

setparans ‘Install Red Hat Enterprise Linux 7.3’

linuxefi /images/pxeboot/umlinuz inst.stage2=hd :LABEL=RHEL-7.3\x208erver .x86_64 quiet nomodeset.
initrdefi /images/pxeboot/initrd.ing

Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to discard edits and return to the menu. Pressing Tab
lists possible completions.

RHEL with nomodeset

4. And then it continues with the installation.
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One of the powerful tools in IPMI is Serial Over LAN (SOL) which provides serial line
access over the management LAN. The baseboard management controller (BMC)
microcontroller embedded on the server motherboard does this by redirecting information
destined for the serial port over to the LAN. With SOL console redirection system
administrators can remotely view the text-based console on their remote servers from
anywhere and perform any task that doesn’t require a GUI.

Transporting serial data over IP networks using telnet, serial over IP, SOL and the likes is
the way forward for server serial communications. Just as the KVM functions in
embedded service processors is displacing the need for external KVM appliances, so the
SOL capability of BMCs and console redirection in service processors is reducing the need
for serial console servers for server console management.

One other feature to capture SOL data over SSH connection other than the IPMI tool is
SOLSSH.

SOLSSH: It is an application that enables to capture the host logs of the server over the
SSH/TELNET connection. The functionality of the SOLSSH is the same as SOL except it
redirects data over SSH/TELNET session. it will read the data from the serial port
configured and redirects to the user session.

To launch the SOLSSH session follow the below-mentioned steps.

1. Create a new user under Settings > User Management in Ul, because the fixed users
are configured to launch fixed services.

2. Log in to BMC over SSH with the new user using command ‘ssh <username>@<BMC
P>’

3. Enter the password when prompts.

A session will be created and will be provided to the user through this a user can
control the server remotely.

Example: setting the BIOS settings of the server over SOLSSH service.

T
Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.
Main EGUELIELM Platform Configuration Socket Configuration Server Mgmt

Al Trusted Computing
» ACPI Settings Settings
» Serial Port Console Redirection
» 5I0 Configuration
» Option ROM Dispatch Policy
> PCI Subsystem Settings
» USB Configuration
> CSM Configuration
» NVMe Configuration

» Tls Auth Configuration —*— Select Screen

» Network Stack Configuration Tl: Select Item

= RAM Disk Configuration Enter: Select

» 1SCSI Configuration +f/=-: Change Opt.

= All Cpu Information F1: General Help

» Intel(R) Ethernet Connection X722 for F2: Previous values
10GBASE-T - A4:BF:01:51:27:D1 F3: Optimized Defaults

W F4: Save & Exit
ESC: Exit

Version 2.20.1275. Copyright (C) 2019 American Megatrends, Inc.

BIOS Screen
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This section lists out the supported KVM OS and Browsers Compatibility.

H5Viewer OS & Browser Compatibility

e Ubuntu Server LTS 20.04.6, 22.04.1

e Windows Server 2019, 2022

Host OS (Server Edition 64-bit) | « RHEL Server 8.8, 9.2

* Cento OS Stream 8 (22.11.2022), 9 (23.11.2022)
* SLES 15 SP4, SLES 12 SP5

e Windows - v1.15.01

Host VGA Driver e Linux - v1.14.2

VBIOS *v1.13.01

e Ubuntu LTS 20.04, 22.04
* mac0S 10.13.6

e Windows 10, 11

e Fedora 38

Client OS (64-bit)

Chromium Edge
e Windows —v121.0.2277.83

Chrome
e Windows - v119.0.6045.159
Web Browser (64-bit) * Linux —v119.0.6045.105,v121.0.6167.85
Firefox
e Linux -v116.0.2,v122.0
Safari

. MacOS-v13.1.2

e On Pilot IV with Linux host, some performance issues might happen if valid PilotlV
video driver not installed. Please make sure kernel update has been executed to avoid
such issues.

* Suggests users to use Linux version of OS except SUSE 11.4 with BMC to avoid
mouse sync issue in absolute mouse mode.

NOTE

- It is mandatory to use server edition as HOST OS. If Client OS version is used as HOST
0OS then KVM will not work as expected.

- ASPEED VGA driver should be installed in HOST OS. Please download and install the
appropriate ASPEED driver from https.//www.aspeedtech.com/support_driver/ website.

- If there is continuous full screen update in the host, the video shown in KVM client will
not be in proper sync with host video.
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H5Viewer Browser Limitations

All Browser Limitations:

To use secure H5Viewer session adding SSL certifificate to the browser is
mandatory.

H5Viewer video record length (Client-side video recording length set by the user)
will diffffer from downloaded video fifile duration. ThThe recorded video duration
depends on the browser, and the amount of host video update.

Keyboard LED sync will not work, when the host is Linux text console.

Clearing H5Viewer session will take some time when user abruptly closes the
H5Viewer window.

If any dialog (like File Choose, Confifirmation dialog, etc) in H5Viewer is kept open
and not closed, then the background functionalities of threads might get affffected
leading to H5Viewer reconnect or connection close.

ThThe H5Viewer video may flflicker occasionally when there is fading animation in
the Host video. ThThis can result in the H5Viewer video output becoming
unsynchronized with the host video.

Browsers use optimization techniques to save resources when a tab is not in use.
ThThis helps improve the performance of the system by reducing the amount of
memory and CPU power used. However, these optimizations can sometimes cause
a KVM timeout, especially if the browser thinks that the KVM tab is not being used.
Disabling these options in the browser could help with KVM timeout.

- Ex: For edge browser disable “Save resources with sleeping tabs”
- For Chrome disable “Probabilistic Memory Saver Mode” and “Memory Saver”.
- For Firefox disable “Tab Unloading”.

Google Chrome:

On launching H5Viewer window won't resize to the client resolution.

Firefox:

Only Japanese QWERTY input method will work, Japanese hiragana or katakana
input method will not work.

Safari:

Keyboard LED sync will not work.

To use secure H5Viewer session adding SSL certifificate to the browser is
mandatory.
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OTP Support for Password Reset

OTP mechanism is used to generate temporary password. Forgot Password option in Log-
in Page Web Ul can be used to generate OTP which will be sent to already configured e-
mail ID. This generated temporary password will be valid for only 5 minutes.

Initial access of Web Ul prompts you to enter the User Name and Password.
A sample screenshot of the login screen is given below.

MEGARAC SP-X

Jsername

US - English v

Remember Username

Login Page

The fields are explained as follows:
Username: Enter your username in this field.
Password: Enter your password in this field.

Language Selection: Language selection drop-down will be populated based on supported
languages in Web Ul as a part of multi language support feature. Drop-down option value
will be selected based on the browser language. For example, if browser language is
configured with Simplified Chinese language (ZH-CN), then option value will be auto
selected as China - FZ ({&1#)

Default language will be selected as US-English if the browser configured language not
supported by Web Ul. Entire Web Ul pages language strings will be displayed based on
selected language from drop-down.

Remember Username: Check this option to remember your login Username. If you select
this option, the browser will save your credentials internally in its memory, and when you
open that site the next time, it will auto-fill Username for you.

Sign me in: After entering the required credentials, click the Sign me in to login to GUI.

I Forgot my Password: If you forget your password, you can generate a new password
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using this link.
Procedure to Reset Password

1. Enter the Username, and click on Forgot Password link. A pop-up message will prompt
you to proceed further, click OK to proceed. A sample screenshot is given below.

I
10.0.97.211 says

OTP has been sent to the configured Email. Note: OTP will get expired

in five minutes.

Processing...

Login Page - Forgot Password

2. Enter One Time Password (OTP) sent to your registered Email-ID for changing the
password, and also enter a password in the New Password and Confirm Password

fields. And then click Submit. A sample screenshot is given below.

NOTE
OTP will be expired after 5 minutes.
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MegaRAC SP-X

Please enter the One Time Password (OTP) sent to
your registered email id to change your password.
NOTE: OTP will be expired after 5 minutes.

One Time Password (OTP)

Password fields are mandatory and should have a
minimum of 8 characters.

New Password

Confirm Password

Login Page - OTP

3. Once all the above steps are success, your password will be reset.

NOTE

- Default password should contain minimum of 8 and maximum of 16 alphanumeric
characters.

- White space is not allowed.
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The thermal Management module resides in BMC, which ensures that appropriate
temperature/heat level and airflow is maintained in the server. The thermal management
module by default provides efficient “Range Based thermal algorithm”.

It uses a pre-configured zones and fan speed profiles. A zone is a logical grouping of the
temperature sensor and fans. This grouping is to say which all fans will be controlled
based on the particular temperature sensors values.

For Example, we have the following pre-configured zones:

Now based on the maximum temperature in a particular zone, the equivalent fan duty
cycle will be calculated using the fan speed profile configurations and applied to the Fans
present in that zone.

Whenever there is a change in the maximum temperature in a particular zone, the
corresponding Fan speeds also gets varied.
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Using PTP (IEEE 1588) daemon to sync the time with Master time server. This field is used
to set the date and time on the BMC.

A sample screenshot of Automatic PTP Date & Time is shown as below.

eeeeeeeeeee

Date&Time - Automatic PTP Date & Time

The Date & Time section consists of the following fields.

Configure Date & Time: Displays Timezone list containing the UTC offset along with the
locations and Navigational line to select the location which can be used to display the
exact local time.

Select Time Zone: This field is used to set the date and time on the BMC.

Automatic PTP Date & Time: To enable/disable the use of PTP servers to automatically
set the date and time.

* PTP Interface: To confifigure a PTP server interface to use when automatically
setting the date and time.

* PTP Preset: To confifigure a PTP Preset type to use when automatically setting the
date and time.

* PTP Transport: To confifigure a PTP Transport type to use when automatically
setting the date and time.

 PTP Ipmode: To confifigure a PTP Ipmode type to use when automatically setting
the date and time.

*  PTP Unicast IP: To confifigure a Unicast ip when ipmode is unicast and server to
use when automatically setting the date and time.
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PTP Delay Mechanism: To confifigure a PTP Delay Mechanism type to use when
automatically setting the date and time.

PTP Inbound Latency: To confifigure a Inbound latency of the server to use when
automatically setting the date and time.

PTP Outbound Latency: To confifigure a PTP outbound latency server to use when
automatically setting the date and time.

PTP Priority1: To confifigure a priority of PTP clock to use when automatically
setting the date and time.

PTP Max Master capacity: To confifigure a max master capacity of the PTP clock
to use when automatically setting the date and time.

Panic Mode: To confifigure a PTP clock to not reset if jump is more then 1 second,
use when automatically setting the date and time.

PTP Log request delay: To confifigure a PTP log request delay,use when
automatically setting the date and time.

Save: To save the settings.

NOTE

If the timezone is selected as Manual Offset, the map selection will be disabled. The
Time-Zone settings will be reflected only after saving the settings.

Procedure

1.
2.

3.

A.

Select the Timezone location either using drop down or Map.

Enable Automatic PTP Date & Time to enable/disable the use of PTP servers to
automatically set the date and time.

Enter the Interface, Preset, Transport, Ipmode, Unicast IP, Delay Mechanism,
Inbound Latency, Outbound Latency, Priority1, Max Master capacity and Log
request delay details in their corresponding fields.

Enable/Disable Panic Mode to not reset if jump is more then 1 second, use when
automatically setting the date and time.

Click Save button to save the settings.
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Each page of the web exposes IPMI commands in a Ul format. The underlying IPMI
commands the minimum requirements for that page or it will not show. Some of the pages
require a higher privilege for modification of the contents on the page, so they will appear
read-only to a user of insufficient privileges. Other pages are read-only to all users because
they are informational only and do not contain any user-modifiable content.

A = Administrator only
O = Operator or higher
U = User or higher

N/A = read-only page.

S.No Main Menu Sub Menu View | Change
1 Dashboard Dashboard U N/A
2 | Sensors Sensor Reading > Sensor detail u 0
3 | Sensors Sensor Detal > Sensor Thresholds 0 0
4 FRU FRU U N/A
5 Logs & Reports | Logs & Reports > IPMI Event Log U 0]
6 Logs & Reports | Logs & Reports > System Log u N/A
7 Logs & Reports | Logs & Reports > Audit Log U N/A
8 Logs & Reports | Logs & Reports > Video Log U 0]
9 Settings Settings > Captured BSOD U N/A
10 | Settings Settings > Date & Time U A
11 | Settings Settings > External User Services u u
12 | Settings Setings > External User Services > LDAP/E- U U
13 | Settings Settings > External User Services > LDAP/E- U A
Directory Settings > General LDAP Settings

14 | Settings Settings > External User Services > LDAP/ E- U A
Directory Settings > Role Groups

15 | Settings Settings > External User Services > Active u A
directory Settings

16 | Settings Settings > External User Services > Active U A
directory Settings > General Active Directory

17 | Settings Settings > External User Services > Active U A
directory Settings > Role Groups

18 | Settings Settings > External User Services > RADIUS u A
Settings

19 | Settings Settings > External User Services > RADIUS U A
Settings > General RADIUS Settings

20 | Settings Settings > External User Services > RADIUS U A
Settings > Advanced RADIUS Settings

21 | Settings Settings > KVM Mouse Setting u A
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22 | Settings Settings > Log Settings U A

23 | Settings Settings > Log Settings > SEL Log Settings u A

24 | Settings Settings > Log Settings > Advanced Log u A
Settings

25 | Settings Settings > Media Redirection u A

26 | Settings Settings > Media Redirection > General u A

27 | Settings Settings > Media Redirection > VMedia U A
Instance Settings

28 | Settings Settings > Media Redirection > Remote u A
Session

29 | Settings Settings > Media Redirection > Active U N/A
Redirections

30 | Settings Settings > Network Settings U A

31 | Settings Settings > Network > Network IP Settings 0 A

32 | Settings Settings > Network > Network Bond 0 A
Configuration

33 | Settings Settings > Network > Network Link 0 A
Configuration

34 | Settings Settings > Network Settings > DNS 0 A
Configuration

35 | Settings Settings > PAM Order A

36 | Settings Settings > Platform Event Filters A

37 | Settings Settings > Platform Event Filters > Event 0 A
Filters

38 | Settings Settings > Platform Event Filters > Alert 0 A
Policies

39 | Settings Settings > Platform Event Filters > LAN 0 A
Destinations

40 | Settings Settings > Services u A

41 | Services Services > Service Sessions U A

42 | Services Services > Service Configuration A A

43 | Settings Settings > SMTP Settings 0 A

44 | Settings Settings > SSL Settings u A

45 | Settings Settings > SSL Settings > View SSL Certificate U N/A

46 | Settings Settings > SSL Settings > Generate SSL u A
Certificate

47 | Settings Settings > SSL Settings > Upload SSL u A
Certificate

48 | Settings Settings > System Firewall A

49 | Settings Settings > Firewall > General Firewall Settings A
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50 | Settings Settings > Firewall > General Firewall Settings u A
> Existing Firewall Settings
51 | Settings Settings > Firewall > General Firewall Settings u A
> Add Firewall Settings
52 | Settings Settings > Firewall > IP Firewall Rules u A
53 | Settings Settings > Firewall > IP Oriented u A
Firewall Rules > Existing IP Rules
54 | Settings Settings > Firewall > IP Oriented u A
Firewall Rules > Add IP Rule
55 | Settings Settings > Firewall > Port Firewall Rules u A
56 | Settings Settings > Firewall > Port Oriented u A
Firewall Rules > Existing Port Rules
57 | Settings Settings > Firewall > Port Oriented u A
Firewall Rules > Add Port Rule
58 | Settings Settings > User Management 0 A
59 | Settings Settings > User Management > User U A
Management Configuration
60 | Settings Settings > Video Recording u A
61 | Settings Settings > Video > Auto Video Settings u A
62 | Settings Settings > Video > Auto settings > Video u A
Trigger Settings
63 | Settings Settings > Video > Auto settings > Video u A
Remote Storage
64 | Settings Settings > Video > Auto settings > Pre-Event u A
Video Recordings
65 | Settings Settings > Video > Sol Settings u A
66 | Settings Settings > Video > Sol > SOL Configurations u A
67 | Settings Settings > IPMI Interfaces A A
68 | Remote Control | Remote Control U U
69 | Image Image Redirection u A
Redirection
70 | Image Image Redirection > Local Media u A
Redirection
71 | Image Image Redirection > Remote Media u A
Redirection
72 | Power Control Power Control U 0
73 | Maintenance Maintenance > Backup Configuration u A
74 | Maintenance Maintenance > BMC Recovery A A
75 | Maintenance Maintenance > Firmware Image Location A A
76 | Maintenance Maintenance > Firmware Information u N/A
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77 | Maintenance Maintenance > Firmware Update A A
78 | Maintenance Maintenance > Preserve Configuration U A
79 | Maintenance Maintenance > Restore Configuration u A
80 | Maintenance Maintenance > Restore Factory Defaults A A
81 | Maintenance Maintenance > System Administrator 0 A
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Ports Usage

Port # Owner Module Usage
80 Web server(lighttpd) | Listening for network connections on HTTP://
. Listening for secured network connections on

443 Web server(lighttpd) HTTPS://

22 Secure Shell (sshd) | Secure SMASH-Lite session

23 Telnet Telnet session

7578 KVM server (adviser)| To accept regular KVM redirection connections

623 IPMI LAN interface

1900 uPnP discovery Used for uPnP based BMC discovery

49153 uPnP discovery Used for uPnP based BMC discovery

50000 uPnP discovery Used for uPnP based BMC discovery

427 SLPD Service Locater

123 NTP Network Time Protocol (NTP) - used for time
synchronization (UDP Connection)

161 SNMP SNMP listens on this port for incoming SNMP
requests. (UDP)
SNMP listens on this port for incoming connect

199 SNMP requests (from the SMUX peers and various other TCP
end-points connected to SMUX peers to exchange
SMUX PDUs)

546 DHCPV6 DHCPv6 clients listen for DHCP messages on this port
(UDP)

5120 CD media server To accept regular CD media redirection connections

5123 HD media server To accept regular HD media redirection connections

5125 Intel ASD Used for ASD server

H5SOL To accept secure (SSL based) SOL redirection
2371 .
Server(solagent) connections
514 syslog Syslog is sent to the server through the default port
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Mouse Mode

Host OS Mouse Mode
Windows Server 2019 / 2016 Absolute
RHEL/CENTOS 8.0-8.2/7.6-7.8 Absolute
SLES 15 SP2 / 12 SP5 Absolute
Ubuntu Server 20.04 / 18.04 Absolute

NOTE

AIC suggests users to use Linux version of OS except SUSE 11.4 with BMC to avoid
mouse sync issue in absolute mouse mode. Client cursor will be hidden always. If
you want to enable, use Alt + C to access the menu.

KVM Sharing Scenario
KVM Client KVM Keyboard and Mouse H5Viewer
Client 1 (Full Privilege) Connected Allowed Allowed
Client 2 (Partial Privilege) | Connected Not Allowed Not Allowed

VMedia Sharing Scenario

NOTE

If MULTIPLE_USER_VMEDIA feature is disabled, then only one VMedia client can
redirect media at a time. In the following table, KVM represents the video and
H5Viewer represents the media redirection from the H5Viewer client.

Default IPMI Channel Numbers

Interface Channel Number

Primary LAN Channel 0x01
Secondary LAN Channel 0x08
Serial Channel 0x02
Primary IPMB Channel 0x00
Secondary IPMB Channel 0x06
Third IPMB Channel 0x0a
System Interface OxOf
SMM Interface 0x05
SSIF Channel 0x04
USBO Channel 0x7

USB1 Channel 0x9
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Secured Communication

 AD, LDAP, RADIUS based user authentication support

* Local IPMI user based authentication support

* Role/Privilege based authentication for each user for extra security

*  Encrypted password support for AD/LDAP server authentication

* Single port access support for web/KVM/vMedia for enhanced security
e |PMI - Cipher suites support

e System Firewall support for IP/port level or IP/port range based blocking
e |PMI command/sub-command level firewall support

e TSIG authentication support for DNS

e OpenSSL based encryption — Latest OpenSSL 1.0.1 supported

* Key based Feature licensing/access support

*  Secured handshaking support across concurrent KVM client sessions for
controlled/seured access to the server

e SMTP-AUTH support

Service listings

Service User Encryption
Authentication

Web Yes Openssl|

KVM Yes Openssl|

vMedia Yes Openssl|

Standalone KVM Client Yes Openssl|

SMASH Yes Openssl|

SSL based SOL Yes Openssl

SNMP (v3) Yes SHA256, SHA384, SHA512, AES, DES

SSH Yes Openssl|

IPMI Yes Please refer list of supported cipher
suites

YAFUFLASH (Out of band) | Yes Please refer list of supported cipher
suites

NOTE

Currently only SHA256, SHA384 and SHA512 is supported. SHA and MD5 protocols
are deprecated and can be used only if previously configured and preserved user
has this protocol enabled.
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Limitation of NCSI transfer

On the intel report we found that if the link speed was 1Gbps up to 5% of the packets were
being retransmitted, but if the external link speed was 100Mbps transmit will be smooth.
At network transmit, retransmits will much affect performance, because a packet is only
retransmitted after a timeout occurs.

Hence when remote console tries to stream data at a physical link speed rate (1Gbps or
10Gbps) over an NC-SI interface capable of only 100Mbps. It will resulting in dropped
packets and poor performance. Therefore, we have limitation at physical link of 1G/10G
bps doesn't fit into a 100Mbps NC-SI connection.

Reference Document :

https://www.intel.com/content/www/us/en/embedded/products/networking/nc-si-

overview-andperformance-notes.html

List of supported cipher suites in IPMI

ID | Authentication Algorithm Integrity Algorithm Confidentiality Algorithm
0 | RAKP - NONE NONE NONE

1 RAKP-HMAC- SHAT NONE NONE

2 | RAKP-HMAC- SHAT HMAC-SHA1-96 NONE

3 | RAKP-HMAC- SHAT HMAC-SHA1-96 AES-CBC-128
6 | RAKP-HMAC- MD5 NONE NONE

7 | RAKP-HMAC- MD5 HMAC-MD5-128 NONE

8 | RAKP-HMAC- MD5 HMAC-MD5-128 AES-CBC-128
11 | RAKP-HMAC- MD5 MD5-128 NONE

12 | RAKP-HMAC- MD5 MD5-128 AES-CBC-128
15 | RAKP_HMAC_ SHA256 NONE NONE

16 | RAKP_HMAC_ SHA256 HMAC-SHA256-128 NONE

17 | RAKP_HMAC_ SHA256 HMAC-SHA256-128 AES-CBC-128
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